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In 2019, cloud computing hasn’t just hit the mainstream, it is the mainstream. In fact, some experts are 

predicting that upwards of 80% of enterprise workloads will live in the cloud by 2020.

By-and-large, this rise in cloud adoption has been driven by Amazon Web Services or AWS, as it’s commonly 

called. And while Amazon may be the 800lb gorilla of the cloud market, Microsoft’s cloud offering, Azure, has 

been making great strides to catch up. Many are now arguing that Azure is even better than AWS.

As of 2018, Azure was the fastest growing cloud infrastructure provider, with revenues growing 76% year over 

year in 2018, according to an October 2018 earnings release. Part of the reason for this rapid growth is that 

Azure’s usability extends far beyond Windows applications or coding languages. Azure can host Java, Python, 

Ruby, and Node.JS apps as well as storage, databases, virtual machines and anything else that IT managers 

might once have hosted on-premises.

But with all that in the cloud, may IT teams can find a slight hitch in their cloud adoptions plans… Even though 

Azure provides a full stack of cloud monitoring tools, it can be incredibly difficult to get a holistic view of your 

cloud resource usage in Azure, and your cloud spending.

Why Monitor Azure? Doesn’t It Do That for Me?
Of course, you need to know what’s going on in your entire networking environment, but why is 

monitoring the cloud so important? And what makes it different from monitoring your physical networking 

environment? The key to understanding the importance of cloud monitoring is that the cloud is always 

costing you money. Your physical network environment (for example) is a sunk cost and doesn’t cost you 

less if you’re not using it efficiently. But cloud is pay-as-you-go , and provisioning five instances when 

you are only using four is going to impact your bottom line directly. Ensuring optimized performance and 

minimizing downtime is essential to cloud monitoring. Unlike your physical networking environment, your 

cloud resources can rack up charges at a dizzying rate if you’re not keeping an eye on them. 

Of course, Azure will help you keep an eye on resource usage 

and even your spending… for a price. Like many cloud service 

providers (CSPs), Azure offers a built-in monitoring service that 

charges you based on the amount of monitoring data that you 

collect, and for the monthly retention of that data, and for alerting 

and logging events.

Azure Monitor is a comprehensive, competitive monitoring tool…

for an Azure cloud environment. While it is possible to set up 

customer monitors in Cloud Monitor to track on-premise servers 

and resources, it’s tedious, and it won’t work for everything. And 

it’s impossible to monitor another cloud environment with Azure 

Monitor. Since very few organizations are all in on one cloud, let 

alone Azure, which trails AWS for cloud-dominance, that puts IT 

teams wanting to monitor their entire network in a tough spot. So, 

what do you do when you want to know what’s happening in both 

the networks you own and the ones you rent? The best practice  

is to use a comprehensive network monitoring tool that can  

source data from multiple cloud platforms, as well as your  

on-premise networks so that you can get a holistic view of all of 

your environments. In this eBook, we’ll cover four reasons you 

should do just that. 

Ensuring 
optimized 
performance 
and minimizing 
downtime 
is essential 
to cloud 
monitoring.
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You Can Monitor All of Your Environments…  
In One Place

Since your cloud-based resources are part of your overall networking infrastructure, just like your 

on-premise resources, they should be managed that way. Your cloud monitoring solution should 

allow you to see everything (cloud and physical resources) in context so you can quickly drill-down 

to issues and isolate the cause of problems that span technology silos.

This is especially critical if you’re operating in a multi-cloud environment, as a staggering 81 percent 

of public cloud users are, according to a recent Gartner survey. 

That’s because cloud-native, built-in monitoring tools like Azure Monitor or AWS’s CloudWatch only 

work with a single cloud. You couldn’t monitor an AWS environment with Azure Monitor any more 

than you could monitor Google Cloud Platform with AWS CloudWatch, so without a comprehensive 

monitoring solution, operators of multi-cloud, hybrid environments are stuck monitoring their 

networks with a hodgepodge of native-tools that can’t or won’t communicate with each other,  

and fail to give a holistic view of the network. 

This can be a major impediment for IT teams, as it can severely degrade IT response time to 

networking issues and destroy IT productivity. Having one tool that reports on the ENTIRE 

networking environment makes troubleshooting faster, easier, and eliminates finger-pointing. 

Regardless of whether or not you have a NOC, network status and performance should be 

something that can be seen at a glance by anyone. Your monitoring solution should support 

customizable dashboards that provide instant visibility into what’s up, what’s down, what’s seeing 

heavy usage, what’s idle, etc. across all of your environments, cloud or on-premise. Not only does 

this make it easier to troubleshoot, it allows IT teams to see issues develop and resolve them 

proactively before they impact end-users. 

You Can Report and Correlate All of Your Data 
on One Platform

This is similar to the last point, and seasoned IT pros will understand just how critical this is. If you’re 

using disparate monitoring tools to report on your different cloud environments and your physical 

infrastructure, it can be extremely difficult to correlate that information into something useful 

properly. 

It is possible to use Azure Monitor in conjunction with Microsoft’s Power BI business intelligence 

tool to turn log data from Azure into custom reports, but if you want to include data coming from 

on-premise machines, you’ll have to first set up custom monitors for those machines, and that’s only 

if they’re supported. And, if you want to include data coming from another cloud, such as AWS, 

forget about it. The only data sources supported by Azure Monitor are Azure resource, tenant, and 

subscription monitoring data. This lack of end-to-end visibility can lead to serious issues identifying 

and troubleshooting persistent issues. 

When you have your own physical networking infrastructures in addition to cloud services to 

monitor, you need solutions that can report data from different sources on a single platform. This 

allows for calculating uniform metrics, and it results in a comprehensive view of performance.
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https://www.gartner.com/smarterwithgartner/why-organizations-choose-a-multicloud-strategy/
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You Can Track Long-Term Trends 
Most monitoring tools provided by cloud service providers only maintain data for a limited time 

(usually 30-60 days), and Azure is no different. Azure Monitor only supports free data retention 

for a mere 31 days, and after that a charge is levied. Raw data points are only kept for 90 days, and 

must be exported and copied to a storage account after that.  

Unfortunately, neither 31 nor 90 days are nearly adequate for long-term trend analysis. Your 

monitoring tool should support maintaining that data in order to show trends over several months 

at least. Network activity in January is likely to be very different from network activity in July, but 

that’s impossible to analyze within a 30-90 day window. Understanding long-term network trends 

can make it easier to run your network more efficiently, saving both time and money.

You Can Monitor Cost vs. Usage 
This is where a lot of traditional IT teams can get caught flat-footed. Believe it or not, many 

organizations aren’t tracking their cloud resources, how they’re using them or how much 

they’re spending – they just pay the monthly bill from the cloud service provider. Unless that bill 

significantly increases, they have no incentive to determine if they’re really using all those resources 

or if they’re being accurately billed. 

The ability to scale is a key feature of cloud services, but increased use can trigger increased costs. 

Robust monitoring solutions should track how much of your organization’s networking activity is 

on the cloud and how much it costs. Idle resources aren’t a big deal when it comes to on premise 

networking equipment like servers and routers, but most cloud resources cost money even if 

they’re not being used – and MORE money if they are. A monitoring solution that alerts IT when 

cloud resources exceed budget or usage limits can save your organization a fortune. 

By implementing cloud monitoring you can identify under-used cloud services and identify money-

saving optimization opportunities. It will also give you a baseline of what you’re spending on Azure, 

and can help provide cost-justification to management. Of course, you can also identify cloud 

service issues immediately – and usually before your end-users even notice a problem.
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Conclusion
Extending your network environment to Azure offers a vast number of advantages, but monitoring the 

results is crucial. We’ve outlined why it’s important to extend your cloud monitoring capabilities beyond 

simple cloud-native tools, but the final step is likely the most time-consuming: choosing a monitoring tool 

for your entire networking environment. Obviously, we have our own opinion on the most effective tool 

out there, but it’s essential to review the options available. However, bear in mind that the most critical 

requirements are going to be how well it integrates information from the cloud provider, how well it puts 

that information in context with the rest of your networking environment and how well it lets you proactively 

resolve issues before they impact your end-users. Remember that you’re losing money once an end-user is 

impacted by a network issue and a good network monitoring solution allows you to be proactive instead of 

just reactive!
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Using WhatsUp Gold to Monitor Azure
To monitor the performance of servers and applications running in the Azure cloud, many IT teams have 

turned to WhatsUp® Gold Cloud Monitoring. Our solution provides IT with visibility into Azure environments 

via dashboard displays. IT can also create custom views and threshold alerts on any Azure parameters to 

know instantly which servers and applications are up and which ones are down.

Cloud Service Providers can, and do give you reports and statistics on your cloud resource usage, but that’s 

only one small part of the picture. With WhatsUp Gold, you can treat resources in the cloud just like the 

rest of your network and display that information in context with the rest of your network infrastructure. 

WhatsUp Gold will automatically discover cloud-based resources and display them on the same interactive 

map that shows your on-premises network. From a single dashboard, you can monitor, report, and alert on 

the status of every single metric available via the Azure APIs. Then, you can use that information in your 

alert center, dashboards, and your interactive network map. You can also quickly generate performance, 

health, and inventory reports for your cloud resources and infrastructure.

If your cloud resources integrate with on-premises resources, WhatsUp Gold also allows you to quickly  

drill-down to issues and isolate the cause of problems spanning both environments. With the ability to 

quickly assess the health of your Azure infrastructure, you can identify and fix issues before they impact 

users. The information you collect will also facilitate any collaborative mitigation efforts you need to conduct 

with the Azure data center admin team or your managed services provider.

Beyond the real-time up/down monitoring capabilities of WhatsUp Gold, you can also compare Azure server 

utilization vs. cost with views into the number of cloud assets in use during a billing period. This way, you can 

ensure you don’t pay for any resources you never use. With WhatsUp Gold, you can track and alert on cloud 

usage and billing, so there aren’t any surprises when the next invoice comes.
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