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Overview
The Payment Card Industry (PCI) Data Security Standard (DSS) is intended for use by merchants, financial 

processors, point-of-sale vendors, and banks, credit unions and other financial institutions that transmit, 

process and/or store credit cardholder data. This document is intended to assist such companies in 

understanding:  

(1) How the standards apply to managed file transfer (MFT) products and solutions in general, and 

(2) How the MOVEit MFT software products by Progress can help them to both achieve and 

demonstrate compliance with the standards. 

This document begins with overviews of both the PCI DSS and the MOVEit products, and then goes into 

detail about how the MOVEit product capabilities assist with or enable compliance. 

 
The PCI Data Security Standard 
The PCI DSS is the global data security standard adopted by all organizations that process, store or 

transmit cardholder data. It consists of these twelve critical data security requirements, organized into six 

sections:

Build and Maintain a Secure Network 
Requirement 1: Install and maintain a firewall configuration to protect cardholder data 

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters 

Protect Cardholder Data 
Requirement 3: Protect stored cardholder data 

Requirement 4: Encrypt transmission of cardholder data across open, public networks 

Maintain a Vulnerability Management Program 
Requirement 5: Use and regularly update anti-virus software or programs 

Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control Measures 
Requirement 7: Restrict access to cardholder data by business need-to-know 

Requirement 8: Assign a unique ID to each person with computer access 

Requirement 9: Restrict physical access to cardholder data 

Regularly Monitor and Test Networks
Requirement 10: Track and monitor all access to network resources and cardholder data 

Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security for employees and contractors
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MOVEit Managed File Transfer 
Products
MOVEit Managed File Transfer (MFT) software is used by thousands of organizations around the world 

to provide complete visibility and control over file transfer activities. MOVEit lets organizations assure the 

reliability of core business processes and the secure and compliant transfer of sensitive data between 

partners, customers, users and systems. There are a number of components to the MOVEit family of MFT 

products:

MOVEit Transfer 
MOVEit Transfer enables the consolidation of all file transfer activities to one system to ensure better 

management control over core business processes. It provides the security, centralized access controls, file 

encryption and activity tracking needed to ensure operational reliability and compliance with SLA, internal 

governance and regulatory requirements.

MOVEit Automation 
MOVEit Automation works with MOVEit Transfer and other transfer protocols to provide advanced 

workflow automation capabilities without the need for scripting. MOVEit Automation accelerates 

the rollout of new services and the onboarding of new external data sharing partners by reducing 

development time while significantly reducing the likelihood of errors.

MOVEit Cloud 
Our MFT-as-a-Service offering provides full security, reliability and compliance of MOVEit Transfer with 

the convenience of a cloud-based service. MOVEit Cloud is auditor certified PCI, and HIPAA compliant. 

Providing the same advanced security controls as MOVEit Transfer, it ensures GDPR compliance in 

external file transfer activities involving personal data.

MOVEit Solution Architecture

For specific details about MOVEit features, capabilities and applications please visit https://www.Progress.com/moveit.
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PCI-DSS Compliance with 
MOVEit Managed File 
Transfer Products 
 
 
Build and Maintain a Secure Network
1: Install and maintain a firewall configuration to protect cardholder data

MOVEit is a managed file transfer system designed for use with a multi-firewall network that separates 

a network into different trust zones. The MOVEit Transfer secure managed file transfer server was 

designed to live in the firewall protected DMZ network segment where it would be partially exposed to 

the Internet. MOVEit Automation was designed to live in an internal, trusted network, from which it can 

establish connections to the MOVEit Transfer server located in the DMZ through a firewall. All data 

received by a MOVEit Transfer are encrypted before being stored using its strong, built-in, FIPS 140-2 

validated 256-bit AES encryption. Each file is encrypted with its own key securing the data at rest in 

the DMZ.

However, if you prefer not to have the files at rest in the DMZ you can use MOVEit Gateway in the DMZ 

and locate MOVEit Transfer on the trusted internal network. MOVEit Gateway is located in the DMZ 

terminating all connections from the untrusted public internet. MOVEit Transfer located on the trusted 

internal network then makes a separate connection to MOVEit Gateway. This achieves file transfer 

without a direct connection from the untrusted public internet to the trusted internal network and 

without the data coming to rest in the DMZ. When it is received by a MOVEit Transfer on the trusted 

network each file is encrypted with its own key securing the data at rest.

2:  Do not use vendor-supplied defaults for system passwords and other 
security parameters

For security reasons, the MOVEit Automation and MOVEit Transfer do not include any default 

system passwords or other security parameters. The MOVEit installation package, and the software 

itself, force the installer/administrator to set their own usernames and passwords during setup 

and configuration. Note: MOVEit Transfer has the ability to suggest unique, randomly generated 

passwords, which may be used or not as desired and also includes the ability for administrators to 

force strong passwords on all accounts.

MOVEit helps to enforce this requirement by placing all file “collection” services on the server that 

hosts MOVEit Transfer and all file “transfer initiation” services on the server that hosts MOVEit 

Automation. Further, MOVEit Transfer can be deployed in a tiered architecture across a segmented 

network with primary functions distributed across several servers. For example, the core MOVEit 

Transfer application can be deployed on one server, the encrypted file system on another server and 

the database on a third.
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Progress’s CISSP and SANS- certified engineers have designed a utility that is bundled with the MOVEit 

Transfer and MOVEit Automation. This utility performs many common hardening actions to help 

prepare an unhardened Windows Server. SecAux includes options: 

• Optimize Windows and Internet Explorer

• Disable unneeded services and applications

• Apply recommended NTFS Windows security settings

• Apply recommended NTFS permissions

• Enable FIPS compliance mode

• Rename Administrator account

• Configure IIS

• Configure Server Message Block Signing

This could be used as a first step along with your company’s policies or sources of industry-accepted 

system hardening standards including, but are not limited to: 

• Center for Internet Security (CIS)

• International Organization for Standardization (ISO)

• SysAdmin, Audit, Network, and Security (SANS) Institute

• National Institute of Standards Technology (NIST).

MOVEit Automation and MOVEit Transfer can be deployed in a segmented approach with primary 

functions distributed across several servers. For example, the core MOVEit Transfer application can be 

deployed on one server, the encrypted file system on second server and the database on a third server.

The primary administrative access to MOVEit Transfer and MOVEit Automation is through a web browser 

using HTTPS – SSL/TLS encryption. 
 

Protect Cardholder Data

3: Protect stored card holder data

MOVEit Automation and MOVEit Transfer are each capable of doing scheduled, automatic and secure 

deletion of old files and folders.

MOVEit was also designed with its own built-in encrypted data storage system, which uses our MOVEit 

Crypto cryptographic software. MOVEit Crypto has been FIPS 140-2 validated by the US National 

Institute of Standards and Testing (NIST) and the Canadian Communications Security Establishment 

(CSE). MOVEit Crypto includes 256-bit AES encryption which is used by the MOVEit encrypt and 

securely store data.
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4: Encrypt transmission of cardholder data across open, public networks

The MOVEit products provide support for a wide variety of encrypted transfer methods that 

can be used to exchange cardholder data over public networks, including the Internet, and VPN 

implementations.

MOVEit Automation can perform transfers using secure FTP over SSL/TLS (FTPS), secure FTP over 

SSH2 (SFTP and SCP2), as well as secure file transfers using HTTPS and the AS1, AS2, and AS3 

protocols. MOVEit Automation can also combine file-level PGP or S/MIME encryption with unencrypted 

transport protocols such as FTP to achieve encrypted transmission of data in legacy or migration 

situations.

MOVEit Transfer supports transfers using secure FTP over SSL/TLS (FTPS), secure FTP over SSH2 

(SFTP and SCP2), as well as secure file transfers using HTTPS and the AS2, and AS3 protocols.
 

Maintain a Vulnerability Management Program

5:  Protect all systems against malware and regularly update anti-virus 
software or programs

MOVEit Products can run on systems with anti-virus solution. They also support integration for external 

scanning of the files in transit to prevent infected files from being transferred. 

MOVEit Automation can be configured to use an Anti-Virus program to scan files during the transfer 

and to not transfer the file until the content scanner returns an indication that the file is not infected. If 

the file does have a virus, MOVEit Automation will: 

• Stop the transfer and do one of three things depending on how it is configure (1) attempt to 

delete the file on the source system; (2) remember the source file and never transfer it again; 

(3) Do nothing

• Log the name of the file, virus, and antivirus software along with the time and date the 

infection was detected and it’s response.

• Alert the appropriate persons.

MOVEit Transfer can also can be configured to use an Anti-Virus program to scan files during the 

transfer. Files are scanned during the upload and are not written to the MOVEit Transfer file system until 

the scanner returns an indication that the file is not infected. If the file does have a virus, it is rejected, 

and the user receives an error message.

6: Develop and maintain secure systems and applications

To maintain the security of the MOVEit products in the field, Progress support regularly posts security 

updates on the MOVEit community website managed through the use of MOVEit Automation and 

MOVEit Transfer. Security alerts, as well as news about the results of OS security patch testing, are 

securely broadcast to licensees using the secure messaging capabilities of the Progress corporate 

MOVEit Transfer. 



© 2022 Progress. All Rights Reserved.  7

Implement Strong Access Control Measures

7: Restrict access to cardholder data by business need-to-know

The MOVEit products allows users to be designated as belonging to specified role with each role 

having an appropriate level of privilege. The administrator has the ability to adjust the permissions 

for existing roles or to create new roles with a new set of permission to provide each role the least 

privileges necessary to perform their job responsibilities.

MOVEit Transfer also permits defining a role of group administrator. This role only has control over a 

subset of folders, transfer tasks, or a group of users. 

MOVEit Transfer allow also allows for the specific assignment of folder permissions, protocol access 

restrictions, IP address restrictions and other limited rights to configure the system to a deployments 

unique requirements. 

8: Identify and authenticate access to system components

The MOVEit products encourage the assignment of a unique ID to each person with computer access. 

This allows specific access to a single resource such as a folder or transfer task by multiple users. For 

example, two users might have “read” access to a folder and a third might have “write” access. This 

specific assignment of rights to overlapping resources encourages people to use their own credentials 

rather than to create and use a “shared” account.

MOVEit Transfer provides the ability to configure a set of policies such as: 

• Expire inactive user accounts within 90 days

• Locking out the user after 6 or fewer attempt for at least 30 minutes

• Minimum password length and character set

• Expire password 90 days after creation

• Prevent re-use of specified more recent passwords.

MOVEit Automation default session time-out is 15 minutes, but can be configured to shorter value 

if required. MOVEit Transfer default session time-out is 20 minutes, but can be configured after 

installation to shorter value of 15 minutes or less.

When passwords are needed for authentication, MOVEit Transfer and MOVEit Automation both use 

irreversible strong hashes. MOVEit Transfer also has the optional capability to be tied into one or 

more external authentication sources such as LDAP servers to remove the need for any kind of local 

authentication. 

When passwords or other credentials are needed to access a remote system, MOVEit Automation 

securely stores them using FIPS 140-2 validated strong encryption. MOVEit Automation and MOVEit 

Transfer support the following additional methods of authentication. 

• Client Keys. Used with secure FTP over SSH2 (SFTP and SCP2) and with PGP encryption.

• Client Certificates. Used with secure FTP over SSL/TLS (FTPS) and HTTPS, AS1, AS2 and AS3 
as well as with S/MIME encryption.

MOVEit Transfer requires that a user re-authentic before they are allowed to change password.

The MOVEit products securely protect stored passwords and keys. Both products also use their secure 

SSL/TLS and SSH2 encrypted transport capabilities to securely protect credentials when they are being 

transferred.

MOVEit Transfer can implement two-factor authentication on all of its user accounts.
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9: Restrict Physical Access to Cardholder Data

This requirement is beyond the inherent functionality of MOVEit and is the responsibility of the MOVEit 

customer. 
 

Regularly Monitor and Test Networks
10: Track and Monitor All Access to Network Resources and Cardholder Data

MOVEit audit logging capabilities are among the most comprehensive offered by any managed file 

transfer products. Many only create text-based logs that list little more than sign-ins, file transfers and 

when they occur. Such logs often have one or more of the following problems: 

• Text-based managed file transfer logs are often written out to the disk in the clear, which 
means they can be easily altered with a desktop editor to hide unauthorized activities. 
MOVEit Automation and MOVEit Transfer each have a built-in, commercially licensed 
database that they write their audit records to. Access to MOVEit databases requires 
authorization and authentication. To further guard against tampering, the MOVEit products 
include a cryptographic hash chain that provides proof as to whether the records in the 
databases have or have not been altered.

• Text-based managed file transfer logs often do not include any record of administrative 
actions, such as the addition of users, folder permission changes, and other critical 
security changes. This makes it difficult or even impossible to discover any unauthorized 
administrative changes. The MOVEit products write detailed records to their secure 
databases of all administrative activities.

• Text-based managed file transfer logs often must be processed by a third-party log parser 
in order to yield meaningful information. MOVEit products have the native ability to 
provide audit views. They also include built-in reports and customizable reports that enable 
administrators to quickly and easily track and monitor their MOVEit products – without 

having to use a third-party log parser.

MOVEit File Transfer server supports the unique user account per person concept and exceeds what to 

log and how much information to log rules.

MOVEit products support time synchronization between computers, and provide utilities and 

documentation to perform this operation using standard time protocols.

MOVEit Automation and MOVEit Transfer record audit data to their built-in, commercially-licensed, 

access-controlled databases. These provide protection against unauthorized users that may gain 

access to or control of the underlying operating system. 

Access to MOVEit audit records is controlled so that users can only see events that relate to their 

organization and/or the groups, users, folders and transfer tasks under their control.

MOVEit products do automatic file integrity monitoring and will issue alerts if problems occur. The 

MOVEit products address employing a cryptographic hash chain that checks file integrity to prove 

whether the data has been altered or not, and by issuing alerts if tampering is detected.

MOVEit Automation and MOVEit Transfer audit records can be either sent to a centralized server using 

SysLog or SNMP or spooled out to a print file.
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Dedicated to propelling business forward in a technology-driven world, Progress (Nasdaq: 
PRGS) helps businesses drive faster cycles of innovation, fuel momentum and accelerate 
their path to success. As the trusted provider of the best products to develop, deploy and 
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MOVEit Automation and MOVEit Transfer have the built-in ability to provide audit data views covering 

file transfers, secure messages, user status, system performance, storage status and security.  

MOVEit products automatically purge their logs after a configurable time period, and can be set to 

automatically retain purged logs in an archive-friendly format for long-term storage.

11: Regularly Test Security Systems and Processes

This requirement is beyond the inherent functionality of MOVEit and is the responsibility of the MOVEit 

customer. 

Maintain an Information Security Policy
12: Maintain a Policy that Addresses Information Security for all personnel

This requirement is beyond the inherent functionality of MOVEit and is the responsibility of the  

MOVEit customer. 
 

In Conclusion
The MOVEit products provide a comprehensive set of security and operational capabilities that can 

help companies to achieve and demonstrate their compliance with the PCI Data Security Standard, 

especially in the critical areas of secure cardholder data storage, transmission, access control, and 

audit records. That is one of the reasons MOVEit products are used by tens of thousands of financial 

processors and banks, credit unions and other financial institutions around the world.
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