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Background and Company Performance 
 
Industry Challenges 
 

The Healthcare industry faces a laundry list of challenges and complexity when it comes to 

Healthcare IT. One of the key concerns is related to ensuring security across critical 

biomedical applications and patient data. Among the most critical challenges Healthcare 

organizations confront, security and privacy issues regarding protected health information 

(PHI), health information technology for economic and clinical health (HITECH) and 

Healthcare insurance portability and accountability act (HIPAA) compliance, agility, end 

user suitability, deployment costs, integration and interoperability, are the most noted 

ones. 

 

Meaningful use incentives are presently driving Healthcare providers to intensify their 

reliance on electronic data in order to effectively secure and protect patient information. 

In fact, the HITECH legislation helps improve HIPAA privacy and security guidelines, 

authorizing costly penalties for data infringements. HIPAA constitutes a compliance 

mandate that is presently shaping the Healthcare industry through an act of the US 

Congress intending to preserve the privacy and security of personal health records. More 

specifically, HIPAA demands the automatic prevention of unauthorized access, alteration, 

deletion and transmission of electronically stored and transmitted health information to 

Healthcare organizations. In addition, new PHI regulations were recently disclosed. The 

HIPAA Omnibus Rule, for instance, outspreads requirements to business activities 

processing and transmitting PHI, hence introducing remarkable complexity to the process. 

Security contraventions tend to cast a negative impact on an organization’s brand and 

credibility – more so in the financial and reputational perspective. This is why Healthcare 

organizations have started to pay serious attention to ensure effective data management 

and safeguard file transfers.  

 

On the other hand, trends compelling users to prefer web and mobile applications require 

hospitals to adopt common security approaches capable of implementing new applications 

in a prompt and agile manner. Plus, easy and quick access to patient and treatment 

information is important, especially if a patient is in a life-threatening scenario. Therefore, 

long, redundant login processes need to be avoided to ensure a convenient and efficient 

user experience. 

 

Deployment cost is also a critical aspect that needs to be considered while introducing a 

new technology in a whole new domain. Although cloud computing models dramatically 

help to reduce server and application consolidation costs, virtualization activities, and data 

sourcing, automation of the complete set of activities may involve high initial capital costs. 

However, if the technology is efficient, automation of the process engaging key identity-

related events will more than pay for itself. 
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Finally, intelligent integration and full interoperability among Healthcare applications from 

different providers attempting to manage both clinician and patient information, is 

paramount to gauge the success for smart Healthcare implementation.  

 

Product Family Attributes and Business Impact  
 

Match to Needs 

 

Addressing the above-mentioned challenges, Ipswitch provides a comprehensive set of 

managed file transfer (MFT) software products. Ipswitch enables its customers to perform 

end-to-end process visualization, flexible deployment and facilitate simple set-up of smart 

solutions across an entire organization, making them a very compelling provider. 

  

To address customer needs, Ipswitch has launched MOVEit® Transfer, an industry-leading 

managed file transfer (MFT) software, designed to empower users with complete visibility 

and control over file transfer activities among the stakeholders viz. partners, customers, 

providers, and end users. The platform safeguards files during transit and storage, also 

guaranteeing compliance with internal procedures and federal regulatory directives. 

Particularly in the Healthcare sector, Ipswitch solutions such as MOVEit® Transfer allows 

customers to perform communication processes under fully integrated, automated, 

secure, and compliant business environments so that the information is seamlessly 

transferred between providers, patients and payers in the healthcare industry.  

 

Frost & Sullivan’s research in the smart Healthcare space shows that Ipswitch’s solutions 

enable a more efficient and secure management of the increasing number and 

organization of digital patient’s information, including electronic health records (EHRs) and 

electronic medical records (EMRs), as well as, multiple digital files relevant for patient 

care. MOVEit® Transfer, in this regard, empowers end users to address security risks, 

while giving considerable support to conform to government regulations such as 

HIPAA/HITECH, among other rigorous standards created to protect sensitive PHI. This 

product works concomitantly with another product family  known as MOVEit® Automation.  

MOVEit® Automation is a best-in-class managed file transfer (MFT) automation software 

focused on the scheduling and simplification of standardized workflows, thus helping to 

ensure reliability, security and compliance, indicating utmost user-friendliness. Contrary to 

its competitors, MOVEit® Automation enables IT to provide consistent support and 

governance to manage an unlimited number of file transfer servers, and execute 

thousands of tasks with a simple deployment using  out-of-the-box, point-and-click tasks 

creation. 

 

Reliability and Quality 

 

The digital evolution in the current scenario is gradually transforming the Healthcare 

landscape in North America, driving the need for highly efficient and secure management 

of the impressive amount of data available from digital clinical records. 
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Government regulations such as HIPAA/HITECH look to minimize security risks, therefore 

establishing strict standards to protect sensitive patient data. However, companies 

providing Healthcare services and more importantly, Healthcare institutions find it difficult 

to stay continuously updated on legacy issues and maintain regulatory compliance with 

every federal, state and third-party regulation.  

 

Commonly utilized systems involving the automated, integrated movement of files 

through usual file transfer protocols (FTP) and e-mail file transfer systems or drop-box-

like solutions, were originally designed for file sharing, and were not meant for file 

transfer. File sharing involves collaboration between individuals, whereas file transfer 

automation denotes moving files as an essential task of a core Healthcare process. This 

functional differentiation explains the inadequacy of file sharing systems to guarantee PHI 

traffic in a safe manner. Additionally, it is important to highlight that the demand for file 

transfers is exploding, which means that the industry needs better solutions not only in 

terms of efficiency, but also with regard to ensuring the utmost reliability and quality.  

 

When transferring clinical data from one facility to another, rich-media clinical files may be 

needed to be transferred. Hence, ultrasound files, computing tomography/magnetic 

resonance imaging videos, or scanning files can be reassigned to an attending physician, 

for instance, or exchanged with external sources including Healthcare insurance 

companies, pharmacies, inter-consulting organizations, and so on. In each of such cases, 

the proficiency and security of the file transfer process is critical for the Healthcare 

organization’s success. At this point, file transfer responsibilities may rely on a vendor-

provided combination of technology, people and processes in order to make the 

compliance easy and efficient.  

 

To address this concern, Ipswitch designed a comprehensive set of solutions to help its 

customers maximize the effectiveness of their file transfer systems and to accomplish its 

conformity to government compliance regulations. MOVEit® Managed File Transfer (MFT) 

software products allow Healthcare organizations to transfer files under the most reliable, 

quality and secure manner. In addition, to provide governance to help companies meet 

regulatory compliance obligations, Ipswitch products automate manual workflows, 

avoiding human errors and providing approved smart solutions that certify visibility and 

control over all file transfer activities. In particular, MOVEit® MFT guarantees a complete 

and unique set of services unavailable from competitors. These include its embracing 

improved connectivity from mobile devices, email, or web browser platforms; setting up, 

controlling, and managing organizational file transfers; facilitating full automation, 

integration and interoperability; ensuring enterprise or organization visibility and 

demonstrating absolute control regarding compliance and governance by seamlessly 

providing reports for auditing and regulatory inquiries.  
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Product/Service Value 

 

MOVEit® Transfer is an industry-leading MFT software solution that was designed to 

enhance  security and compliance. Among the most remarkable technological features that 

it renders, its embedded security characteristics are the most notable. They comprise FIPS 

140-2 validated AES-256 cryptography, user authorization and authentication, delivery 

confirmation, non-repudiation and toughened platform configurations. MOVEit® Transfer 

logs activities are tested to fulfill ISO 27001, HIPAA, PCI, GDPR, SOX, BASEL I/II/III, 

FIPS, FISMA, GLBA, FFEIC, ITAR and data privacy laws. Additionally, the software solution 

integrates with existing DLP and anti-virus systems, and identity systems through SAML 

2.0, AD, LDAP services, and SIEMs. The solution is flexible and allows the customization of 

Application programming interfaces (APIs) for other third-party applications, which 

competing solutions are unable to offer. Similarly, domain-based and username-based 

multi-tenancy configurations are also supported by this solution. With such unique and 

valuable attributes, Ipswitch’s technology guarantees a flexible implementation and access 

request options across customer’s processes, involving an extensive collection of mobile, 

web and outlook access support. This is executed through a flexible architecture that 

assists high scalability and availability claims via web applications.  

 

Positioning 

 

Ipswitch has been engaged in information and communication technology developments 

for the past 25 years, by its effective offer of highly reliable information technology 

management software with one of the most innovative platforms in secure file transfer 

available in the market. With such consistent and straightforward business practices, 

Ipswitch positions its powerful software products, MOVEit® MFT, in cloud-based, virtual-

based and network-based environments as leading-edge options for the global customers.  

 

Design 

 

The MOVEit® MFT product platform undoubtedly features an innovative design that assists 

in file transfer and automation, enhancing both the visual appeal and the ease-of-use.  

 

In addition to helping customers meet regulatory requirements and conform to stringent 

security guidelines, Ipswitch also makes adopting its system smooth and efficient for 

customers. The company ensures that the design characteristics are right in place and its 

MOVEit® Transfer software solution features the entire range of file transfer protocols 

(such as FTP, FTPS-SSL/TLS, SFTP-SSH, HTTP/S, SMTP/POP3, CIFS/SMB-Accessing 

Network Storage, EDIINT AS1, AS2, AS3), while offering support for MySQL/SQL Server at 

no additional cost. It also includes AES 256-bit file encryption, FIPS 140-2 validated 

cryptography, tamper-evident database for logs, Encrypted Administrative Access (EAA) 

including automated rules for policy governance and single sign-on, clearly citing the 

design finesse of the product.  
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Furthermore, the Ipswitch platform offers a tiered architecture that allows users to 

perform a distributed configuration across network domains – an attribute that competing 

solutions do not offer. Additionally, the platform includes an improved deployment system 

and automatic failover and disaster recovery feature that helps customers address 

contingent situations.  

 

It is also possible to pre-define and/or customize the end result as per specific user needs 

and preferences. Importantly, the platform enables unlimited simultaneous local or remote 

users, the establishment of user policies and email alerts. 

 

With regards to programming, the Ipswitch MOVEit® MFT platform integrates API for 

custom applications, antivirus solution integration (McAfee, Symantec, and Sophos), DLP 

(RSA, Symantec, and McAfee), leading identity (IdP) systems (Microsoft ADFS, Shibboleth, 

and Onelogin), and authentication against external databases (Active Directory, LDAP, 

secure LDAP, Radius server, and any ODBC-compliant database). Under this model, 

customers can use Ipswitch products via web transfer (Javascript), mobile operating 

systems (Android and iOS), Outlook plugins or FTP. Other Ipswitch products can also be 

integrated with its various offerings such as MOVEit® EZ and MOVEit® Freely. 

 

Operational Efficiency 

 

The MOVEit® MFT enables unlimited managed file transfer automation, while minimizing 

the risk of data loss and non-compliant manual transfers. The platform provides secure, 

simple, and automated information delivery, PGP data encryption and granular access 

controls, unlike competing solutions in the market. Its integration with anti-virus software 

allows virus-free file arrival, whereas interoperability with DLP software guarantees the 

secure delivery of confidential information outside the network. 

 

To enhance operational efficiency, workflows are fully automated, allowing authorized 

non-programming skilled users performing programmed multi-step logic-based tasks and 

instrument business process in a few steps. The MOVEit® MFT clients and web interfaces 

also enable to access from almost any platform, any network architecture, and any 

browser, hence demonstrating its robustness and flexibility among customers. Deployment 

times involves hours, against days or months as taken by competitive technologies 

available in the market. In addition, its successful implementation does not require costly 

professional services or scripts, thus saving a lot of money for customers. This distinctive 

capability is achieved thanks to the design of pre-built tasks, capable to be tailored with 

custom scripting or existing scripts. 

 

Moreover, MOVEit® MFT allows its end users to identify risks associated with compliance 

through the implementation of powerful and actionable tools that detect and categorize 

errors, thereby sidestepping unforeseen behaviors. 
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Conclusion 
 

Through its intelligent management software solutions, Ipswitch has provided its 

customers secure control over a broad spectrum of business operations, applications and 

infrastructure for the last 25 years. Frost & Sullivan was particularly impressed with 

Ipswitch’s MOVEit® Transfer and MOVEit® Automation systems; the two industry-leading 

managed file transfer (MFT) software that allow customers to perform communication 

processes under fully integrated, automated, secure, and compliant business 

environments, ensuring superior data transfer among thousands of users in a seamless 

manner. 

 

Because of its strong overall performance, Ipswitch is recognized with Frost & Sullivan’s 

2016 Product Leadership Award. 
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Significance of Product Leadership  
Ultimately, growth in any organization depends upon customers purchasing from your 

company, and then making the decision to return time and again.  A comprehensive 

product line, filled with high-quality, value-driven options, is the key to building an 

engaged customer base. To achieve and maintain product excellence, an organization 

must strive to be best-in-class in three key areas: understanding demand, nurturing the 

brand, and differentiating from the competition. 

 

Understanding Product Leadership 

Demand forecasting, branding, and differentiation all play a critical role in finding growth 

opportunities for your product line. This three-fold focus, however, must be complemented 

by an equally rigorous focus on pursuing those opportunities to a best-in-class standard. 

Customer communications, customer feedback, pricing, and competitor actions must all be 

managed and monitored for ongoing success.  If an organization can successfully parlay 

product excellence into positive business impact, increased market share will inevitably 

follow over time. 
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Key Benchmarking Criteria 

For the Product Leadership Award, Frost & Sullivan analysts independently evaluated two 

key factors—Product Family Attributes and Business Impact—according to the criteria 

identified below.  

Product Family Attributes  

Criterion 1: Match to Needs 

Requirement: Customer needs directly influence and inspire the design and positioning of 

the product family 

Criterion 2: Reliability and Quality 

Requirement: Products consistently meet or exceed customer expectations for 

performance and length of service 

Criterion 3: Product/Service Value 

Requirement: Products or services offer the best value for the price, compared to similar 

offerings in the market 

Criterion 4: Positioning 

Requirement: Products or services unique, unmet need that competitors cannot easily 

replicate or replace 

Criterion 5: Design 

Requirement: The product features an innovative design, enhancing both visual appeal 

and ease of use  

Business Impact  

Criterion 1: Financial Performance 

Requirement: Strong overall financial performance in terms of revenues, revenue growth, 

operating margin and other key financial metrics 

Criterion 2: Customer Acquisition 

Requirement: Product strength enables acquisition of new customers, even as it enhances 

retention of current customers  

Criterion 3: Operational Efficiency 

Requirement: Staff is able to perform assigned tasks productively, quickly, and to a high 

quality standard 

Criterion 4: Growth Potential 

Requirements: Product quality strengthens brand, reinforces customer loyalty and 

enhances growth potential 

Criterion 5: Human Capital 

Requirement: Company culture is characterized by a strong commitment to product 

quality and customer impact, which in turn enhances employee morale and retention 
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The Intersection between 360-Degree Research and Best 

Practices Awards 

Research Methodology  

Frost & Sullivan’s 360-degree research 

methodology represents the analytical 

rigor of our research process. It offers a 

360-degree-view of industry challenges, 

trends, and issues by integrating all 7 of 

Frost & Sullivan's research 

methodologies. Too often, companies 

make important growth decisions based 

on a narrow understanding of their 

environment, leading to errors of both 

omission and commission. Successful 

growth strategies are founded on a 

thorough understanding of market, 

technical, economic, financial, customer, 

best practices, and demographic 

analyses. The integration of these 

research disciplines into the 360-degree 

research methodology provides an 

evaluation platform for benchmarking industry players and for identifying those 

performing at best-in-class levels. 

360-DEGREE RESEARCH: SEEING ORDER IN 

THE CHAOS 
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Best Practices Recognition: 10 Steps to Researching, 
Identifying, and Recognizing Best Practices  

Frost & Sullivan Awards follow a 10-step process to evaluate award candidates and assess 

their fit with select best practice criteria. The reputation and integrity of the Awards are 

based on close adherence to this process. 

STEP OBJECTIVE KEY ACTIVITIES OUTPUT 

1 
Monitor, 
target, and 
screen 

Identify award recipient 
candidates from around the 
globe 

 Conduct in-depth industry 
research 

 Identify emerging sectors 
 Scan multiple geographies 

Pipeline of candidates who 
potentially meet all best-
practice criteria 

2 
Perform  
360-degree 
research 

Perform comprehensive, 
360-degree research on all 
candidates in the pipeline 

 Interview thought leaders 
and industry practitioners  

 Assess candidates’ fit with 
best-practice criteria 

 Rank all candidates 

Matrix positioning all 
candidates’ performance 
relative to one another  

3 

Invite 
thought 
leadership in 
best 
practices 

Perform in-depth 
examination of all candidates 

 Confirm best-practice criteria 
 Examine eligibility of all 

candidates 
 Identify any information gaps  

Detailed profiles of all 
ranked candidates 

4 

Initiate 
research 
director 
review 

Conduct an unbiased 
evaluation of all candidate 
profiles 

 Brainstorm ranking options 
 Invite multiple perspectives 

on candidates’ performance 
 Update candidate profiles  

Final prioritization of all 
eligible candidates and 
companion best-practice 
positioning paper 

5 

Assemble 
panel of 
industry 
experts 

Present findings to an expert 
panel of industry thought 
leaders 

 Share findings 
 Strengthen cases for 

candidate eligibility 
 Prioritize candidates 

Refined list of prioritized 
award candidates 

6 

Conduct 
global 
industry 
review 

Build consensus on award 
candidates’ eligibility 

 Hold global team meeting to 
review all candidates 

 Pressure-test fit with criteria 
 Confirm inclusion of all 

eligible candidates 

Final list of eligible award 
candidates, representing 
success stories worldwide 

7 
Perform 
quality check 

Develop official award 
consideration materials  

 Perform final performance 
benchmarking activities 

 Write nominations 
 Perform quality review 

High-quality, accurate, and 
creative presentation of 
nominees’ successes 

8 

Reconnect 
with panel of 
industry 
experts 

Finalize the selection of the 
best-practice award recipient 

 Review analysis with panel 
 Build consensus 
 Select winner 

Decision on which company 
performs best against all 
best-practice criteria 

9 
Communicate 
recognition 

Inform award recipient of 
award recognition  

 Present award to the CEO 
 Inspire the organization for 

continued success 
 Celebrate the recipient’s 

performance 

Announcement of award 
and plan for how recipient 
can use the award to 
enhance the brand 

10 
Take 
strategic 
action 

Upon licensing, company 
may share award news with 
stakeholders and customers 

 Coordinate media outreach 
 Design a marketing plan 
 Assess award’s role in future 

strategic planning 

Widespread awareness of 
recipient’s award status 
among investors, media 
personnel, and employees  
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About Frost & Sullivan  

Frost & Sullivan, the Growth Partnership Company, enables clients to accelerate growth 

and achieve best in class positions in growth, innovation and leadership. The company's 

Growth Partnership Service provides the CEO and the CEO's Growth Team with disciplined 

research and best practice models to drive the generation, evaluation and implementation 

of powerful growth strategies. Frost & Sullivan leverages over 50 years of experience in 

partnering with Global 1000 companies, emerging businesses and the investment 

community from 45 offices on six continents. To join our Growth Partnership, please visit 

http://www.frost.com. 
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