
MOVEit Transfer keeps data se
cure during transfer as well as
during storage and in so doing
satisfies comprehensive com
pliance requirements – an aspect
that is crucial particularly in the
context of the European General
Data Protection Regulation (GD
PR) that is coming into effect on
May 25, 2018. The solution al
lows administrators to find out
not only about the status of the
files at any time but also about
the file movements. The product
provides a visualization of all the
interactions and makes it possible
to retrace the transfer of import
ant data between the various
points. In addition to that, the
system also provides automatic
file integrity verification.

The server operates directly on
the customer’s premises and the
refore acts as a private cloud,
enabling the transfer of data bet
ween individuals, between indi
viduals and systems, and bet
ween systems and other systems.
MOVEit Transfer uses an FIPS
1402validated AES256 algo
rithm to encrypt the data. The
users have policies at their dispo
sal which they can use to control

all file movements. For example,
this therefore makes it possible to
obtain confirmation that the file
transfers have indeed taken place.
There is even the option to find
out from which computer the file
was downloaded. If required, the
system also supports special plat
form configurations.

As already mentioned, MOVEit
Transfer tracks all data transfers.
This is achieved using a database
that has been protected against
unauthorized modification – but
more on that later. The product
satisfies the requirements of ISO

27001, HIPAA, PCI, EU
DSGVO, SOX, Basel I, II and III
as well as FIPS, FISMA, GLBA,
FFIEC and ITAR, among others.
If the MOVEit Transfer server is
intended to be used in a corporate
LAN, Ipswitch also provides the
Ipswitch Gateway, which can be
set up in the DMZ, where it can
perform the task of securely for
warding external data connecti
ons to the MOVEit Transfer ser
ver.

Ipswitch has paid special attenti
on to ensuring that the file trans
fer services of MOVEit Transfer
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With MOVEit Transfer, Ipswitch is offering a server software solution that enables
secure data transfer between partners, systems, and other users without neglecting the
requirements with respect to compliance. MOVEit Automation can be used to transfer
data automatically and set up standardized workflows. The two products showed what

they are capable of together in our laboratory test.
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are particularly easy to use for
users in their daytoday work.
This ensures that no one is temp
ted to use less secure services on
the Internet for reasons relating
to ease of use. Among the major
features in this context are a
plugin for Microsoft Outlook –
which provides a straightforward
way of redirecting attachments
and the content of emails on the
MOVEit Transfer server – and
apps for mobile users who work
with Android and iOS devices.
To further simplify working with
this solution, the administrators
can set the language for each
user. In addition to English, the
product also supports Chinese,
French, German, Japanese, and
Spanish.

Moreover, the solution can also
be used in multitenant environ
ments and with highavailability
configurations. If required, aut
horized employees also have the
option of integrating thirdparty
applications, like web applicati
ons, into the system at any time
via an API.

MOVEit Automation
MOVEit Automation supports
any number of servers, thousands
of tasks, and pointandclick task
deployment. With the help of this
solution, administrators can defi
ne workflows that minimize the
risk of data loss and prevent data
transfers that do not meet com
pliance requirements. In addition,
the product ensures guaranteed
delivery of the data and provides
PGP encryption and granular set
tings for access control.

The configuration of the work
flows and implementation of the
rules is defined directly in the
management interface without
the user needing any program

ming skills. This means the ma
jority of automation projects can
be implemented within a few
hours without the need for assi
stance from external service pro
viders.

Not only can MOVEit Automati
on be deployed in combination
with MOVEit Transfer, the solu
tion also supports any file server,
such as FTP and SFTP servers.

Administrators can therefore in
tegrate the solution relatively
quickly into their existing envi
ronment. An API is available he
re too for integrating thirdparty
applications and scripts into the
automation product. When it co
mes to environments that have
strict requirements regarding
availability, it is also possible to
implement failover configurati
ons.

The test
For the test, we first installed
MOVEit Transfer on a server
running Windows Server 2012
R2. The system was equipped

with 16 GB of RAM, a quadcore
CPU with 2.6 GHz clock fre
quency and 800 GB of free hard
disk space. According to the ma
nufacturer, the minimum opera
ting requirements of the solution
are 2 GB of RAM, a multicore
processor, and 250 GB of free
space on the hard drive. With re
gard to operating systems, the
product supports Server 2012 R2
as well as Server 2012 and Server

2008 R2. The next version will
add Server 2016 to this list. The
database supplied with MOVEit
Transfer is MySQL 5.5.47.

After installing the product, we
also installed MOVEit Mobile
Server 1.3 on the server, which is
responsible for handling data
transfers to the mobile apps. In
addition to this, we installed the
Outlook plugin on various cli
ents that have Microsoft Outlook
2016 in order to secure data
transfers between different mail
addresses. Next, we familiarized
ourselves with MOVEit Trans
fer’s configuration tools, created
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several user accounts, configured
the solution to our requirements,
and put it into operation in our
testing laboratory. The mobile
clients we used were a Huawei
P9 running Android 7, a Sam
sung Galaxy S4 with Android
6.0.1, an iPad mini running iOS
9.3.5, and an iPhone 6 with iOS
10.3.2.

Alongside these preparations, we
installed MOVEit Automation on
another system running Windows

Server 2012 R2 and equipped
with 10 GB of RAM, a quadcore
CPU with 2.4 GHz clock fre
quency, and 240 GB of free sto
rage. For this product, the manu
facturer specifies minimum re
quirements of a 2 GHz processor,
4 GB of RAM, and 100 GB of
free hard disk space as well as a
fast Ethernet connection. The
supported server operating sys
tems are the same as for MOVEit
Transfer, and the solution likewi
se includes MySQL 5.5.47 as the
database.

After completing the setup pro
cess, we familiarized ourselves
with the functions and features of

this product and then configured
various tasks to implement auto
matic data transfers in our net
work. Finally, we checked whe
ther these tasks ran as expected.

Installing MOVEit Transfer
At the time of testing, MOVEit
Transfer 9.9.9.201 was the cur
rent version. After running the in
staller file that Ipswitch provided
for our test, the system first asked
which language we wanted to use
for the installation. The setup wi

zard currently supports English,
French, German and Japanese.
The wizard then installed a ne
cessary runtime library and dis
played a welcome screen and va
rious license information. After
wards, it asked for the license file
and whether we wanted to per
form an express or custom setup.
The express setup automatically
installs the MySQL database, ap
plies the default settings, and ge
nerates the access passwords. We
chose this option for our test. Ad
ministrators who want to install
their own database and specify
passwords manually, etc. will
need to select the custom installa
tion option.

In the next step, the setup wizard
showed us the public URL at
which the MOVEit Transfer ser
ver would be reached and asked
us for the mail server that should
be used, the email address to
which error messages should be
sent, and the sender’s email ad
dress. Finally, it presented a
summary of the steps that would
be carried out and installed the
software.

When the setup has completed,
the administrators are given the
option to view the installation
configuration. This is something
they really must do, since it con
tains the newly created pass
words. In our test, we backed up
the configuration at a suitable lo
cation, uploaded it to the server,
and instructed the setup wizard to
securely delete the original file
from the hard drive to ensure the
passwords cannot fall into unaut
horized hands. After that, we we
re given the opportunity to: view
the installation log; run a confi
guration program for adjusting
various parameters (which was
not necessary in our test environ
ment); start a utility called Se
cAuxNet that provides further
protection for the installation;
and test the functionality of the
newly setup system. The server
setup was now completed and we
could begin the configuration
process via the web interface.

Before we moved on to configu
ration, though, we first installed
MOVEit Mobile Server 1.3 and
the Outlook plugin. The Mobile
Server is activated using the sa
me license file as the MOVEit
Transfer server, which was why
all we basically needed to do was
specify the installation path as
well as which account the service
should use to log on to the sys
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tem. The setup routine for the
Outlook plugin is not going to
present anyone with any difficul
ties. In our test, we used the
plugin on two Windows 10 sys
tems with Outlook 2016.

At this point, it is useful to brief
ly take a closer look at the Se
cAuxNet utility for further incre
asing the protection of the Trans
fer server. Using the utility is op
tional, but it does provide addi
tional protection against security
threats. It should in particular be
used when the server will be run
ning in a network segment that is
reachable over the Internet. In
practice, the tool generates a
Windows security template and
activates it on the server. The so
lution also makes a few changes
to the current users´ registry. In
terms of this test, we would be
going into too much detail if we
were to take a closer look at all
the configuration changes made
in this context. But administra
tors who have to operate a MO
VEit Transfer server in a potenti
ally risky environment should de
finitely take a closer look at Se
cAuxNet.

Making the Transfer server
operational
Once we had installed all the
components necessary for opera
tion of MOVEit Transfer, we we
re able to move on to the task of
configuring the server via the
web interface. For this purpose,
we logged on to the server as
sysadmin via the URL "http:// lo
calhost / human.aspx? userna
me= sysadmin&arg12= signon".
To do so, we used the password
that the system had generated du
ring installation and was provi
ded to us during the installation
configuration. By default, the
configuration tool is only acces

sible to the sysadmin account via
the localhost address.

After logging in, we had to add
an organization to our system.
The primary purpose of the
sysadmin account is just for ad
ministration of the organizations
that are permitted to store data on
the server. During operation,
each organization has, at a mini
mum, its own administrator ac
count as well as various user ac
counts. Consequently, after crea
ting our test organization, we we
re initially only able to define an
administrator account. In additi
on, at this stage, we also speci
fied from which locations the in

dividual users could log on to the
server. We specified that normal
users should have access to the
MOVEit solution from anywhere
and that administrators must only
be able to access it from within
the LAN. With that, the work as
sysadmin was completed and we
could now log on to the MOVEit
Transfer server as the administra
tor of our new organization.

The work as an administrator
After logging in again with the
new account, the system first in
formed us that we should set up
user accounts to enable the server
to be used by our users. In our
test, we followed this suggestion
and generated various test user
accounts, which we later used for
a variety of purposes. The login
name, full name of the user, as
sociated email address, language
to be used (Chinese, English,
French, German, Japanese, or
Spanish), and password are
among the components of an ac
count profile. In addition, at this
point, the administrator can also
specify whether the server should

send email notifications, where
the home folder of the respective
user is located, and which privi
leges the user should have. Here,
the system differentiates between
the roles of "User", "FileAdmin"
(who can manage files and fol
ders but not user accounts) and
"Admin". After setting up the
user accounts, the system was
ready for operation, and we were
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able to use it normally. At this
point in our test, we first uploa
ded a wide variety of files to the

server so we had material to
work with. Finally, using the so
lution’s web interface on diffe
rent systems running Windows
and Linux, we accessed these fi
les and tested how the software
worked with the mobile apps for
Android and iOS. We did not en
counter any difficulties.

Outlook plugin
In the next step, we took a close
look at the Outlook plugin. After
this tool is installed, the standard
icon for adding an attachment in
the Outlook ribbon is accompa
nied by a new icon called "At
tach MOVEit file". If, after crea
ting a new mail, the user clicks
on this icon, one or more files
can then be selected for emailing.
Once the user has entered the
email recipient, subject, and mes
sage, the utility will present va
rious options for securing the
email. If the "Secure the message
text" function is selected, the text
will not be placed in the mail

itself but in a socalled package
that is stored on the MOVEit ser
ver together with the attach

ments. To read the email , the re
cipient must access the mail on

the server and open the package.
The information contained in the
email is therefore always protec

ted. If the security function is not
activated, a warning will appear
directly in the email and will be
sent in the normal way over the
Internet. When using the "Attach
MOVEit file" function, the at
tachments will always end up on
the server and never in the email.
There were no problems when
using the Outlook plugin, and
the system worked as expected in
all modes. If needed, there is
even the option to globally acti
vate the function for securing
message texts, so users have no
choice but to use it.

MOVEit Automation
After successfully putting the
MOVEit Transfer server into
operation, we installed the latest
version of MOVEit Automation
(which was 9.1.0.12) on our net
work to test how the two Ips
witch components work together.
As is the case with Transfer, the

installation is performed using a
wizard, which displays a welco
me screen and license informati
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on. In the next step, the runtime
libraries are installed.

Once this has been completed,
the administrators must specify
their license file and decide whe
ther they want to perform the ex
press or custom installation. At
this point, we decided to use the
express option again. The setup
process then ran and afterwards,
as was the case for MOVEit
Transfer, we were able to find
out the login password from the
configuration overview. After in
stalling the web configuration
tool, we were able to log on to
the system via this URL:
"http://{IP address of the ser
ver}/webadmin".

Configuring MOVEit Automa
tion
To set up an automatic file trans
fer using the configuration tool,
the authorized employees must
create corresponding tasks. Three
options are available for this. The
first one is "Simple". In this case,
the system regularly copies data
from a source to a target location
according to a schedule. This is
useful, for instance, if log or de
bug data that has been stored by
a tool in a particular location
needs to be distributed automati
cally at regular intervals to other
locations.

The second option is "Advan
ced". This gives the authorized
users the option to enhance the
task with loops (FOR loops) and
conditions (IF branches). In a
loop, you can have as many acti
ons performed as you like (i.e.
the encryption or decryption of
multiple files.) The conditions
are for defining criteria according
to which the system processes
the files, such as only files of a
certain date or files with a speci

fic name. The third task type
"Sync" is for synchronizing two
folders. At this point in our test,
we decided to copy a task from
the local server to the MOVEit
Transfer server. Besides MOVEit
Transfer and local file systems,

the system also supports UNC
shares, FTP/FTPS servers,
SSH/SFTP servers, POP3 and
SMTP (i.e. outgoing and inco
ming mail), and similar.

To create the task, we switched to
"Tasks" in the configuration tool
and clicked on "Add". We then
opted for a "Simple" task, gave it
a name, and added a local folder
containing a few files as the sour
ce. When defining a source, you
also have the option to specify
which files should be copied,
whether the system should inclu
de subdirectories in the task, and
whether further actions should be
performed after the copy operati
on, such as deletion or renaming
of the original files.

In the next step, administrators
have the option to add a "Pro
cess" to their job. The purpose of
a process is to integrate a script
into the task in order to perform a
wide variety of actions, such as

converting from CRLF to LF and
vice versa, decrypting PGP, exe
cuting commandline commands,
adding files to an archive, or in
itiating findandreplace operati
ons. In the advanced tasks, the
processes can also be used within

the loops and conditions. The
manufacturer has predefined ma
ny scripts, but since you also ha
ve the option of adding your own
scripts, the processes constitute a
very powerful function for pro
cessing and transferring files that
can be precisely tailored to the
requirements of the respective
company.

After selecting the local source
folder, we added a folder on the
MOVEit server as the target. At
this point, you can also specify,
among other things, what the
system should do if, for instance,
a file with the same name is al
ready present in the target folder
(overwrite or do not overwrite).
Next, we moved on to scheduling
the task.

The scheduler included in MO
VEit Automation enables you to
set the job to execute on certain
days and at certain times. The
authorized employees can even
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specify several different times of
day. In our test, we specified that
the task should be performed
every day at 15:00. The "Next

Action" dialog also gives admi
nistrators the option to specify
actions that the system should
perform after the task has been
completed. Our task worked ex
actly as intended in the test. As
part of our testing, we also added
more tasks (including one that
uploaded newly created files to a
web space on a daily basis) and
then familiarized ourselves with
the solution’s analysis tools. The
se tools provided information
about which jobs had been run
and when, what the result was,
and how many bytes were trans
ferred. Furthermore, the file acti
vity overview shows when and
where a file was uploaded or
downloaded and to which task it
belongs.

Further testing
During our further testing, we
took a closer look at the auditing
functions of MOVEit. Not only
do they keep track of the file mo
vements but also any changes
made to the configuration. Once
we had completed all the other

activities, we also installed MyS
QL Workbench on our MOVEit
server and tampered with the da
tabase. Next, we ran the MOVEit

verification tool specially desi
gned for this kind of scenario and
discovered that it immediately
detected our tampering. The pro

duct therefore shows no weak
nesses in this regard.

Conclusion
Ipswitch MOVEit Transfer and
Ipswitch MOVEit Automation
2017 can be installed and put into
operation quickly and easily. In

our test, we were impressed not
only by the coherent approach to
security with endtoend encryp
tion and powerful auditing func
tions but also in particular by the
Outlook plugin and mobile apps,
which make it easy to secure the
transmission of emails and at
tachments and provide mobile
users with secure access to their
files at all times – even very large
files, if need be. Since users who
receive a download link to their
files by email do not need an ac
count on the server, this keeps the
administrative effort within rea
sonable limits in the daytoday
work.

From a practical point of view,
using the products went very
smoothly during the test, since
the configuration interfaces are
clearly structured and all have the
same look and feel. The time it
takes for administrators and em

ployees to become acquainted
with the solution should therefore
be minimal. Due to the straight
forward installation, coherent ad
ministration concept, and exten
sive range of functions, we are
rating this solution "IAITested
and recommended".
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