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Setting Up IMail Anti-Virus

This document describes the IMail Anti-Virus solution. It includes
information about installation, setting options, and viewing anti-virus
events.

What is IMail Anti-Virus?

On today’s networks, viruses and other destructive code are often sent
as part of an e-mail message. IMail Anti-Virus works with your IMail
Server softwareto find and repair infected messages before they get to
your mail customers. IMail Anti-Virus, powered by Symantec’s Anti-
Virus™ Scan Engine 4.0 Server technology, formerly marketed as
CarrierScan Server™, checks all incoming and outgoing mail for
viruses, worms and trojan horsesin all the major file types; including
mobile code and compressed file formats. With our new solution,
IMail administrators have the protection of Symantec’s virus defini-
tions and Scan Engine, which, of course, are kept up-to-date with
Symantec’s LiveUpdate™ technology to combat the latest known
viruses.

IMail Anti-Virus can also discover new viruses by searching for
genera characteristics, or behaviors, of existing viruses. IMail Anti-
Virus continuously scans each message, isolates infected files, and
reports the results. You can set configuration options to determine
what action to take when avirusis detected. And, IMail Anti-Virus
software can even attempt to repair the infected message, delete the
message, or bounce it so that the message is returned to the sender.

After installing IMail Anti-Virus and setting configuration options,
you can get feedback on the virus scans from:

¢ SMTPLog— when avirusisdetected, alog fileentry is
generated in the IMail SMTP Log.

« Alerts— In the configuration options, you can specify amailbox
towhich an aert is sent (when avirusis detected).

e SMTP Queue — messages in the mail queue are identified as
“already scanned” or “needs to be scanned.”

Setting Up 1
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Frequently Asked Questions

This section covers some common questions about IMail Anti-Virus
software.

What gets scanned?

IMail Anti-Virusis designed to work only with your IMail Server
messages and attachments — it does not scan other files on your
server.

Doesit scan list server messages twice — incoming and outgoing?

Normally, a message destined for amailing list would be scanned
coming in; then, when the list server sent the message to the list, it
would be scanned again. Since the scan does not need to be performed
twice, messages sent to the list server will be scanned, but messages
sent out by the list server will not.

Doesthevirus scan affect IMail Server processing speed?

Scanning mail messages for viruses adds approximately a 20 - 25%
load on the mail server and can result in dightly slower processing.

How do | get updatesto the virusdefinitions?

Getting virus definition updatesis very easy. You can use the
LiveUpdate™ application to get the latest virus definitions from
Symantec. For information on using LiveUpdate, see “Updating Virus
Definitions” on page 16.

Does a scan affect the processing order for other mail queue
operations (list, forwarding, delivery rulesetc.)?

All emailswill be scanned, and the results of the scan can affect the
processing order; for example, if the anti-virus software detects a
virus and cannot repair the file, the file will be deleted, redirected, or,
depending on the user settings, bounced. If afileisbounced, it will
not be further processed for alist, forwarding, rules, or any other
processing. If an infected message is cleaned, or it does not have a
virus, the processing order is not affected.



Overview of Setup Tasks

This section provides a brief overview of the tasks that must be
completed to successfully set up and install IMail Anti-Virus.

1 Check the prerequisites.

Check hardware and software requirements, and make sure
your IMail Server softwareisat Version 7.04 or later. For
more information, see “Installation Process’ on page 4.

2 Install the software.

You must provide the | P address of the computer on which
IMail Anti-Viruswill beinstalled. IMail Anti-Virus, by
default, runs on Port number 7777. If you want to use a
different port, you should enter it during installation.

3 Afterinstalation, set options for how IMail Anti-Virus operates.

IMail Anti-Viruswill run using the default configuration
options. Make sure that Enable virus scanning is selected
(see “ Setting IMail Anti-Virus Options’ on page 8). You can
change any of the default settings.

4 MakesurelMail Anti-Virusis started. See“ Stopping and Starting
IMail Anti-Virus’ on page 11 for more information.

5 Monitor anti-virus events by using the following:

SMTP Queue.

See “Viewing Filesin the Mail Queue” on page 11.
SMTP Log.

See “Viewing Anti-Virus Messagesin the SMTP Log” on
page 12.

Windows Event L og.

See “Event Logging” on page 14.

Alerts.
See “Alerting” on page 14.

Setting Up
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Installation Process

The IMail Anti-Virus CD contains:

IMail Anti-Virus. This software can be installed on the IMail
Server system (recommended for best performance) or on another
computer in thelocal network.

IMail Server Anti-Virusinterface. Thisinterface must be enabled
inIMail Server, regardless of where IMail Anti-Virusisinstalled.

Note

IMail Server v7.04 or later isrequired for IMail Anti-Virus software
(IMail Server 8.03 or later recommended).

Minimum System Requirements

Before you install IMail Anti-Virus, make sure the system on which
you are installing meets the following requirements:

IMail Server V.7.04 or later is required (IMail Server 8.03 or later
recommended)

Windows 2000 Server with Service Pack 2 or Windows 2000
Advanced Server with Service Pack 2

IMail Anti-Virus and LiveUpdate ™ require an Internet connection
and Internet Explorer 6.0 or later.

Pentium 111 500 Mhz or higher

256+ MB of RAM

25 MB of hard disk space

1 NIC running TCP/IP with a static IP address

1 or more processors (depending on the malil traffic rates)

IMail Anti-Virus

Before You Install

Consider the following:

¢ Decide whether you will install IMail Anti-Virus on the same
computer with the IMail Server software or on another
computer in the local network. For best scanning
performance, we recommend installing IMail Anti-Virus on
the same computer with the IMail Server. If you MUST install
IMail Anti-Virus on a separate computer, you still need to
install IMail Anti-Virusonyour IMail Server.




e Ifyoudoplantoinstall IMail Anti-Viruson a separate

computer, you should install IMail Anti-Virus on that
computer before running IMail Anti-Virus (Configure IMail
Server) ingtallation program option on the IMail Server.

Installation Procedure

Toinstall IMail Anti-Virus software:

1

Log onto Windows NT or 2000 as System Administrator or to an
account with system administrator permissions.

Back up your Windows registry. (Run regedit.exe and select
Export Registry File from the Registry menu.)

Launch the IMail Anti-Virus executablefile. (Theinstallation
process begins.) The Welcome screen appears. Read the text and
click Next.

The License Agreement screen appears.
Read the agreement and click Yes or No. Click No and the
installation program will close. To accept the terms and to
proceed with the installation, click Yes.

The Install Options screen appears.
Select one of the following installation options and click Next.

Install Options N _:g

Select an Install Option.

Mote: See the installation card or anline documentation far
additional performance ielated information.

[Pre=z F1 far detaled inlormation shout these settings)

% Ingtall IMail Ari-vinus Server on the same computer with
IMail Server. And, enable Antitfirus support wilhin |1 ail
Server.

T~ Configure [Mai Server ta communicate with Ikail Anki®ins
Server on another computer.

7 Install IMail &rtivinus Server only.

L pswirtcy]

Install Options

¢ Ingtall IMail Anti-Virus Server on the same computer
with IMail Server. And, enable anti-virus support within
IMail Server. (recommended).

Thisinstallation option installs IMail Anti-Virus on the same
computer where IMail Server isloaded. And, it enablesyou to access

Setting Up
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anti-virus functionality from the IMail Server interface. If you do
plantoinstall IMail Anti-Virus on a separate computer, you'll need
to run thisinstallation program on both computers. On each
computer, during installation, you'll need to select one of the
following options.

¢ Enable Anti-Virus support within IMail Server.
Select this option to enable the anti-virus components in your IMail
Server, but not install IMail Anti-Virus on the same computer. This
option will not install IMail Anti-Virus.

Note
This option only enables anti-virus support within IMail Server.
You MUST separately install IMail Anti-Virus on the other
computer. (When running the installation program from the other
computer, select the third installation option.)

e Ingtall IMail Anti-Virus Server only.
Select this option to install only IMail Anti-Virus on a separate
computer from IMail Server. If you have not done so aready, you
will then need to enable the anti-virus features within IMail Server
on a separate computer using the previous option. The third option
will not automatically enable anti-virus support within IMail Server.
To gain that functionality, you must run the installation program on
the IMail Server computer and select the second installation option.

Note
Thefirst and third installation options display only if the
installation detects a Windows Server 2000 w/SP2 or greater OS.
The primary reason to install IMail Anti-Virus on a separate
computer from IMail Server isif your IMail Server is running on
an NT Server.

IMail Anti-Virus

The Configure IMail Anti-Virus Server screen appears.

This screen contains the install-detected local | P address, port,
and password for accessing Scan Engine’s web-based
administrator. For security purposes, you should change the
“Admin” password, but we recommend keeping the default IP
address and port settings. Change the Admin password and click
Next.
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e |P Address. Enter the | P address of the computer on which IMail
Anti-Viruswill be installed.

e Port. Enter the port on which you want IMail Anti-Virusto run. The
default port is 7777.

e Admin. This password is used access to Symantec's Scan Engine
web-based administrator. To protect your anti-virus application from
unauthorized access, type anew password into thistext field. Scan
Engine's web-based administrator islocated at: http://local host:8004.

The Select IMail Anti-Virus Server Folder screen appears. Select

the default destination folder or create a new entry. Click Next.

The License File screen appears. Select the first option: “Get the

Symantec License File” and click Next.

Note
Thefirst timeyou install IMail Anti-Virus, you must register your
product with Symantec. A completed registration activates your
product’s license.

Your browser launches and contacts Symantec. Symantec’s
Licensing and Registration page appears. Type your serial
number and click Submit.

Note
Your serial number was provided to you at the time of purchase or
delivered with your IMail Anti-Virus software.

Symantec’s Enter your Email Address and add any additional
Serial Numbers page appears. Type avalid e-mail address and
click Submit.

Note
Symantec uses this address to send an e-mail message that
contains an attached * .dIf file.

(Special Note): The*.df fileisyour product’slicense.
Save the * .df file for thisand all future installations.

1

Symantec’s Confirm the following information page appears.
Make changes as needed and click Submit.

Setting Up
IMail Anti-Virus
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13

14

15

16
17
18
19

20

Symantec’s Thank you for using the licensing site page appears.

Close your browser and wait for the e-mail from Symantec to be
delivered. (Normally, the message is delivered within five
minutes.)

The License File screen again appears.
If not already selected, select the second option: “| have a
Symantec License File” and click Next.

The Ingtall License Wizard screen appears. Click Browse and
point to the location where you stored the * .df file. When avalid
* df file is detected, the install button will become enabled. Click
Install.

The Congratulations screen appears. Click Close.
The LiveUpdate screen appears. Click Next.
LiveUpdate runs. When it's completed, click Finish.

The IMail Server Update and IMail Anti-Virus Server Setup
Complete screen appears. Click Finish.

The product installation is completed. IMail Anti-Virusis
protecting your IMail clients messages.

Removing IMail Anti-Virus

Use the Add/Remove Programs applet in the Windows Control
Panel.

The Uninstall program removes:

ThelMail Anti-Virusinterface, which includesthe Anti-Virustab
inIMail Administrator and the Anti-Virus Administration pagein
the IMail Web Messaging.

The Symantec Scan Engine 4.0 Server and web administrator.

Setup Guide
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Setting IMail Anti-Virus Options

The anti-virus options let you:

Enable or disable the anti-virus capability.

Set the IP address and port number for the IMail Anti-Virus. Set
the action to take when avirusisfound in amail message. The
default action is “bounce.”



Set an e-mail address to which the anti-virus software will send

an “alert” message when an infected file isfound. You can set
anti-virus options from two locations:

In the IMail Administrator, in the left panel, select

localhost. In the right panel, select the Anti-Virus tab.

File Edt View Tools Help

&l alx| 2|

= IMail Administrator

& IMail Administrator 3

=1olx]

-/ localhost

For Help, press F1

host1.domain.com Apply Help

General  Anti Vius

nning ¥ Pass file by name

¥ Repair infected files I Alert administrator
Infected file action:  Rediect © Bounce ¢ Delets
Server IP: 156.21.50.121

Server Part: T

Rediect Address: [1oot@hastT.domain.com

Alert Address.  [eot@hostl. domain.com

Anti Virus

Powered by IMail

Administration

Menu Compose Search

¢ InIMail Web Messaging, under Administrative Account
Options..., select Anti-Virus Administration.
J File Edit ew Favoites Iools Help ﬁ
R ] | @ 3| B & S W 2
Back \Reghizeh Stop Refresh Home Search  Favorites  History Mail Size Prirt i Discuss  Messenger
Address | hie: Mipswitch,com 6383 =l @6
= =
B

Administrative Account Options

=] Help Logout

Anti Virus Administration

SERVER P [155 21 50.186

SERVER PORT: [r777 |

INFEGTED FILE ACTION: € Redirect
& Bounce
¢ Delete
REDIRECT ADDRESS: |mnl®\p5v~ulth com

¥ Enable Virus Scanning ¥ Repair Infected file
(=)
¥ Pass File by Name ‘ ™ Alert Administrator

ALERT ADDRESS: |rnm@\pswi(ch com

gl
@] Anti Virus Administration

[ g intemet
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IMail Anti-Virus options:

¢ EnableVirus Scanning. Thistells IMail Anti-Virusto begin
scanning mail messages for viruses. If it is desel ected,
infected filesWILL be delivered as normal.

« Repair Infected Files. Select this option if you want IMail
Anti-Virus to attempt to repair amail message which is
infected. It does this by removing the infected portion and
creating anew file containing the repaired message. The
initial infected file will be deleted.

¢ PassFileby Name. If IMail Anti-Virusisinstalled on the
same computer as IMail Server, we encourage you to select
this option to increase performance.

Note
If you installed IMail Anti-Virus on aremote server, DO NOT
select the Pass File by Name option.

Alert Administrator. Select thisoption to send an e-mail alert to
the administrator when an infected file is found. One e-mail will
be sent for each infected file, and will contain information such as
who it isfrom, who it is to, the message ID, Subject, Virus
Detected, and the Action taken. If you enable this option, be sure
to enter an addressin the Alert Address field.

Infected File Actions. Sometimes, IMail Anti-Virus software
will be unableto repair an infected file. In such acase, it will take
one of the following actions:

« Bounce. Select this option to send back non-repairable
infected mail messagesto the original sender. These messages
are not delivered to any of the original recipients.

« Redirect. Select this option to redirect non-repairable
infected messages to the recipient entered in the Redirect
Address text box. These messages are not delivered to any of
the original recipients.

« Delete. Select this option to delete infected messages from
the spool directory. These messages are not delivered to any
of the original recipients.

10 Setup Guide
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The Server IP and Server Port fields are, by default, filled in correctly
during installation.

Note
The Server | P address and the Server Port in this dialog box must

match the “ Bindaddress” and the “ Port” set in the symcscan.cfg file. If
you want to change the address or port, you must change them in both
places.

Server Port. The port on which you want IMail Anti-Virusto
run. The default port is 7777.

Redirect Address. If you set the Infected File Action to Redirect,
enter an e-mail address to which infected messages are sent.

Alert Address. Type an address here if you have enabled the
Alert Administrator option. This address will receive an e-mail
containing detailsif an infected fileis found.

To save your selections or changes, click Apply.

Stopping and Starting IMail Anti-Virus

You can stop and start IMail Anti-Virus by using the Windows
Servicesinterface.

On the desktop, right-click the My Computer icon and select
Manage. In the Computer M anagement window, expand the
Servicesand Applications, and select Services. Look for the service
named: Symantec Scan Engine 4.0 Server

Note
A second service (Symantec Watchdog Server) monitors whether anti-

virus software (Symantec Scan Engine 4.0 Server) is running.

Viewing Files in the Mail Queue

An anti-virus entry type has been added to the queuefile for
SMPTP32. This entry type identifies the status of the virus scan for a
particular message. The entry will haveaV in thefirst column,

Setting Up
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followed by a1 or a 0. The following chart displays the possible
queue entries for the anti-virus scan.

Vi Message has already been scanned by the anti-virus software.

Vo Message needs to be scanned.

No entry Message needs to be scanned.

List Server Interaction

Because IMail Anti-Virus software scans all incoming and outgoing
mail messages, specia provisions had to be made concerning the list
server. Normally, the anti-virus software scans a list server message
twice. Once when the message came in, and, again, when the list
server sent the message to the list. And, because messages are scanned
prior to being processed by the list server, they must be scanned when
sent by thelist server. Therefore, all messages destined for alist server
are automatically marked (in the mail queue) as scanned.

Setup Guide

IMail Anti-Virus

Logging

L og messages that report status or errors from the IMail Anti-Virus
software can be viewed in either of two places: SMTP Log or
Windows Event Log

Viewing Anti-Virus Messages in the SMTP Log

Some messages from the IMail Anti-Virus software are recorded in
IMail Server’'s SMTP log. These messages record events.

Examples of these eventsinclude: virus is detected, actions taken,
errors, and the times when IMail Anti-Virus becomes unavailable.

Note
Other messages from IMail Anti-Virus are recorded in the Windows

Event Log. For more information about anti-virus messages, see
“Event Logging” on page 14.

To view the SMTP log:

From the IMail Administrator, expand the localhost folder, expand
the Services folder, then select SysL og. The right panel shows the
logs.

Messages from the SM TP service (along with messages from other
services) arelogged to afile named sysMMDD.txt, where MM is the



month and DD isthe date. In this log, you may see two types of
messages from the IMail Anti-Virus software: informational messages
and error messages.

Informational Messages

When avirusis detected, the IMail Anti-Virus software writes a
message to the SMTP |og stating what action was taken.

An example of an Informational Message is:

08: 23 10: 27 SMIP- (000001DE) virus detected, Virus repaired, virus
data = EICAR test string

08: 23 10: 36 SMIP- (000001D6) Virus detected, Not repaired,
Redirected, Virus data = EICAR test string

08: 23 10: 37 SMIP- (000000E8) Virus detected, Not repaired, Message
del eted, Virus data = EICAR test string

Error Messages

When there's a problem with the connection to IMail Anti-Virus or a
with a scan, an error message iswritten to the SMTP log. When IMail
Anti-Virus scans afile using Scan Engineit returns a code. If this code
isnot 0, -1 or -3, it is reported as an error in the log.

An exampleof thislogis:

08: 23 10: 39 SMIP-(00000164) Failed to initialize virus scanner,
Code=1 (see codes bel ow)

08: 23 16: 28 SMIP- (0000012E) Error from Virus scan server, Code=1
(see codes bel o

08: 23 16: 28 SMIP- (0000012E) Error -Virus scan call generated
general fault

?8: I23 16: 28 SMTP- (0000012E) Virus scan initiation caused general
aul t

An error message may reference one of these error codes:

Error Code | Description
1 SCSCANFILE_FAIL_CONNECT
Failed to connect to IMail Anti-Virus
2 SCSCANFILE_FAIL_INPUTFILE
A problem was encountered reading the file to be scanned.
3 SCSCANFILE_FAIL_ABORTED
The scan was aborted abnormally.
4 SCSCANFILE_INVALID_PARAM
Function was called with an invalid parameter.
5 SCSCANFILE_FAIL_RECV_FILE
Error occurred when attempting to receive repaired file.
6 SCSCANFILE_FAIL_MEMORY
A memory allocation error has occurred.

Setting Up
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Error Code | Description

7 SCSCANFILE_FAIL_FILE_ACCESS

The server couldn't access the file to be scanned. This error usually
occurs for LOCAL scans when the file permissions are wrong.This
error can also occur when the API encounters a problem while writing
repaired file data that was received from the scan engine to the output

file.
8 SCSCANFILE_FAIL_EXTRACTTIME
9 SSCSCANFILE_FAIL_REPAIRFILE
10 SCSCANFILE_ERROR_SCANNINGFILE

An internal server error occurred while the scan engine was
attempting to repair the file.

15 SCSCANFILE_ABORT_NO_AV_SCANNING_LICENSE
No valid license for antivirus scanning functionality is installed.

Event Logging

IMail Anti-Viruslogs error messages and files to the Windows Event
Log. However, logging is not enabled by default. If you want to log
error messages, you must first enable logging. To do this, edit the
symescan.cfg file located in the C: SYMCScan directory. Thisfile
contains the configuration options for Symantec's IMail Anti-Virus.

To Enable Logging (Defaults to the Windows Event Log):
1 Open the symcscan.cfg file and scroll to the L ogging section.

2  Select thetypes of messagesthat you want to log and change their
valuefromOto 1.

3 From the File menu, Select Save.
Viewing Standard Logs

The NT Event Log contains IMail Anti-Viruslogs. To access the
Windows Application Event Log:

1 Openthe Event Viewer.
2 Under Log, click Application.

3 Click any IMail Anti-Virus event listed in the Application Log to
view that log entry.

14  Setup Guide
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Alerting

If you select the Alert Administrator option, IMail Anti-Virus sends
an e-mail alert to the administrator in the event of aninfected file. One
e-mail will be sent for each infected file, and it will contain



information such aswho it is from, who it is to, the message 1D,
Subject, Virus Detected, and the Action taken. If you enable this
option, be sureto enter an addressin the Alert Addressfield.

For information about setting this option, see “ Setting IMail Anti-
Virus Options’ on page 8.

Additional Alerts

IMail Anti-Virus can be configured to send additional SMTP
e-mail alerts. Primary and backup alert servers (SMTP servers) can be
specified for redundancy.

The SMTP alertsfor IMail Anti-Virus are straightforward. This
section discusses IMail Anti-Virus alerts and provides information on
customizing alert messages.

Customizing Alert Messages

Some of IMail Anti-Virus aert messages can be customized by
editing the message string file. The default location is
<driveletter>:\SYMCScan\symcsmg.dat, where <driveletter> isthe
drive letter on which Windows NT or 2000 isinstalled.

Double-byte characters are supported for the IMail Anti-Virus
message string text. For each message string file entry, the text that
follows the space after the message number and before the *** can be

edited.

Editing Alert Strings

The following table describes each message string file entry used in
generating IMail Anti-Virus alerts.

No. Default message text Usagein alert subsystem

1001 IMail Anti-Virus IP address:<IPaddress> The IP address of IMail Anti-Virus that is the subject of the alert

1002 IMail Anti-Virus port number:<portnumber> | The port number of IMail Anti-Virus that is the subject of the alert

1003 IMail Anti-Virus virus fingerprint date:<virus | The date the virus definitions that are the subject of the alert were
fingerprintdate> created (for virus update or update error)

1004 IMail Anti-Virus threshold queue The threshold queue size for IMail Anti-Virus that is the subject of
size:<queuesize> the alert

1005 IMail Anti-Virus number of queued The number of queued scan requests for IMail Anti-Virus at the
items:<queueditems> time of the reported event

1006 Date/time of event:<date/time> The date and time of occurrence for the reported event (IMail Anti-

Virus crash, start-up, shutdown, etc.)
1007 System uptime (in seconds):<time> The amount of time (at the time of the alert) that IMail Anti-Virus

has been running since the last crash or since start-up

Setting Up
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1008 IMail Anti-Virus Crash Alert Subject of IMail Anti-Virus Crash Alert
1009 IMail Anti-Virus crashed Message body text for IMail Anti-Virus Crash Alert
1010 IMail Anti-Virus Startup Alert Subject of IMail Anti-Virus Start-up Alert
1011 IMail Anti-Virus has just started up. Message body text for IMail Anti-Virus Start-up Alert
1012 IMail Anti-Virus shutdown alert Subject of IMail Anti-Virus Shutdown Alert
1013 IMail Anti-Virus has been manually shut Message body text for IMail Anti-Virus Shutdown Alert
down.
1014 IMail Anti-Virus Definition Update Alert Subject of IMail Anti-Virus Definition Update Alert
1015 IMail Anti-Virus has updated its virus Message body text for IMail Anti-Virus Definition Update Alert
definitions.
1016 IMail Anti-Virus Queue Overflow Subject of IMail Anti-Virus Load Exceeded Alert
1017 IMail Anti-Virus queue is backing up due to | Message body text for IMail Anti-Virus Load Exceeded Alert
a large number of requests.
1018 IMail Anti-Virus Definition Error Alert Subject of IMail Anti-Virus Definition Update Error Alert
1019 There was an error loading IMail Anti-Virus | Message body text for IMail Anti-Virus Definition Update Error Alert
virus definitions. All scanning will be
disabled.
Editing Log Entries
The 4000-series message strings are used in log entries (when
appropriate logging is enabled). These message strings are described
in the following table.
No. Default message text Usage
4000 A virus or other malicious code has been Log entry text when a virus is detected (appropriate
detected.<filename:virusname> logging must be enabled)

4001 A file has been received and
scanned.<filename> (LOGFileScanAlertEnable must be activated to induce

Log entry text when a file is scanned

logging of every file scanned)

4002 Error trying to send an SMTP alert. Log entry text used if SMTP alerting fails for some

reason, for example, the SMTP server was unreachable
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Updating Virus Definitions

The LiveUpdate feature ensures that you are not at risk of infection by
newly discovered viruses. IMail Anti-Virus can be updated with the
latest virus definitions without any interruption of virus scanning.

Updated virus definitions files, which contain the necessary
information to detect and eliminate viruses, are supplied by Symantec
at least every week and whenever a new virusthreat is discovered.
When new virus definitions are available, the LiveUpdate technology
can automatically download the proper files and install them in the
proper location (if you configure this LiveUpdate option).




To start the LiveUpdate utility:
. From the Start menu, select Programs-> IMail -> LiveUpdate.
A LiveUpdate client, cdive.exe, isinstalled with IMail Anti-Virus.

You should not have to edit the LiveUpdate configuration unless you
have set up your own LiveUpdate server.

For more information on specific settings and troubleshooting, seethe
LiveUpdate Help file (S32luhp.hip) located in the same directory
folder. You can also view the PDF file, luadmin.pdf, located in the
IMail top directory.

Configuring LiveUpdate to Check for Updates
Automatically

You can schedule LiveUpdate to occur automatically at a specified
timeto ensure that IMail Anti-Virus always has the most current virus
definitions. The cslive.exe client can be run from the command line to
update virus definitions for IMail Anti-Virus.

Torun theLiveUpdate client:
Type one of the following commands:

e cslive /silent torunLiveUpdatein silent mode (no prompting or
display indicator).
e cslive. exe torunLiveUpdate and display a progress indicator.

LiveUpdate should be scheduled to run periodically (at least weekly)
by using the Windows NT at command.

An example of this command is:
at 02:00 every: M\ SYMCScan\ cslive /silent

This command runs LiveUpdate every Monday at 2:00 AM with no
user intervention (/silent).

Scan Engine’s Web-Administrator

Access to Symantec’s Scan Engine protocols and administration
settings can be accessed through Scan Engine’s Web-Administrator.
You'll find thisapplication at: http: //1 ocal host : 8004. This
administrator isinstalled with its own separate help system.

Be aware | pswitch recommends you accept the native protocols that
were set during the installation process and not access this
administrator application.
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