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Welcome to Ipswitch WhatsUp Gold v11

Welcome to Ipswitch WhatsUp Gold v11, the powerful network monitoring solution designed
to help you protect your changing business infrastructure. WhatsUp Gold provides standards-
based monitoring of any network device, service, or application on TCP/IP and Windows
networks.

WhatsUp Gold lets you discover devices on your network, initiate monitoring of those
devices, and execute actions based on device state changes, so you can identify network
failures before they become catastrophic.
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Discovery and Mapping

The WhatsUp Gold discovery process searches for devices on your network and lets you
decide which devices you want to monitor. You can view monitored devices as a list of
devices or as a map.

Polling/Listening

WhatsUp Gold actively polls devices to determine their status. You can use pre-configured
monitors, or create your own, to poll services on a device, and to passively listen for messages
sent across the network. Monitors can also report on device performance by checking and
reporting on device resources, such as disk, CPU, and interfaces.

Actions/Alerts

Depending on the responses received from polling, or the types of messages received,
WhatsUp Gold fires actions to notify you of any change on your network. Actions speed
problem resolution through options such as alerting via email or pager, or restarting a
service.
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Reporting and Workspaces

Reports provide current status, performance, and historical data for devices and monitors.
Workspaces let you focus on segments of the network and create your own "views" into the
report data. They provide crucial network data in one location, which allows for quick and
easy access. WhatsUp Gold offers over 100 summary reports that can be use to customize
Workspaces. Each user can have their own Workspace.
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WhatsUp Gold Interfaces

WhatsUp Gold offers two types of interfaces, the Windows console interface and the web
interface, which offer largely the same functionality. We recommend that you do the initial
set up — discovery and mapping — on the console, then use the web interface for additional
setup of monitors and workspaces, users and permissions, and for day-to-day monitoring.

=  Windows console interface

The WhatsUp Gold console is a Windows application, through which you can configure
and manage the application and the database that drives it.

=  Web interface

The web interface provides access to WhatsUp Gold functionality, through HTTP or
HTTPS, from a web browser. The newest release of WhatsUp Gold has a completely
redesigned web interface, which includes improved navigation, enhanced feature set,
and more robust reporting. Also new to the web interface are many features that in the
past were only available on the WhatsUp Gold console.

Some of the features now available in the web interface (previously only available on the
console) are:

= The Credentials Library
= The complete Passive Monitor Library
= A fully-functioning Device Properties screen

= The Active Script Action and Monitor
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About the Ipswitch WhatsUp Gold v11 Premium
Edition

The Ipswitch WhatsUp Gold v11 Premium Edition is available for separate purchase. It
provides all of the network monitoring capabilities of Ipswitch WhatsUp Gold v11 and
extends the product to allow additional monitoring of applications and servers, including:

Microsoft® Exchange™ and Microsoft SQL Server: lets you manage the availability of key
application services, rather than just the network visibility of the host server.

General application monitoring using Microsoft's WMI lets you monitor any performance
counter value and trigger an alarm if the value changes, goes out of range, or undergoes
an unexpected rate of change.

For more information about the Premium Edition, and for purchase information, see the
network management product pages (http://www.ipswitch.com/products/network-
management.asp) on the lpswitch Web site.

New in Ipswitch WhatsUp Gold v11

Ipswitch's release of Ipswitch WhatsUp Gold v11 includes the following new features and
enhancements:

An new web interface design that includes customizable workspaces and workspace
reports.

Added over 100 new workspace reports, which provide summaries of the data in status,
performance and historical reports.

Improved performance in rendering web interface pages.
The ability to support IPv6 enabled devices.
Improvements to the Bulk Field Change function.

Enhanced Dependency capabilities that allow you to place Dependencies on devices'
Active Monitors.

Development measures to handle non-persistent SNMP instances for Performance
Monitors.

An Active Script Performance Monitor.
Performance Counters in the engine.

A database size information has been added to the console under Tools > Database
Utilities > Tools > Performance. You can also view the database size indicator icon in the
bottom right corner of WhatsUp Gold console application.

You can now create multiple devices with the same address.
SQL Server Active Monitor has been updated to support SQL 2005 Windows services.

Map improvements:
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= Map icons no longer shift when a shared icon is deleted.
= You can now click-and-drag multiple map icons.

= Devices are added to maps in more obvious locations.
Customer feature requests and defect fixes:

= Anissue has been corrected that could cause Interface Utilization to fill up the
database rapidly.

= Group Access Rights have been improved.

= The capability to back-up the database on an upgrade has been added to the
WhatsUp Gold install.

= The capability to turn on the web interface has been added to the WhatsUp Gold
install.

= The capability to manually set an interface speed in data collection has been added.
= You now can create device states that last as long as 7 days.
= The removal of an extra zero (0) from the Interface Speed graph.

= The removal of the requirement for users to acknowledge Passive Monitor State
Changes.

= |ssue was corrected that prevented users from exporting reports or playing web
alarms through SSL.

Finding more information

Following are information resources for Ipswitch WhatsUp Gold v11. This information may be
periodically updated and available on the WhatsUp Gold support page
(http://www.ipswitch.com/Support/whatsup_professional/index.asp).

Release Notes. The release notes, located in the Start > Programs > Ipswitch WhatsUp
Gold v11 > Release Notes, provide an overview of changes, known issues, and bug fixes
for the current release. The notes also contain instructions for installing, upgrading, and
configuring WhatsUp Gold.

Application Help for the console. Contains dialog assistance, general configuration
information, and how-to's that explain how to use the features. The Table of Contents is
organized by functional area, and can be accessed from the main menu or by clicking
Help.

Application Help for the web interface. Contains dialog assistance, how-to's that
explain how to use features, table of contents, index, and search. Click ? to access the
Help.

Getting Started Guide. Provides an overview of Ipswitch WhatsUp Gold v11, information
to help you get started using the application, the system requirements, and information
about installing and upgrading. To view or download the Getting Started Guide, go to the
Ipswitch Web site (http://www.ipswitch.com/WU11GSG).
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User Guide. This guide describes how to use the application out-of-the-box. It is also
useful if you want to read about the application before installing. To view or download
the User Guide, select Help > WhatsUp Gold User Guide or go directly to the guide on
the Ipswitch Web site http://www.ipswitch.com/WUG11Guide.

Translation Guide. This guide describes how to use the translation features to create a
localized version of the WhatsUp Gold web interface. To view or download the
Translation Guide, go to the Ipswitch Web site http://www.ipswitch.com/WUG11Trans.

WhatsUp Gold Forum (http://www.ipswitch.com/forums/messages.aspx?ForumID=14).
Provides a resource for you to interact with other WhatsUp Gold users to share helpful
information about the application.

The Ipswitch Knowledge Base (http://support.ipswitch.com/kb/). Search the Ipswitch
Knowledge Base of technical support and customer service information.

Sending feedback

We value your opinions on our products and welcome your feedback.

To provide feedback on existing features, suggest new features or enhancements or to
suggest ways to make our products easier to use, fill out the product feedback form
http://www.ipswitch.com/feedback.
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Installation overview

Installing Ipswitch WhatsUp Gold v11 or WhatsUp Gold Premium Edition v11 is
straightforward, though the Release Notes are required reading due to possible Service Pack
and database issues.

The path you take to a successful installation may differ, depending on the following:

First-time install

If you are installing Ipswitch WhatsUp Gold v11 or WhatsUp Gold Premium Edition v11 for the
first time, the installation program does the following with no actions required of you.

= [nstalls the database server, which is Microsoft Server 2000 Desktop Engine (MSDE 2000).
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= Creates a WhatsUp database in the MSDE instance.

= (reates a system Data Source Name (DSN), which tells WhatsUp Gold where to find the
WhatsUp database.

= Installs the Ipswitch WhatsUp Gold v11 or Ipswitch WhatsUp Gold v11 Premium Edition
application.

Read the System Requirements (on page 8), then follow the steps in Installing or Upgrading
(on page 10).

Upgrade Notes

If you are upgrading from a previous version of WhatsUp Gold or WhatsUp Professional, the
installation program detects an existing WhatsUp database and configures the new version
to use that database, provided the following conditions are met:

= MSDE 2000 is installed on the computer on which you are installing WhatsUp Gold or
WhatsUp Gold Premium Edition.

= The WhatsUp database exists on the database server.

= ADSN is configured for the WhatsUp database.

If these conditions are not met, the installation program will notify you and direct you to
perform a manual updgrade of the database.

Read the System Requirements (on page 8), then follow the steps in Installing or Upgrading
(on page 10), and if necessary, configure the database manually as shown in Upgrading the
Database Schema.

If you have an alternative database setup, after completing the WhatsUp Gold installation,
you'll need to upgrade the WhatsUp database, as described in Upgrading a Non-Default
Database Configuration (on page 23).

Custom Database

Though we recommend that you use the default database (MSDE 2000), if you need to either
use another database, or you need to run the database on another computer, you can set it
up manually after the WhatsUp Gold or WhatsUp Gold Premium Edition installation has
completed. For more information, see Alternative Database Setups (on page 17).

Ipswitch WhatsUp Gold v11 System requirements

Minimum software requirements

= Windows XP Professional SP2 or later; Windows 2000 SP4 Professional or Server; Windows
2003 Server

= Microsoft Internet Explorer 6.0 and later or Firefox 1.5x and later

= Microsoft Windows Scripting Host v5.6 or later. (Required for the WhatsUp web interface,
and to run scripts for the active scripting capabilities within active monitors and actions.)
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Windows Scripting Host is installed with the Windows operating system. To verify your
version, run cscript.exe ata command prompt.

If you need to update Windows Scripting Host, go to the Microsoft Scripting Site
(http://www.microsoft.com/downloads/results.aspx?freetext=update&productlD=478EA
476-5552-479E-A200-2C33FFD43F24&sortCriteria=date&displaylang=en).

¥ Important: To install and activate the e-commerce version of the application, you will need
an active internet connection.

= Internet connectivity for activation and for running the web interface

Minimum hardware requirements
= Intel Pentium-compatible computers, 550 Mhz or higher (2 GHz or faster recommended)
= 256 MB memory (RAM) (1-2 GB RAM recommended)

= 256 MB of drive space (up to 3 GB additional for MSDE Database and 7200 RPM drive
recommended)
—
Note: This is the requirement for installation. You will need more space for the database. An
MSDE database can grow up to the 2 GB limit.

CD-ROM drive
Network Interface Card (NIC)

= To use pager, SMS, or beeper actions, a local modem and phone line is required (Ipswitch
WhatsUp Gold v11 does not support modem pooling).

Text to Speech Actions require a sound card configured to use SAPI v5.1, which comes
with Windows 2003 and Windows XP operating systems. SAPI v5.1 can be downloaded
from the Microsoft Speech site (http://www.microsoft.com/speech/download/sdk51/).

MSDE 2000 requirements
= MSDE has a 2 GB data limit, however up to an additional 1 GB may be used for temporary
storage. Make sure you select a large capacity drive for data storage.

= File and Print Sharing must be enabled to run MSDE 2000.

To verify that file and print sharing are enabled:

1 Select Start > Control Panel.

2 On the Control Panel, select Network Connections.

3 From the menu bar, select Advanced > Advanced Settings.
4

On the Adaptors and Bindings tab, make sure the File and Print Sharing for Microsoft
Networks option is selected.
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Installation notes

Read the Release Notes for information about potential installation issues, such as the
following:

= Windows XP (SP2) Errors. This Service Pack enables firewall settings that can interfere
with Microsoft SQL Server’s ability to listen on the network.

= MSDE 2000, Release A issues. Security policies may interfere with the installation of MSDE
and Microsoft Data Access Components (MDAC). Some services may need to be stopped
before installing Release A.

Installing or upgrading

The installation program is similar whether you are installing WhatsUp Gold Standard Edition
(or WhatsUp Gold Premium Edition) for the first time or upgrading a previous installation.
Steps that apply only to a first-time installation, or only to an upgrade, will be identified as
such.

To install or upgrade WhatsUp Gold:
1 Logintoan Administrator account.
2 Start the installation program:
= If you purchased a WhatsUp CD-ROM, insert the CD-ROM into the appropriate drive. If

it does not run automatically, click Start, select Run, then enter the CD path followed
by AutoRun.exe For example: D: \AutoRun.exe

= If you downloaded WhatsUp Gold Standard Edition or WhatsUp Gold Premium Edition
from our Web site, run the downloaded installation application.

3 Read the Welcome screen.

The Welcome screen recommends that you disable any running antivirus software,
estimates how long it takes to install the application, and displays a button that, when
clicked, displays the release notes.

If you have an activation key, click Activate and follow the on-screen instructions to
activate the product.

If you do not have an activation key, the setup program installs a trial version of the
software that expires in 30 days, if not activated. After completing the installation, each
time you start the application, you will have an opportunity to purchase a key, as
described in Activating the WhatsUp Application (on page 12) in the application Help.

Click Next to continue.

4 Read the license agreement. Select the appropriate option, then click Next.

5 Select the default install directories for MSDE 2000, then click Next (For first-time
installation only).
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Note: If you want to customize your database setup, you need to first complete the
installation, then manually configure your database as described in Alternative Database
Setups (on page 17) in the application Help.

The application and data files will be installed in default directories. If you want to change
the locations, click the browse buttons to find and select a different directory.

“F
Important: Make sure that you have a large capacity drive selected for data storage. Data
files can grow up to the 2 GB MSDE limit.

6 Select the installation directory for the WhatsUp application files.

The default path is C: \Program Files\Ipswitch\WhatsUp. We recommend that you
use the default path. Some users prefer to put application files on a partition separate
from the operating system, which is usually installed on the C: drive, to isolate the
application from an operating system crash.

7 Choose whether to backup your current WhatsUp Professional database. (For upgrade
installation only.)

8 Choose how to handle existing Web and Report files. (For upgrade installation only.)

If you have previously installed WhatsUp Gold, you may already have Web and Report
files stored in your installation directory. You can choose to either delete them or back
them up during the install. Backup is recommended.

9 Ifasound card is installed and it has SAPI-compatible drivers, the install program asks
whether you want to install Text to Speech capabilities. If you select No, you can always
return and install Text to Speech at a later date.

10 Choose whether to enable the web server during install and enter a port for this
installation.

Note: This dialog will not be displayed during an upgrade if you have already enabled the
WhatsUp web server in an older version of WhatsUp.

11 Click Install to install the WhatsUp Gold application files. WhatsUp Gold gives you the
option to go back and change options or cancel prior to completing the installation.

@ Important: When you use an alternative database setup, you will need to run the database
upgrade scripts when installing a new release of WhatsUp Gold. The installation program will
warn you if it detects a non-default database. For information on running the upgrade
scripts, see Upgrading the Database Schema (on page 23) in the application Help.

12 Make your selections, then click Finish.

11
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If you choose to launch now, the next screen asks you to activate the application. For
more information, see Activating the WhatsUp Application (on page 12) in the
application Help.

After the activation screen, you are introduced to the Discover Devices (on page 29) wizard,
which lets you set options on how to discover your network. If you choose to postpone these
steps, click the Cancel.

About the Task Tray icon

WhatsUp Gold installs a task bar icon on your computer. This icon is constantly running, and
alerts you to the status of the application as a whole.

WhatsUp Gold Icons

During normal operation, the WhatsUp Gold icon displays the worst state of all devices on
your map. In addition, you can enable tooltips to have the icon display any state change that
occurs on the system. To do this, right-click on the icon and select or clear Enable Tooltips.

© D @

When the WhatsUp Gold polling engine is not running (the service is stopped) this icon
appears:

&

If this is the case, you need to restart the Ipswitch WhatsUp Gold Engine (on page 261)
service. If the polling engine is not running, then WhatsUp Gold is not connected to the
database, and nothing in the application will function properly.

Activating the WhatsUp application

If you have not activated the product, when you start WhatsUp Gold, a Welcome screen
opens.

If you have a license key, click Activate Now. If you need a license key, click Purchase one. If
you want to evaluate the application before purchasing, select Activate Later.
Online activation:

= Click Internet.

= Complete the steps for online activation.

Offline activation:
= (Click Offline.

= Complete the steps for offline activation.
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For more information about licensing, go to the Ipswitch customer support center
(http://support.ipswitch.com/).

Migrating Data from previous versions of WhatsUp
Gold

The Migrating from Version 7 or 8 of WhatsUp Gold (on page 239) chapter of this guide
describes how to migrate data from WhatsUp Gold versions 7 and 8 to Ipswitch WhatsUp
Gold v11 and WhatsUp Gold Premium Edition v11. You should complete the Ipswitch
WhatsUp Gold v11 (or Premium Edition v11) installation before migrating your data.

Uninstalling Ipswitch WhatsUp Gold v11

To uninstall Ipswitch WhatsUp Gold v11:

1 Select Start > Settings > Control Panel, then select Add or Remove Programs.
2 Select Ipswitch Ipswitch WhatsUp Gold v11.
3 Select Remove.

You can also run the Ipswitch WhatsUp Gold v11 executable, then select Remove.

13
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The following dialog shows the uninstall options:

WhatsUp Gold - InstallShield Wizard

Uszer Configuration Data Exists -I PSWITCH"

‘wihatzlp Gold Premiurn Edition +171 configuration data exists that iz specific to
your niebwork, and WhatsUp Gold Premium Edition +11  configuration.

TPSESWITCH

WhatsUp

Remowal of the configuration data will permanently destroy the data, Once
removed, the data cannot be recoversd.

Select from the following options:
Remaove the Whatslp Gold Premium Edition «11 application, but

leave netwark data | have collected intact,

Remove both the Whatsl)p Gold Premium Edition +11
application, and all netwark data | have collected.

-
TPSWITCH
InstallShield ¢ Back Cancel

MSDE Database

The WhatsUp Gold installation program installs the MSDE 2000 database server and
configures the WhatsUp database. As described on the MSDE Home page, Microsoft SQL
Server 2000 Desktop Engine (MSDE 2000) is the free, redistributable version of SQL Server that's

ideal for client applications that require an embedded database, and for Web sites serving up
to 25 concurrent users.

For more information, see the Microsoft Web site (http://www.microsoft.com/sql/msde/).

You can find a copy of the MSDE 2000 installation program on:
=  WhatsUp Gold CD-ROM

= Microsoft Developer Network (http://www.msdn.microsoft.com). Search on MSD to find
information on MSDE and the latest downloads.

Ty

Note: Microsoft has issued a patch to MSDE 2000. Go to the Microsoft Web site
(http://www.support.microsoft.com/?kbid=815495) for more information and for instructions
on how to download this patch.


http://www.microsoft.com/sql/msde/
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Database Utilities

You can use the WhatsUp database utilities to back up and restore the database and to
perform database maintenance and troubleshooting.

To access the utilities, from the main menu in the WhatsUp Gold console, select Tools >
Database Utilities.

Database backup and restore

Through this feature, you can back up your complete WhatsUp Gold SQL Server database to
any mapped directory you have on your network. The file is saved as a .dat file and can be
restored at any time. Using Backup, your data is saved to a .dat file. Restore reverses this
process, overwriting your current database with the data in a .dat file.

—
Caution: You cannot use this feature to back up from, or restore to a remote database,
(meaning the SQL/MSDE server is located on a remote server) or to a local database that has
an instance name other than WHATSUP.

If you want to back up the SQL database to a mapped drive, you may need to change the
Logon settings for the MSSQLSWhatsup service (or your customized SQL service.) The
account must have write access to the mapped drive for the backup to be successful. To do
this, go to Administrative Tools > Services, double click on MSSQLSWHATSUP and select
the Log On tab on the Properties dialog.

T
Note: This is a complete backup and restore, so any change that you make after the backup
will be overwritten if a restore process is done.

To access this feature:

From the main menu in the WhatsUp Gold console, select Tools > Database Utilities > Back
up SQL Database or Tools > Database Utilities > Restore SQL Database.

Database tools

The database tools let you manage index fragmentation and purge expired data.
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To access the tools:

1

From the main menu in the WhatsUp Gold console, select Tools > Database Utilities >
Tools. The Database Tools dialog opens.

® Database Tools r$_<|

| Check for fragmented tables... |

Performance

Ex Table | Rows | Max. Index Frag. ~

Table
Maintenance

The current database size is: 20,9 MB (1.0% of limit)

Validate and compact database. .. |

OK | Cancel Help

2 Select one of the tools:

= Performance

= Table Maintenance

Database Performance Tool

This is a database troubleshooting tool that is used to monitor the size of your database, and
to manage the index fragmentation percentage of the individual tables. Fragmented indexes
can cause database operations to slow down considerably, in much the same way that disk
fragmentation causes your computer to run slower.

Click Check for fragmented tables to begin. This may take a considerable amount of time
(up to a few minutes), depending on how many records are in your database.

Select database tables to optimize. This list shows all database tables with greater than
10% index fragmentation, along with the total number of data rows in that table.

Optimize selected tables. Select the tables in the list above to defragment those
database tables. WhatsUp Gold automatically stops and restarts the WhatsUp Service.
The status of the operation appears on the dialog, next to this button.

The current database size is. This section of the dialog shows the total amount of space
used by the database. If you are using MSDE as the WhatsUp Gold database, this section
also displays the percentage of the 2GB size limit currently in use.

Validate and compact database. Click this button to execute commands that validate
the database, index, and database links, and to compact the database. WhatsUp Gold
automatically stops the WhatsUp Service and restarts it once the operation is complete.
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The "validation" phase executes the SQL Server commands "DBCC CHECKCONSTRAINT,"
"DBCC CHECKCATALOG," and "DBCC CHECKDB." These commands check the integrity of
all constraints in the database, check for consistency in and between system tables in the
database, and check the allocation and structural integrity of all the objects in the
database. More information can be found in Microsoft's "Books On-Line" for SQL Server
(http://www.msdn.microsoft.com/library/default.asp?url=/library/en-
us/startsql/getstart_4fht.asp).

The "compacting" phase executes the SQL Server command "DBCC SHRINKDATABASE,"
which shrinks the size of the data files in the database. (Note that no compression is used;
the database is simply compacted by removing empty space.) More information can be
found in Microsoft's "Books On-Line" for SQL Server
(http://www.msdn.microsoft.com/library/default.asp?url=/library/en-
us/startsql/getstart_4fht.asp).

Database Tools table maintenance

This feature lets you purge expired data from data tables in your database. Be very careful
when using this dialog, as data that is purged through this process is lost, and cannot be
restored.

Select tables to purge. The data tables are grouped by the purpose they serve. Select
the tables you want to purge from the list.

Total Rows. The total number of data rows in this table that is currently holds data. This
includes live and expired rows.

Expired Rows. The total number of expired data rows in this table. Expired data is data
that has been rolled up, and has not yet been purged by the application or has not been
reused. These are rows that are marked for deletion, or have kept longer than needed,
according to your data roll-up settings.

Click Purge Expired Rows to remove those records from the database.

Alternative database setups

We recommend using the default database, which is MSDE 2000, and letting the installation

program set up the database for you. However, you can manually configure WhatsUp Gold to:

Use Microsoft SQL Server instead of MSDE 2000

MSDE 2000 is essentially a scaled down version of Microsoft SQL Server 2000. It can
support up to 25 concurrent user connections and up to 2 GB of data. If you need to use
more connections or more space, you can purchase Microsoft SQL Server to use with
WhatsUp Gold.

17
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Run the database on a computer separate from the one on which you will install WhatsUp
Gold.

This can be either of the supported databases.

Either of these options requires manually configuring the database, so you need to know
how to set up your particular database program.

Supported databases:

MSDE 2000
Microsoft SQL Server 2000

Caution: When you use an alternative database setup, you will need to run the database
upgrade scripts when installing a new release of WhatsUp Gold. For information on running
the upgrade scripts, see Upgrading the Database Schema (on page 23).

What you need to do:

1
2
3
4

First, complete the WhatsUp Gold installation.

Make sure the database server is installed on the appropriate computer.
Create a database called WhatsUp.

Create or the DSN that tells WhatsUp Gold where to find the custom database.

How you complete these three steps depends on which database server you will use and
whether the database server is on the same computer as WhatsUp Gold or on a separate
computer.

The following sections outline the steps required given different scenarios.

Using an Existing SQL Server on the same computer

This procedure steps you through creating a new WhatsUp database on an existing SQL
Server installation that is on the same computer with WhatsUp Gold.

You must first complete the WhatsUp Gold installation, then configure Microsoft SQL Server
2000.

1

Move the database to the SQL Server instance.
a) Back up the clean MSDE 2000 WhatsUp database.

From the WhatsUp Gold console, select Tools > Database Utilities > Back Up SQL
Database. Enter a name for the backup file, for example: SP1cleanDB.dat

Or, from the command line, enter:

osgl -E -D whatsup -Q “backup database to
disk=’C:\WhatsUpcleanDB.dat’”
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b) Restore the backup to your SQL Server. From the directory where the you saved the

backup file, run:

osql -E -S <sgl server name> -Q “restore database whatsup
from disk="<the .dat file> with Move ‘whatsup dat’ to
‘<location for the mdf file>’, Move ‘whatsup log’ to
‘<location for the 1df file>"”

Substitute the <...> with your values:

<sql server name> = machine name\instance name

<the .dat file> = the backup file from the previous step (step a)

<location for the mdf file> = where you would like to keep the mdf file (data file used
by the database)

<location for the Idf file> = where you would like to keep the Idf file (log file used by
the database)

For example:

osgl -E -S rra997\mySglServerInstanceName -Q "restore
database whatsup from disk='D:\WhatsUpcleanDB.dat' with Move
'whatsup dat' to 'D:\Program Files\Microsoft SQL
Server\MSSQLSmySglServerInstanceName\Data', Move

'whatsup log' to 'D:\Program Files\Microsoft SQL
Server\MSSQLSmySqlServerInstanceName\Data'"

2 Remove service dependencies. You need to remove the Ipswitch WhatsUp Engine
service's dependence on MSSQLSWHATSUP, which is the MSDE instance created by the
Ipswitch WhatsUp Gold v11 installation. To do this:

a) Atthe DOS prompt, navigate to the directory where Ipswitch WhatsUp Gold v11 is

installed, and enter: Nmservice /Service:

Note: On some operating systems, you may have to reboot the machine before continuing.

b) Atthe DOS prompt, enter: NmService /Service:<MS SQL Server Service

Name>

For example: NmService /Service:MSSQLSmySglServerInstanceName

¢) Go to Control Panel > Administrative Tools > Services, then start the lpswitch

WhatsUp Engine Service.

3 Configure the Data Source Name (DSN).

a) On the computer on which WhatsUp Gold was installed, click Start > Settings >

Control Panel > Administrative Tools > Data Sources (ODBC).

b) Click the System DSN tab. Click Configure to modify the WhatsUp DSN. In the Server

o

box, enter: <machine name\sgl server instance name>
For example:
computerl23\mySqglServerInstanceName

Click Finish.
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4 Launch the application.

Select Start > Programs > Ipswitch WhatsUp Gold v11 > WhatsUp Gold.
- Or -

Select Start > Programs > Ipswitch WhatsUp Gold v11 > WhatsUp Gold Task Tray
Application.

Using an Existing SQL Server on a remote computer

This procedure steps you through creating a new WhatsUp database on an existing SQL
Server installation on a remote computer.

You must first complete the Ipswitch WhatsUp Gold v11 installation, then configure Microsoft
SQL Server 2000.

1

Move the database to the SQL Server instance.

a)

b)

Backup the clean MSDE 2000 WhatsUp database.

From the WhatsUp Gold console, select Tools > Database Utilities > Back Up SQL
Database. Enter a name for the backup file, for example:

WhatsUpcleanDB.dat
- or -
From the command line, enter:

osgl -E -D whatsup -Q “backup database to
disk=’'C:\SPlcleanDB.dat’”

Restore the database.

Turn on TCP/IP.

a)

b)

o)

On the computer on which WhatsUp Gold was installed, from Windows Explorer,
select C:\Program Files\Microsoft SQL
Server\80\tools\bin\SVRNETCN.exe

On the General tab, enable TCP/IP.
Stop and then restart the SQL Server.

On the WhatsUp Gold computer, create a System Data Source Name (DSN).

On the computer on which WhatsUp Gold was installed, click Start > Settings >
Control Panel > Administrative Tools > Data Sources (ODBC).

Cick the System DSN tab. The recommended DSN Name used by WhatsUp Gold is:
"WhatsUp"

Select SQL Server Authentication. You can specify sa (the default) as the LoginID, and
its password as an alternative. You can use any LoginID and Password with rights to
the WhatsUp database, which requires additional configuration on the remote SQL
Server.

Make sure the Change the default database to option is selected, and that the
default database is "WhatsUp".
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e) In the final screen of the DSN wizard, click the Test Data Source button. Make sure
the test is successful.

4 Run NMCONFIG.EXE. This program makes sure that WhatsUp Gold has the account
information needed to log on to the database. The NMCONFIG dialog opens.

a) Enter the DSN name created in the previous step.
b) Entera Username ("sa" is the default.)

¢) Enter the Password for this Username (the one you specified in Step 5). The default
password is: “wug_sa”

5 Remove service dependencies. You need to remove the Ipswitch WhatsUp Engine
service's dependence on MSSQLSWHATSUP, which is the MSDE instance created by the
WhatsUp Gold installation. To do this:

a) Atthe DOS prompt, navigate to the directory where Ipswitch WhatsUp Gold v11 is
installed, and enter: Nmservice /Service:

Note: On some operating systems, you may have to reboot the machine before continuing.

b) Atthe DOS prompt, enter (for the second time:) NmService /Service:

¢) Go to Control Panel > Administrative Tools > Services, then start the lpswitch
WhatsUp Engine Service.

6 Launch the application.
= Select Start > Programs > Ipswitch WhatsUp Gold v11 > WhatsUp Gold.
- or -

= Select Start > Programs > Ipswitch WhatsUp Gold v11 > WhatsUp Gold Task Tray
Application.

Installing a New SQL Server Instance on the same computer

This procedure steps through a new installation of SQL Server on the same computer on
which you installed WhatsUp Gold.

1 Back up the clean MSDE 2000 WhatsUp database.

From the WhatsUp Gold console, select Tools > Database Utilities > Back Up SQL
Database. Enter a name for the backup file, for example: SP1cleanDB.dat

- or‘ -
From the command line, enter:

osgl -E -D whatsup -Q “backup database to
disk=’C:\WhatsUpcleanDB.dat’"”

2 Uninstall MSDE at Add/Remove Programs > Microsoft SQL Desktop Engine. Then
delete the whatsup.mdf and whatsup.ldf files in:

\Program Files\Microsoft SQL Server\MSSQLSWHATSUP\Data
3 Install the SQL server, and during install please specify the instance name: WhatsUp.

21
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From the Services Control manager, start MSSQLSWHATSUP service - (Control Panel >
Administrative Tools > Services).

Restore the backup to your SQL Server.

osgl -E -S <sgl server name> -Q “restore database whatsup
from disk=’<the .dat file> with Move ‘whatsup dat’ to
‘<location for the mdf file>’, Move ‘whatsup log’ to
‘<location for the 1df file>""

Substitute the <...> with your values:

<sql server name> = machine name\instance name

<the .dat file> = the backup file from the previous step (step 1)

<location for the mdf file> = where you would like to keep the mdf file (data file used by
the database)

<location for the Idf file> = where you would like to keep the Idf file (log file used by the
database)

For example:

osgl -E -S rra997\mySglServerInstanceName —-Q "restore
database whatsup from disk='D:\WhatsUpcleanDB.dat' with Move
'whatsup dat' to 'D:\Program Files\Microsoft SQL
Server\MSSQLSmySglServerInstanceName\Data', Move

whatsup log' to 'D:\Program Files\Microsoft SQL
Server\MSSQLSmySglServerInstanceName\Data'"

Configure the Data Source Name (DSN).

a) On the computer on which WhatsUp Gold was installed, click Start > Settings >
Control Panel > Administrative Tools > Data Sources (ODBC).

b) Click the System DSN tab. Click Configure to modify the WhatsUp DSN. In the Server
box, enter: <sql server instance name> For example: whatsup

c) Select SQL Server Authentication. You can specify sa (the default) as the
LoginID, and its password as an alternative. You can use any LoginID and
Password with rights to the WhatsUp database.

d) Click Finish.

Run NMCONFIG.EXE. This program makes sure that WhatsUp Gold has the account
information needed to log on to the database. The NMCONFIG dialog opens.

a) Enter the DSN name (from Step 5).
b) Enter a Username ("sa" is the default.)

¢) Enter the Password for this Username (the one you specified in Step 5). The default
password is: “wug_sa”

osgl -E -S <sgl server name>
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7 Launch the application.
= Select Start > Programs > Ipswitch WhatsUp Gold v11 > WhatsUp Gold.

_or_

= Select Start > Programs > Ipswitch WhatsUp Gold v11 > WhatsUp Gold Task Tray
Application.

Upgrading the database schema

Features in lpswitch WhatsUp Gold v11 mandate an update of the original database schema.
The WhatsUp Gold installation program updates the database, provided the database is in
the default configuration. A default configuration is one that meets the following conditions:
= MSDE 2000 is installed on the computer on which you are installing WhatsUp Gold.

= The WhatsUp database instance exists in MSDE.

= A DSN named WhatsUP is configured to point to the WhatsUp database instance.

All other configurations are considered a non-default configuration. The WhatsUp Gold
installation program will notify you if the database is in a non-default configuration.

You must first complete the WhatsUp Gold installation, then upgrade the database.

This section steps through how to upgrade an installation of WhatsUp Gold that is a non-
default configuration.The procedures differ depending on whether the database server is on
the same computer as WhatsUp Gold.

To upgrade the database from the WhatsUp Professional 2006 format to Ipswitch
WhatsUp Gold v11 format, follow these steps:

1 If your WhatsUp database is not on the same computer as Ipswitch WhatsUp Gold v11,
copy the DB Scripts directory and all sub-directories to the remote server.

Make note of the fully qualified path to the DB Scripts directory, as it will be required in
the steps that follow.

2 Onthe computer on which the database server is installed, from the command prompt
window, go to the Upgrade Script sub-directory of the DB Scripts directory.

@ Important: Before running the scripts, close the WhatsUp Gold application; then, shut down
the WhatsUp engine (right-click the WhatsUp icon in the task tray, then select Close.)

3 Run the upgrade scripts, by running the Visual Basic (VB) script which runs each script in
sequence, or by running each script individually.

0 Warning: The upgrade scripts should be run one-time only. If an upgrade script is
interrupted or errors occur, you must restore your database before running the scripts a
second time.
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VB Script:
In the command prompt window, execute the following VB script:
cscript upgrade db.vbs -E -S <sqgl server name> -d whatsup

where the argument, sql server name, specifies the machine name\database instance
name.

Caution: osgl arguments are case-sensitive (-d is not the same as -D)

For example:
cscript upgrade db.vbs -E -S computerl23\MySglServerInstanceName
-d whatsup

The VB script executes the appropriate upgrade scripts, based on your existing WhatsUp
Gold database schema file, by using information in the Transform. ini file.

To manually run the upgrade scripts:

The alternative to using the VB script is to manually execute the upgrade scripts on the
SQL Server machine, as follows:

1 The Upgrade scripts are found in a sub-directory within the DB Scripts directory named
Upgrade Scripts. Using Notepad or a similar text editor, open each file whose name starts
with "upgrade_from_" and use the Edit > Replace function to replace every occurrence
of the <DATAFILESPATH> placeholder with the path to the DB Scripts directory.

Note: Some of the upgrade scripts will have no placeholders; some will have more than one.
No trailing slash should be used in the replacement string (For example, "upgrade_form_").

Save each updated file.

2 Run the scripts by using SQL Server Enterprise Manager (available on the SQL Server
CD), or the osql command.

SQL Enterprise Manager:

@ Important: Open the SQL Server Enterprise Manager and select the server running the
WhatsUp Gold database. From the Enterprise Manager, open the SQL Server Query Analyzer,
and select the WhatsUp Gold database in the drop-down selector found in the toolbar.

Determine your current WhatsUp Pro database schema version by executing the
following statement in the SQL Server Query Analyzer:

SELECT sValue FROM DatabaseProperty WHERE sName = 'Version'

The value returned should be a six digit number. Next, in Notepad, open the
Transform.ini file (it is located in the Transforms folder) and locate, in the [VERSIONS]
section, the "Version" entry that corresponds to that six-digit number. (For example,
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102203 corresponds to Version 10.) Make a note of that number, which we'll refer to
as the 'starting transform number'.

Next, look in the [SCRIPTS] sections, and make a note of all the "Transform" entries
beginning with the one after your 'starting transform number'. In our 102203
example, that would be 10 + 1, or 11. These are the upgrade scripts that you need to
run manually: in our example, that would be all the scripts starting with "Transform11"
and ending with the highest number script.

Transform11=upgrade_from_102202_to_103001.sq|
Transform12=upgrade_from_103001_to_103002.sq|
Transform13=upgrade_from_103002_to_103003.sql
Transformnn=upgrade_from_nnnnnn_to_nnnnnn.sql  (last script)

Using the SQL Server Query Analyzer, select File > Open and load each script, then
press F5 to execute, in order.

Caution: Manually executing the incorrect scripts, or executing the correct scripts out of

order, will cause database schema errors. Be sure you have a backup before attempting this

manual execution.

Osql command:
Run the scripts in the order shown above using the osgl command as follows:

osgl -E -S <sgl server name> -d whatsup
-1 <script name.sqgl> {-o errorlog.txt}

For example:

osgl -E -S computerl123\MySqglServerInstanceName -d whatsup
-1 upgrade from 101206 to 102.sgl -o errorlog.txt

Following successful execution of the scripts, your WhatsUp Gold database will be up-
to-date and ready for use by Ipswitch WhatsUp Gold v11. All data previously collected
should be present within the updated database.

To confirm that the database upgraded successfully, check the "Current Version" as you
did in step 2, and confirm that it matches the version number in the last transform script.

Select Control Panel > Administrative Tools > Services and verify that the status of
Ipswitch WhatsUp Engine service is Started. If it is not, start the service.

You can now launch NMConsole . exe or start the application via the program shortcuts.
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Configuring the web interface to use lIS

Follow these steps to run the WhatsUp Gold web interface through an IIS (Internet
Information Services) Web server.

1

Stop the following services and applications:

= |pswitch WhatsUp Engine service

= |pswitch Web service

= Task Tray application

Also make sure that you have the WhatsUp Gold console closed.
Allow MSDE to use SQL Server Authentication. Use Regedit.exe to set:

HKEY LOCAL MACHINE\Software\Microsoft\Microsoft SQL
Server \WHATSUP\MSSQLServer\LoginMode=0

Restart the MSSQLSWHATSUP service.
Specify a username and password for WhatsUp Gold to use when connecting to MSDE:

a) Go to Control Panel > Administrative Tools > Data Sources and select the System
DSN tab.

b) Select the WhatsUp DSN and click Configure. The Configuration wizard appears.
c) Verify that the fields in the first dialog are correct and click Next.

d) On the second dialog, verify that the With SQL Server authenitication using login
ID and password entered by the user option is selected. On this same dialog specify
user=sa and password=wug_sa and click Next.

e) On the third dialog, ensure that the first option is selected and WhatsUp appears in
the drop-down menu and click Next.

f) Continue to click Next until you come to the final dialog, and then click Finish.

Stop lIS.

Create a virtual directory in IIS named NmConsole which points to <WwhatsUp Gold
install path>\HTML\NmConsole\.Go to Windows Control Panel > Administrative
Tools > Internet Information Services. Right-click on Default Web Site and choose
New > Virtual Directory. We strongly recommend that you name this new directory
NmConsole.

Enable Parent Paths for the default web site (to support use of the relative paths used to
navigate in the WhatsUp web interface).

a) Go to Control Panel > Administrative Tools > Internet Information Services.

b) Inthe lIS Manager, expand Web sites, then right-click on the newly created
NmConsole virtual directory and choose Properties.

¢) On the Virtual Directory tab, click Configuration.

d) On the Options tab, select Enable parent paths. Click OK.
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Set authentication for the virtual directory you set up in Step 6. To do this:

a) InlIS Manager, right-click the virtual directory and select Properties, then select the
Directory Security tab.

b) In Anonymous access and authentication control, click Edit. Enable anonymous
access and set the username and password to a local administrator. Click OK.

For IIS version 6:

In [IS Manager, select Web Service Extensions and allow Active Server Pages.
Restart IIS.

Set the internal web server to port 8080, or disable it. If you disable the WhatsUp web
interface, ensure that the reports still load correctly.
Restart the services and applications you stopped in Step 1.

Connect to the WhatsUp web interface by opening a browser and entering the
following address in the Address box:
http://ip address - or - hostname:port/NmConsole/

‘9 Important: A known issue with IIS: when adding a device through IIS, you will receive an

"error scanning device" error. There are two ways to address this problem. Please refer to the
KB article, WhatsUp Gold - “Error scanning device XXXXX. Probable cause is it does not exist
when using IIS as the Web Server http://support.ipswitch.com/kb/WP-20061130-es01.htm,
http://www.."
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Using the Device Discovery wizard

The Device Discovery wizard scans your network for devices, using the protocol(s) and
settings you choose. After devices and monitors are found, you select the ones you want to
monitor and WhatsUp Gold creates devices in the database for each item you choose.

The wizard begins by default after installation. After this initial Discovery, you can run another
Discovery at any time from the console by clicking File > Discover Devices.

T

Note: The Device Discovery Wizard is only available in the WhatsUp Gold console.

Device groups are created based on subnetworks found during the scan. You may notice that
some group folders may be empty. This is because a subnet was found, but the devices in
that subnet were not scannable or you chose not to monitor them.

Scan types

There are four options for device discovery. They are:

=  SNMP SmartScan: SmartScan discovers devices by reading SNMP information on your
network. This scan type uses an SNMP enabled router to identify both network devices
and subnetworks. We recommend using SmartScan as your primary Discovery method.
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IP Range Scan: WhatsUp Gold scans a range of IP addresses and finds the devices that
respond to one or more of the chosen services. The Discover Devices wizard prompts you
to enter a range of the IP addresses in your network. You should use IP Range Scan if
SNMP is either unavailable or does not meet your needs.

Network Neighborhood: Scanning a Network Neighborhood creates a list of devices by
scanning the Windows network to which your computer is connected, and finding the
other systems on the network. Use this type of scan if you only want to discover Windows
devices.

Hosts File Import: WhatsUp Gold imports devices from the system’s Hosts file, which is a
text file that lists host names and their IP addresses on a network. For small networks, the
Hosts file is an alternative to DNS. The Hosts file may also be called a host table by some
TCP/IP vendors.

For a step-by-step example of how to Discover devices, see Example: discovering devices (on
page 31).

Using Device Discovery

This section describes how to use the Device Discovery wizard with the SNMP SmartScan
option to discover devices. In this example, you want to discover all of the devices attached
to a specific SNMP-enabled router on your network. To accomplish this, you need to:

Know the IP address of the SNMP-enabled router whose network you want to discover.

Know the Read Community name assigned to the devices on the network.
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To discover devices:

1

2

3

4

Select File > Discover Devices. The New Device Discovery Wizard appears.

Device Discovery Methods @

Select a method for scanning your network:
{+ SNMP SmartScan
" IP range scan
" "Network Meighborhood®

" Hosts file import

Click help for more information on each discovery method.

| Mext = | Cancel | Help |

Select SNMP SmartScan as the method for scanning your network, then click Next. The
SNMP SmartScan settings dialog opens.

( New Device Discovery Wizard Kﬂ

SNMP SmartScan Settings v sd

SNMP enabled router:
|152.168.5.3

SNMP read communities:

|pub|ic:

Windows crederntials (optional).

| {Mone) j J
Advanced...

< Back | Mext = | Cancel | Help |

In the SNMP enabled router box, enter the IP address of the SNMP enabled router you
want to use for this scan.

In the SNMP read communities box, enter the proper read community string for that
router. If an incorrect string is entered, WhatsUp Gold will be unable to scan the
network. Additional community strings may be entered, separated by commas, if there
are multiple SNMP enabled devices on your network that use different strings.
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Optionally, select the Windows credential that you want to use during discovery. These
credentials are configured in the Credentials Library, and store Windows authentication
information (username and password) for those devices that require a logon for
discovery or monitoring. Click the Browse (...) button next to this box to access the
Credentials Library. You can select a specific credential, select All to try all credentials that
are configured or select None to ignore those devices that require you to log on. The
credential that is successful is associated with each device.

5 Click the Advanced button if you want to change the scan’s default timeouts in
milliseconds, retry counts, and scan depth.

*“Advanced SNMP Settings x
Timeout {milliseconds):
[2000]
Retry count:
1
Scan depth:
D
[+ Limit scan to IP dass of root device Cancel
|¥ Resclve host names Help

= (lick to select the Limit scan to IP class of root device option if you want to limit the
scan to the network class (A, B, or C) defined by the IP address of the root device. If the
IP address is within the network class of the root device, the scan proceeds. Otherwise,
the scan skips to the next IP address.

= (Click to select the Resolve host names option if you want to populate the list of
discovered devices with host names in addition to IP addresses.

= C(Click OK to save changes and return to the SNMP SmartScan settings dialog.
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6 Click Next. The Active/Performance Monitors to Scan dialog opens. Select the type of
Active Monitor(s) and Performance Monitor(s) you want to use in this scan process. Let’s
select Ping and HTTP as our Active Monitors and Disk Utilization as our Performance
Monitor to be used in the scan process.

Active/Performance Monitors to Scan “

Select Active Monitors to be used in the scan process:

Monitor Mame 4 | Description i

Hypertext Transfer Protocol (Web Server)

[ HTTPS Secure Hypertext Transfer Protocol (Web Server)

[ IMAP4 Intemet Message Access Protocol V4

[ Interface SNMP Interface Monitor

[C] NNTP Network Mews Transfer Protocol

[ Fing Test accessibility ]
[ POP3 Post Office Protocol V3 ud

Select Performance Monitors to be used in the scan process:

Performance Counter = |-A-
[v| CPU Utilization
[v| Disk Lttilization
[ Interface Utilization

I Use comprehensive discovery

< Back | Mext = | Cancel | Help |

= The Ping monitor polls the device on a regular basis to establish whether it is Up or
Down. By default, WhatsUp Gold sends a ping command to each viable IP address in
the range configured during the first section of this wizard. If the device responds,
WhatsUp Gold scans for the monitors listed on this dialog. If the device does not
respond, discovery moves on to the next IP address. You can select Use
comprehensive discovery to have device discovery scan each IP address for all of the
selected monitors without first sending the ping command to the device. Discovery
takes longer if this option is selected.

T
Note: If you want a Ping monitor created for the devices found in discovery, you must select
Ping as an active monitor to scan even if you have cleared the Use comprehensive
discovery option.

T

Note: If a device only has one interface, WhatsUp Gold intentionally does not add the

Interface Active Monitor during discovery. Doing so with the Ping Active Monitor would be
redundant.

=  The HTTP monitor polls a web server (if one is discovered) on the device on a regular
basis to establish if it is Up or Down.

“  Tip: To see how a monitor is configured, you can go to the Active Monitor Library
(Configure > Active Monitors), select a monitor, then click Edit.

= The Disk Utilization monitor monitors and reports on the available disk space for the
selected device. Data collected is displayed in the Disk Utilization Report.

7 Click Next. The Device Discovery displays the estimated remaining scan time and the
scan’s progress. You can cancel the Device Discovery by clicking Stop.
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8 When the Discovery is over, the Devices to Monitor window opens, listing all of the
devices just discovered. Note that if any of the devices have already been entered into
the database, a shortcut to the device will be created in the device list. To add all of the
devices to the database, click Next. To remove specific devices to be monitored from
this list, clear the checkbox next to the device you want to remove.

Note: Additional Active Monitors and Performance Monitors that are already in the database
will not be added to devices.

9 Click Next. The Action Policy Selection dialog opens. For more information about Action
Policies, see the About Action Policies (on page 118) section.

10 Complete the remaining screens in the wizard.

The Results summary shows the number of selected new devices, number of active and
performance monitors, whether or not an Action Policy is applied, and the number of
selected device shortcuts.

11 Click Finish to begin monitoring the devices. A progress bar appears while devices are
added to the database, then the Device View opens. For more information about Device
Views, see About the Device View (on page 43).

Note: If some device group folders are empty, it is due to the fact that although a subnet was
found, the devices in the subnet were either not scannable, or you chose not to monitor
them.

Adding a single device manually

There are three ways to add devices, individually, to the monitoring database:

= Inthe Map View or Device View, right-click and select New > New Device.

= From the console, you can display the Device Types (list of device icons) in the left pane,
then click and drag one to the Device or Map view.

=  From the console, click File > New > New Device.
- or -

From the web interface, click Go > Devices > New Device.
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Example: manually adding a device to a device group

When you manually add a device, you are prompted to enter the IP address or host name.
WhatsUp Gold attempts to resolve the IP address or hostname, then scans the device for
Active Monitors. When the scan is complete, you can further configure the device as needed.
To demonstrate, we'll add a workstation to a device group.

To manually add a device to a device group:

1

Select the Device Group from the left hand pane to which you want to add a new
device. Click the Map View tab (at the bottom of the console) to display the map for the
group.

Right-click in the Map View, then click New > New Device. The Add New Device dialog
opens.

Add New Device ﬂ

IP address or host name of the new device: Advanced...

| DK
Example: 192, 168.200. 123 or www.somedamain. com

Cancel
I~ Add device immediately without scanning

Help

di

Enter the IP address or host name for the device into the box.

Optionally, click Advanced, to set any of the Active Monitor scan, Performance Monitor
scan, and other options. For more information, see the Help.

Optionally, select Add device immediately without scanning to add a device without
scanning for the device. This immediately adds a "bare-bones" device, generically
categorized as a workstation.

Note: Any monitors for which the Use comprehensive discovery option is selected will be
checked when the device is added.
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4 C(lick OK to add the device. If the device already exists in another group, you will get a
message to that effect. If you want to add a short cut for the device in this new group,
click Yes. The Device Properties dialog opens.

& Device Properties : 192.168.5.47

» g General ) )
— Display name: Device type:
m Performance Maonitors |192.168.5.4? |

Q Active Monitors Polling type:
@ Passive Maonitors | ICMP (TCP/UDF) |

Pell using:
R Actions | Address [v] | Workstation
-: Credentials Host name: (DNS name)
@ Foiin [192168547 |
Address: (IP Address)
P Notes [ioz 68547 |
:ﬂ Custom Links ‘ fional i I

a Attributes

Lok [ Cancel ]

5 You can either accept the default Properties populated when you added the device, or
modify them. If you accept them, click OK. The new device icon appears in the Map
View.

For more information about the Device Properties dialog, see Learning about the Device
Properties (on page 62).
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Example: clicking and dragging a device to a device group

To click and drag a device to a device group:

1 Inthe left pane of the console, select Device Types (Basic) or Device Types
(Advanced), depending on which device type you desire.

2 Drag the device icon to the Map View.

._‘F' Ipswitch WhatsUp Gold - [Network Explorer - 192.168.5.0]
E File Edit Wiew Arrange Configure Tools Reports  Window Help

Do s el@dae® @y nOozmceo s~ AE
% 19216850

B B

'E: Device Groups
{2 Device Types (Basic)

Application  Bridge  Database
Server Server

> 9

Gateway Host

-
-

Laptop
)
Linee

Worstation

&
Polycom
(DSL/Cable)  Device

b

Switch Unix Server Unix
Workstation

a 3

Web Server  Win3x Windows
Workstation 2000 Pro

3 -
a4

Windows  Windows Windons xhd | K31 i 1 B

Add New Device

IF address or host name of the new device:

I OK |

Example: 192, 168.200. 123 or www.somedamain. com

[ Add device immediately without scanning

3 Theremaining steps are the same as those used in steps 3-5 of the Example: manually
adding a device to a device group (on page 34).
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Using Active Discovery

You can also use Active Discovery to schedule WhatsUp Gold to scan your network for new
monitors (Active Monitors and Performance Monitors) and devices on a regular basis. Newly
discovered items are added to the Active Discovery Results report, and WhatsUp Gold notifies
you that a new device was found, or a new monitor was found on an existing device. You can
then review the report and select the items you want to add to your device list. For more
information, see Using Active Discovery (on page 175).
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Using the WhatsUp Gold Console

In This Chapter

About the WhatsUp Gold console 41
About the Device View 43
About the Map View 45

About the WhatsUp Gold console

The WhatsUp Gold console is the primary interface to the configuration and management of
the application and the database that drives it. This chapter describes the different parts of
the console, how to navigate the interface, and what you need to know to get started using
it.
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Console overview

The following is a breakdown of the main features found on the WhatsUp Gold console.

]
B | 4—1
Ll
I X Display Name = | Host Name Address Device Type Status ‘ |
_:Eg Device Groups | B} dexter ipswitch_m_ipswitch.com dexter ipswitch_m ipswitch.c... 192.168.5.11 Web Server
sl My Network B hp 16715286093 ipswilch_m ipsw_. hp 16715286093 ipswitch_m... 152.168 5,136 Web Server Ping(Down at least 20 min);
1] All devices (dynamic group) ) idmr ipswitch_m ipswitch.com idmripswitch_m ipswitch.com  192.168.5.220 Workstation
i;}—i i!rot::eésfédynamlc group) \lgipsajgav.ipsmlw_m.ipswitd\.wn ipsaugav ipswitch_m.ipswitc... 192.168.5.15 FTP Server
l::‘_i n an . of;e 006-09-8 15:36:3 .E;,ibedon.ipswitd\fm.ipswild\.wn ibenton.ipswitch_m.ipswitch.... 192.168.5.67 Waorlstation Fing(Down at least 20 min
27— . Lﬁdg“lzz T 0( 8 1555 | | mandor ipswitch_m.ipswitch.com  mandor pswitch_m ipswitch. . 192.168.5.25 Workstation
I o2 Dynamlc' Gm;JD' Examples Bl mars ipswitch_m ipswitch com mars ipswitch_m ipswitch com 192168 5.13 Workstation
[l IPRangeScan (2006-11-03 14:01:12] 2} mart 146.ipswitch_m ipswitch.com  mart146ipswitch_m ipswitch.... 192.168.5.123 Mail Server
o E X B micron ipswitch_m ipswitch.com  micronipswitch_mipswitch c... 192.168.5.16 Worlstation
{3 MetworkieighborhoodScan (200609 | =
B} mystery ipswitch_m ipswitch com  mystery ipswitch_m ipswitch. . 152 168 5.20 Mail Server
& I | B ]
4 | [ Device Types (Basic) % 1 | 2]
IZ) Device Types (Advanced) i Device View | 2k Map View dE &
I J —
_Ready k ’ * |

1 The WhatsUp Gold Toolbar. The icons on this toolbar change according to the view
you are currently using. Additional toolbar icons can be enabled for the Map view by
selecting View > Toolbars.

2 Device Group Tree. This is a list of all device groups created through WhatsUp Gold.
When you perform a discovery scan, WhatsUp Gold creates a top level folder for that
scan. All discovered subnetworks are created in subgroups, but can be organized,
deleted, or renamed to fit your needs.

3 View pane. This pane displays the selected device group based on the view from the
tabs below (Device View or Map View).

4 Device Types Groups. Click the Basic or Advanced tab to view the device types
contained in the group selection. These types can be dragged into the view pane to
create a new device based on the selected device type.

5 View selectors. Choose the way you want to view your device groups. Each of these
views are explained in detail later in this chapter.

= Device View. This view provides an overview of each device and subgroupin a
selected device group.

= Map View. This view shows a graphical representation of the devices and subgroups
in a selected device group.

6 Polling Indicator Icons. These icons indicate the current state of the poll engine.
(] @ 2| %

Poll engine is connected Poll engine is not connected Polling is enabled Polling is disabled
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7 Database Size Indicator Icon. This icon shows the current size of your database. The
color and shape changes according the database size thresholds:
= Green-49% and below.
= Yellow-50% to 74%
= Red-75% and above.

About the Device View

With a similar look and feel to Windows Explorer, WhatsUp Gold's Device View gives you
another option to help you keep your complex network organized and performing properly.
In this view, devices are organized by device group, and appear in the list in alphabetical
order based on the name of the folder or the display name of the device.

% | Display Name | Host Name Address Device Type Status i
AE Device Groups | 5 dexter ipswitch_m ipswitch.com  dexteripswitch_m pswitch.c... 192.168.5.11 Web Server
Lal My Network =) hp 16715286093 ipswitch_m.ipsw... hp 16715285093 ipswitch_m.... 192.168.5.136 Web Server Fing{Down at least
L] All devices (dynamic group) =l idmr ipswitch_m ipswitch.com idmr ipswitch_m ipswitch.com 192 168.5.220 Workstation
£ All routers (dynamic graup) =) ipsaugav ipswitch_m.ipswitch.com ipsaugav.pswich_mipewic... 192168515 FTP Server
(3 Atanta Office | Bl jbenton ipswitch_m.ipswitch.com benton.pswtch_mipswitch. .. 192168567 Workstation
= dl’ig‘g‘: g;ﬁ‘: EEZUUWQ'ZS 19283 | B mandor.ipswitch_m ipswitch.com  mandoripswtch_m pswitch. .. 192.163.5.25 Workstation
=2 Dynamlc‘ Gru‘uu‘ Examples E mars ipswitch_m ipswitch com mars ipswitch_m ipswitch com  192.168.5.13 Workstation
[ PRomeSean (2006-11.03 14:01:12) | £ man 146 ipswitch_m.ipswitch.com  mart148ipawich_mipanich... 1821685122 Mail Server
{2 NebrorkieighborhoodScan (2005-03 | 8 micron ipswitch_m.ipswitch.com  micren psiich_mipswich.c... 132168516 Wiorkstation
B mystery ipswitch_m ipswitch.com  mystery ipswitch_m jnsu 8.5.20 Mail Server
_/‘_——*_‘H“——-

Each device's icon provides information about its device state and the state of the monitors
associated to that device. In addition, the Status column indicates which specific monitor is
down and the duration of the interruption.

When the entry in the Device list is a group folder, the Status column shows the number of
devices in the group with a breakdown of how many devices are in each device state.
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About device icons

The following icons appear in the Device View when viewing the contents of a device group.

Icon

L]

Description

(Green) All monitors on the device are considered up.

(Red) Device is considered down, because one or more monitors are down. The green
square shows that at least one monitor is responding.

Device entry appears in another device group. At least one monitor on the device is
unresponsive, but at least one is considered up.

(Orange) Device is currently in maintenance mode.
Device group contains at least one device that is considered down.

Device group is empty, or devices have not been polled due to a dependency on another
device.

|I:L‘i wihks=f A bold device name shows that the device has undergone a state change, and that state

change has not been acknowledged. For more information about Acknowledgements, see
Device Overview (on page 61).

Organizing Devices and Device Groups

In the Device View, you can quickly and easily organize your devices and device groups by
dragging the device you want in a particular group to the device group folder. After you
‘drop’ the icon or icons, a menu appears, asking if you want to move or copy the devices. If
you move the devices, they are deleted from the previous device group. If you copy the
devices, the devices appear in both device groups.

“H

Note: Devices that are shared between two or more groups share common device
properties. Therefore, you only have to change the settings on one device entry instead of
remembering where each device is stored. This also means that each device is only polled
once, no matter how many times it appears in your device group tree.
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About the Map View

Through the Map View of WhatsUp Gold, you can create graphical representations of your
network, organized by any means that suits your needs. Devices can be placed on as many
maps as needed, without the devices being polled multiple times. In short, there is an
enormous amount of flexibility in the way you can use the Map View feature.

s
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The map above was created after an SNMP Device Discovery Scan. It shows the relationship
between the different subnetworks that are connected to each other via the network
structures depicted here.

Organizing device layout and views

The WhatsUp Gold Map View has a number of options you can use to organize your view of
devices. Arrange options are available from the Arrange menu on the main menu bar and
right-click menu. Display options are available from the View menu on the main menu bar
and the toolbar.
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Try the different functions on the Arrange menu until you are satisfied with the device layout.
Be aware that there is no undo option for the arrange tool.

Arrange All Device Icons

Order b
Align k
Distribute b
Grouping L
Flip 3

For example:

To clean up a map after completing Discovery, try the following display options:

1 Select a device group, then click the Map View tab.

2 Right-click in the Map View, then select Display > Clip Device Names. This removes the
domain part of the device name and shows only the host name.

3 Select all devices in the view by clicking and dragging a selection box around all
devices. Then, from the Arrange menu, select Distribute > Device Icons in Rows.

If you have a large set of devices or want to represent a topology specific to your network,
you can also use the graphics annotations (such as lines, text, circles) and attached lines to
create custom map views.

You can select object(s) in the map, right-click and select Lock Position from the menu. Lock
Position keeps an object from moving as you move other items around, or when adding
devices to the map. If you want an object to be able to change positions on the map, remove
the Lock Position selection. It is very useful to lock images you may place in the background,
or text you want to protect.

@ Tip: See the WhatsUp Gold Help for more information about how to use specific features of
the Map View, including grouping, grid lines and annotations, and other features.

Adding annotations to a map

Annotations are graphical objects that let you customize a map view. You can add text,
shapes, lines, and graphics to visually organize a set of devices.

A NDODOC @O A ARE

To use an Annotation (Draw) tools:
1 Inthe Map View toolbar, click an Annotation (Draw) icon to make it the active tool.

2 Drag the cursor onto a map to create a line, rectangle, circle, polygon, text, file image, or
network cloud.
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To change Annotation (Draw) tool properties, such as border width and color, select the
annotation, then click Properties from the right-mouse menu.

Palygun Properties W

Line Width: i ~
line Color: | ENEEENENE ~ |
Fill Color: | | | j

| Filled

| 3D Effect

QK Cancel Help

Using link lines

In Map View, you can use Link lines to get a graphical view of the network link (the Interface
service) between two devices. Link lines can also show the status of any service which has an
Active Monitor on the device.

The following example shows a map with link lines displayed.

é FTp FTP FTP
ASA "”i’** RRA Jhds FDa
| |

b4
-t

Rautear 1

= Router 1 shows a connecting link (see "Connecting links" on page 187) to device RRA and
this link is currently up. Also shown are eight unconnected links (on page 187), all of
which represent interfaces on the router. One of the unconnected links is disabled.

= JMAis a workstation that shows two unconnected links that are currently up. These are
Ping and FTP monitors, found under Device Properties > Active Monitors.
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= RRAisan FTP Server that is currently down and shows five unconnected links, two of
which are down.

By default, links can be rendered in one of three colors:

= Green indicates a service (such as, but not limited to, Interface) that is up. This includes
services that have not yet been polled.

= Red indicates a service that is down.

= Gray indicates a service listed in the devices’ Active Monitors list, but not currently
monitored.

= Orange indicates that the device is currently in maintenance mode.

Creating connected link lines

There are three ways to set up the connecting link lines:

1 Manually, in the Map View select a device, then right-click the Link > Link to option on
the context menu. (Click Link > Disconnect link to remove the link between devices)

a) Select a monitor for which you want to display a link line (on page 47), then click OK.
The link line cursor appears.

b) Drag the cursor to another device and click to create a link.

2 Automatically, during device discovery when using SNMP SmartScan (Click File >
Discover Devices > SNMP SmartScan)

T

Note: The Interface service must be included in the scan.

3 Automatically, when you right-click a device, then click Properties > Active Monitors
> Discover.

‘W
Note: When you use one of the automatic discover options, particularly when discovering
interfaces on a router or switch, you need to enter the SNMP community string in the
appropriate scan dialog. This lets the scan identify all the interfaces on the device.

If scanning a specific device (from the Device Properties > Active Monitors dialog), with
the device selected, right-click Properties, then select Credentials. In the SNMP v1/v2/v3
credentials box, select the Public Read Community. Click Active Monitors, then click
Discover.

When creating links manually, you are always creating a connected link. If there was an
unconnected link for the service, it will be replaced by the connected link.

Both connect and disconnect skips the dialog if there is only one active monitor on the
device because it assumes you meant that monitor.

Using attached lines

Attached lines show an arbitrary connection between devices and move with the device.
These are visual representations assigned by the user, and not a reflection of a true
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connection between the two devices. The true connection between the two devices is done
with Link lines (on page 47).

To draw an attached line:

1 In Map View, right-click a device. The context menu opens.

2 Click Attach > Attach to. A line displays next to the curser.

3 Click the device icon you want to attach to. WhatsUp Gold draws an attached line
between the two devices.

—

L Note: The root device can attach to up to five other devices.
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Using the WhatsUp Gold Web
Interface
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About the WhatsUp Gold web interface

The newest release of WhatsUp Gold has a completely redesigned web interface designed
with the intent of making it feel more like an actual application. The entire look and feel of
the web interface has changed from previous releases and now includes a new way to
navigate through the application. Also new to the web interface are many features that in the
past were only available on the WhatsUp Gold console. The WhatsUp Gold web interface and
console have never been as functionally compatible as they are the current release.

Features now available in the web interface (previously only available on the console):

= The Credentials Library

= The complete Passive Monitor Library

= A fully-functioning Device Properties screen
= The Active Script Action and Monitor

Accessing the web interface

You can connect to the WhatsUp Gold web interface from any browser by entering its web
address. This web address consists of the hostname of the WhatsUp Gold host and the web
server port number. The default port number is 80.
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For example, if your WhatsUp Gold host is named monitor1.ipswitch.com, then the web
address will be: http://monitor1.ipswitch.com:80.

Ty

Note: When you use the default port number (80), you do not have to include the port
number in the address.

There are two default users on the Web server:

Administrator

Username: admin

Password: admin

Guest

Username: guest

Password: <password box left blank>

By default, the web server is disabled in the console. You have the option to enable the web
server during installation, or on the console by going to Configure > Program Options >

Web Server. Select Enable web server on port.

For more information, see About Web Security (on page 57).
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Navigating through the web interface

The main menu for the web interface is housed within the Go button, located in the upper-
left corner of your browser. The Go menu is visible from anywhere within the web interface.

¥

~ G0

I
v
l—
S
L]
[

Configure
Devices
Reports
Tools

Help

)

Help Desk

-

Legged in as: adm in

Leg out

From the Go menu, you can navigate to the areas you will use most in WhatsUp Gold,
including your customized Home workspace views; your monitored devices list; Network
Tools; the configuration of the Passive, Active, and Performance Monitor libraries; and the

WhatsUp Gold Help.

The web interface is organized into three areas:

= Home
= Devices
=  Reports
u Home Workspace
“ Home %) Devices \ad Reports

You can access each of these areas by:

= Clicking on an icon from the Go menu.

= Selecting one of the web interface tabs.

The Home Workspace

The WhatsUp Gold Home Workspace is the first screen you see after logging in to the web
interface. This is your personal, customizable Home Workspace. For more information on your
Home Workspace, please see Customizing Workspace Views (on page 210).
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The Workspace Toolbar
= Add Content. Use this button to add workspace reports to your workspace views.

=  Workspace View. Use this drop-down menu to edit your workspace views and to switch
between workspace views.

= Help. Use this button to view the WhatsUp Gold Help for the window you are currently
viewing.

Workspac e View: =)
e ?)
Add Content | General | Help

The Devices tab

The WhatsUp Gold Devices tab is where your monitored devices are displayed and managed.
The Devices tab has two modes: Device View and Map View. You can add devices in either
mode by using the Devices Toolbar located in the upper-right corner of your browser.

The Devices Menu bar

= File. Use this section of the menu to add new devices, device groups, and dynamic
groups.

= Edit. Use this section of the menu to copy, move, edit, and delete devices and device
groups. You can also access Device Status and Device Properties from this section.

= View. Use this section to switch between Device and Map views, to navigate to device
groups, and to refresh the screen.

File Edit View

The Devices Toolbar
= New Device. Use this button to add a new device to your list of monitored devices.
= New Group. Use this button to add a new device group to your list of monitored devices.

= New Dynamic Group. Use this button to add a new dynamic group to your list of
monitored devices.

g!ﬂ] Mew Device -1]: Mew Group ﬁ”;} Mew Dynamic Group



CHAPTER 5 Using the WhatsUp Gold Web Interface

The Right-Mouse Menu

A similar right-mouse menu available in the WhatsUp Gold console is available on the web
interface on the Devices tab. The right-mouse menu comes up when you right click in the
Devices tab after selecting a device or set of devices.

M Device, |
MEv Group...

Hew Drynamic Group, ..

Device Reparts. ..

Group Reports...

Poll Blow
Acknowledge

Bl Field Change 3 Map View
Propertes.... Refrach
The Reports tab

The Reports tab contains all of the WhatsUp Gold Full Reports. The 2007 version has
integrated a new Full Report Picker so that you can easily pick and choose reports to view.
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“ Reports Report Gategory:

) Home 2y Devices | Reports | AllReports M
Report name Description
D System Wiew logs and diagnostic data for all devices

Compare availability and performanc e data for devices within a selected group
Focus on availability and performance data for a selected device

Focus on performanc e data for a selected device or group

View alerts reported across the entire network and troubleshoot problems
& General View workspaces and WhatsUp Professional application logs
pac 3 PP g
@Active Discovery Log A record of Active Discovery task results

& Activity Log A history of system-wide configuration and application initialization messages generated by WhatsUp.
- Home Workspace Your home workspace.

- Recuring Action Log Results of Recuning Actions.
& Recuring Report Log Results of Recuning Report executions.

- Web User Activity Log Shows the history of user activity on the system
I Actions Applied Shows how actions are applied to devices and menitors in a group.
_ITop 1o A collection of Top 10 reports

Device Status A detailed look at a specific device.

D Favorites

IPSWITCH Knowledge Basa | Training | Ipswitch Inc. Ipswitch WhatsUp Gold

Dane

Report Category menu

The Report Category drop-down menu allows you to jump to report category screens from
where to choose reports for viewing.

Haw Device. .
e Group...
Mew Drynamic Group., ..

Device Reports. ..

Group Reports. ..

Poll Mow
Adnowledge

ukc Fieid Change y M liew

Propertes.... Refrach
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About web security

WhatsUp Gold is installed with the files needed to immediately begin connecting to the SSL
web server using 128 bit encryption.

The files included with the install (root.pem and server.pem) are installed with every copy of
WhatsUp Gold, therefore, your encrypted session may not be as secure as it could be.

These certificate files are installed for demonstration purposes only, and should be replaced
with certificates that you generate and sign.

Furthermore, this sample certificate is issued with Ipswitch as the Common Name. This will
always give a Domain Name Mismatch Security Error on every fresh browser session in your

environment.

These sample files reside in the WhatsUp Gold Install Directory>\data\SSLdirectory
and should be updated with your own files.

Stopping and starting the web server

To stop and restart the Web server:

1 Onthe WhatsUp Gold console, select Configure > Program Options.
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2 On the Program Options dialog, select Web Server.

3 Select Enable web server on port: to start the server, then clear the option to stop the

® Program Options

Passive Monitor

Ligterers

L P

Repoet Data

h
- Ewwhsawcbwmmwt:]i
‘Web report access from Windows conscle
Web Server address: [locabost
Web Server port: W

[ Use 550 sccess:

[+ Enable web server on port:

Automated report login from Windows console

W Automatically login to Becess reports:

e ! Administrator

server.

4 C(lick OK to save your changes.

You can change the port that the server runs on by changing the port number next to the

Enable web server on port: option.

Configuring the web interface to use lIS

Follow these steps to run the WhatsUp Gold web interface through an IIS (Internet
Information Services) Web server.

1

Stop the following services and applications:

= |pswitch WhatsUp Engine service

= |pswitch Web service

= Task Tray application

Also make sure that you have the WhatsUp Gold console closed.

Allow MSDE to use SQL Server Authentication. Use Regedit.exe to set:
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HKEY LOCAL MACHINE\Software\Microsoft\Microsoft SQL
Server \WHATSUP\MSSQLServer\LoginMode=0
Restart the MSSQLSWHATSUP service.
Specify a username and password for WhatsUp Gold to use when connecting to MSDE:

a) Go to Control Panel > Administrative Tools > Data Sources and select the System
DSN tab.

b) Select the WhatsUp DSN and click Configure. The Configuration wizard appears.
c) Verify that the fields in the first dialog are correct and click Next.

d) On the second dialog, verify that the With SQL Server authenitication using login
ID and password entered by the user option is selected. On this same dialog specify
user=sa and password=wug_sa and click Next.

e) On the third dialog, ensure that the first option is selected and WhatsUp appears in
the drop-down menu and click Next.

f) Continue to click Next until you come to the final dialog, and then click Finish.

Stop IIS.

Create a virtual directory in 1IS named NmConsole which points to <WhatsUp Gold
install path>\HTML\NmConsole\.Go to Windows Control Panel > Administrative
Tools > Internet Information Services. Right-click on Default Web Site and choose
New > Virtual Directory. We strongly recommend that you name this new directory
NmConsole.

Enable Parent Paths for the default web site (to support use of the relative paths used to
navigate in the WhatsUp web interface).

a) Go to Control Panel > Administrative Tools > Internet Information Services.

b) Inthe lIS Manager, expand Web sites, then right-click on the newly created
NmConsole virtual directory and choose Properties.

¢) On the Virtual Directory tab, click Configuration.

d) On the Options tab, select Enable parent paths. Click OK.
Set authentication for the virtual directory you set up in Step 6. To do this:

a) In IS Manager, right-click the virtual directory and select Properties, then select the
Directory Security tab.

b) In Anonymous access and authentication control, click Edit. Enable anonymous
access and set the username and password to a local administrator. Click OK.
For IIS version 6:

In [IS Manager, select Web Service Extensions and allow Active Server Pages.
Restart IIS.

Set the internal web server to port 8080, or disable it. If you disable the WhatsUp web
interface, ensure that the reports still load correctly.

Restart the services and applications you stopped in Step 1.
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13 Connect to the WhatsUp web interface by opening a browser and entering the
following address in the Address box:
http://ip address - or - hostname:port/NmConsole/

@ Important: A known issue with IIS: when adding a device through IIS, you will receive an
"error scanning device" error. There are two ways to address this problem. Please refer to the
KB article, WhatsUp Gold - “Error scanning device XXXXX. Probable cause is it does not exist
when using IIS as the Web Server http://support.ipswitch.com/kb/WP-20061130-es01.htm.


http://support.ipswitch.com/kb/WP-20061130-es01.htm
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Device overview

In WhatsUp Gold, devices are virtual representations of resources (computers, servers, hubs,
etc.) that are connected to your computer through a LAN (Local Area Network), a wireless
network, or even over the Internet. WhatsUp Gold watches these devices through the
network connection. When those network resources cannot be reached by WhatsUp Gold,
the device is considered down and an action can be configured to fire.

Device Services

WhatsUp Gold associates Active Monitors with devices on your network. Active monitors
query the network services installed on a device and then wait for a response. These monitors
query the services running on a network resource, checking to make sure that the FTP server,
web server, email server, etc., is up and responding. Active Monitors include DNS, SNMP,
Telnet, Ping, TCPIP, and NT Service. If a response is either not received or is not what is
expected, the service is considered down. If the query is returned as expected, the service is
considered up. If any one service on a device is down, then the device as a whole is
considered down.
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For a more information about service monitors, see Active Monitors Overview (on page 123).

About the Device View

This view provides an overview of each device in a selected group. Each device's icon
provides information about its device type and status. In addition, the Status column
indicates which specific service is down and the duration of the interruption. When the entry
in the Device list is a group folder, the Status column shows the number of devices in the
group with a breakdown of how many devices are in each device state.

Following is an example of a device list.

Display Mame & | Host Mame: | Address | DeviceType Status

D Routers

(Bl MorthPoint MorthPoint 186.21.50.120 Server

Bl HRaA HR& 186.21.5015 ‘wiorkstation

HASA ASE 156.21.50.123 HF Device Interface[35:E3](Down at least 20 min)
1M Jid 186.21.50.107 ‘Wireless Access Paint

EIRRA RR& 156.21.50.27 “wiorkstation

156.21.

HeH J g2 tion
Sl Hub1 Hub1 156.21.50.100

A tic FTP[Down)
‘wiorkstation

The indicators in the Display Name column show the current state of the items in this group.

= Routers is a dynamic group.

= Device NorthPoint is a server that is currently up. The icon shows that this device is also in
another device group.

= Device HRA is a workstation that is currently up.

= Device ASA is an HP Device (router) that is up, but one of the interfaces (E3) is not
responding.

= Device JMA is a workstation that is currently in maintenance mode.

= Device RRA is a workstation that is currently up. Its icon shows that this device is also in
another device group.

= Device JTA is a workstation that is currently responding to polls, but it has a monitor (FTP)
that is down.

= Device Hub 1 is in an unknown status because the device has not been polled. In this
case, it is due to a down dependency set on the Router.

Learning about the Device Properties

You can modify individual device properties by right-clicking a device icon in either the
Device View or Map View, then selecting Properties. Following is an overview of the device
properties available to use in WhatsUp Gold.
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The General section of the Device Properties dialog box provides, and lets you modify, basic

information for the selected device.

@ Device Properties : 192.168.5.137

P General
= Display name: Device type:
j’f Performance Maonitors I-I 92 1685137 B
Active Monitors i N /”
" Active Monitors Polling type: . (%E( T
+) Passive Monitors ICMP (TCP/UDP) bd =
:_'d Pall using: HTTP
T N T — 2|
L\;'z\ Actions Address i) Web Server idl
II(E Credentials Host name: (DNS name)
p 192.168.5.137
@ Polling I
Address: (IP Address)
7 Notes [1s2.1685.137
Custom Links
e [ Additional Network Interfaces... ]
_i. Attributes
[ oK | Cancel |

“Trom

Display name. An identifying name for the current device. This name is populated
during discovery, but can be changed by the user at any time. Changing the name will
not change how the device is polled, only how it is displayed in WhatsUp Gold.

Polling type. Select the type of polling you want WhatsUp Gold to use for this device.

= |CMP (TCP/UDP)
= [PX
= NetBIOS

Note: If NetBIOS is selected, the Host Name box must contain a valid NetBIOS name. If IPX is
selected, the Address box must contain a valid IPX address. If NetBIOS or IPX is selected, you
cannot monitor TCP/IP services on this device.

Poll using. Select if you want WhatsUp Gold to use the IP address or the Host name
(DNS) of the device for polling.

Host name (DNS). This should be the official network name of the device if the
polling method is ICMP. The network name must be a name that can be resolved to
an IP address. If the polling method is NetBIOS or IPX, this must be the NetBIOS or IPX
name.

Address. Enter an IP or IPX address.

Additional Network Interfaces. Click this button to configure an additional Network
Interface for the current device.

= Device Type. Select the appropriate device type from the pull-down menu. The icon
displayed will represent the device in all views.
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About Device Property Performance Monitors

Use Performance Monitors dialog to configure and manage performance monitors for the
selected device.

]
| Note: For some performance monitors, the SNMP credential on the device must be
configured. For WMI performance monitors, the NT credential is required.

€. Device Properties : 192.168.5.147

%} General Enable global performance monitors:
[ 9’4 Performance Monitors feme LIEEApTT 1) [Qonfigure...]
o [] CPU Utilization Enables CPU | | lukib@n.. ]
W Active Manitors [ Disk Utilization Enables Disk 1|2
.\:_-;ZI e Monitors [ Interface Ltilization Enables Interf:
L% ST @ Memory Utilization
-(‘2 Credentials o
Enable individual performance meonitors:(for this device only)
@ Polling Name Description
7 Notes
ga Custom Links
% Attributes
[ oK | Cancel |

For more information, see Performance Monitor Overview (on page 159).
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About Active Monitor Device Properties

Use the Active Monitors dialog to display and manage Active Monitors for this device. There
are several ways an Active Monitor can be added to this list: You can manually add the
monitor by clicking the Add button on this dialog, click the Discover button to have
WhatsUp Gold scan the device for all Active Monitors. Monitors may have been added during
initial discovery, when WhatsUp Gold first added the device to the database.

@ Device Properties : 192.168.5.137

5'_:) General Active monitors attached to this device

¥4 Performance Monitors Monitor Name | Metwork Interfac Comment [ Add... ]
s - Active Hon 5=HTTP (Default) [_Edit. ]

! Active Monitors R Remave...

o @, Ping {Default)

\_-6'1' Passive Monitors

[\Té\ Actions

=3 Credentials

@ Palling

2 Notes

- Custom Links

5 Attributes

(] i |[>]
[ oK || Cancel

= Click Add to configure a new Active Monitor.

= Select an Active Monitor and click Edit to change the configuration.

= Select an Active Monitor and click Remove to remove the monitor from the device.

= On the WhatsUp Gold console, you can click Discover to have WhatsUp Gold scan the
device for Active Monitors on the device.

For more information, see Active Monitors Overview (on page 123).
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About Passive Monitor Device Properties

Some elements on a network may not provide a clear up or down status when queried. For
example, a message may get logged to the system's Event log by another application (such
as an antivirus application alerting when a virus is found). Because these messages/events
can occur at any time, a Passive Monitor Listener listens for them, and notifies WhatsUp Gold
when they occur.

@ Device Properties : 192.168.5.137

=, General Fassive monitors associated with this device Add...

75 Performance Maonitors e Type

» Active Manitors

3 \_‘_4.:' Passive Monitors
[\Té\ Actions
m(E Credentials
@ Polling
2 Notes
- Custom Links
5 Attributes

[ oK | Cancel |

This dialog displays all Passive Monitors configured for this device.

= C(lick Add to configure a new Passive Monitor.

= Select a Passive Monitor, then click Edit to change the configuration
-or-
Double-click a Passive Monitor to edit the configuration.

= Select a Passive Monitor, then click Remove to remove the monitor from the device.

For more information, see Passive Monitor Overview (on page 151).
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About Device Property Actions

You can select an Action Policy to use on this device or configure alerts specifically for this
device.

@ Device Properties : 192.168.5.137

3, (B © Apply this Action Policy.
29 Performance Monitors Action Policy 01 (vl E]
W
\_6'1' Passive Monitors OR
)[3‘3\ Actions
@ Credentials O Apply individual actions.
= redentals
@ _— State Change Action to perform
! ‘olling
2 Notes
- Custom Links
5 Attributes

[ oK | Cancel |

Select a policy from the Apply this Action policy pull-down menu. You can also create a
new, or edit an existing action policy by clicking the Browse button next to the pull-down
menu box.

Configured alerts appear in the Apply individual actions list, displaying the action type that
is to be fired and the state change that will trigger the action. You may have multiple actions
on a single device.

This dialog displays all Actions configured for this device.

= Click Add to configure a new Action.

= Select an Action, then click Edit to change the configuration
—or-
Double-click an Action to edit the configuration.

= Select an Action, then click Remove to remove the action from the device. Removing the
action from the list also deletes all records for this action (on this device) from the Action
Log.

For more information, see About Actions (on page 93).
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About Device Property Credentials

The Credentials dialog displays Windows and SNMP credentials information for the current
device.

@ Device Properties : 192.168.5.137

5‘_") General

j’{ Performance Maonitors Credentials

» Active Manitors Windows credentials:

) Passive Monitors (None) [v] E]

__'d ) SNMP vifv2/v3 credentials:

[\Té\ Actions (None) v E]
)u(‘i Credentials

@ Polling

SHNMP
2 Notes
Device Object IC: (CID)
- Custom Links
5 Attributes
[ oK [ Cancel |

Devices that are SNMP manageable devices appear on the map view with an icon with a
white star in the top right corner.

“
¥P Pro
First Floor Workstation whs243

=  Windows credentials. Select the Windows credential to connect to this device. Click the
Browse (...) button to browse the credentials library.

= SNMP v1/v2/v3 credentials. If the Identify devices via SNMP option was selected
during discovery (or if an SNMP discovery was performed) the correct SNMP credential
was used during the discovery process, and if the device is an SNMP manageable device,
then the correct credential is selected automatically. If any of these conditions are not
met, None is selected.

= Device Object ID (OID). The SNMP object identifier for the device. This identifier is used
to access a device and read other SNMP data.

For more information, see Credentials Overview (on page 85).
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About Device Property Polling

Polling is the term used for monitoring discovered devices in WhatsUp Gold. The Polling
dialog lets you configure polling options and/or schedule maintenance times for the selected
device.

@ Device Properties : 192.168.5.137

-_;_d_'.) General Polling
74 Performance Monitors Fall interval:
- lsg— (seconds) Up dependency...
Active Monitors
- Down dependency...
7 Passive Maonitors
L_?— o Maintenance
W, Actions
[ Force this device into maintenance mode now
Credentials
_(E e Recurring maintenance times:
» @ Polling Days Start Time | End Time Add...
2 Notes
- Custom Links
_i. Attributes
OK ][ Cancel
Polling

= Pollinterval. This number determines how often WhatsUp Gold will poll the selected
device. Enter the number of seconds you want to pass between polls.

= Up dependency. Click to configure additional options, based on when another
device is operational, that determine when the selected device is polled.

= Down dependency. Click to configure additional options, based on when the
selected device is operational, that determine when other devices are polled.

Maintenance

Use this section of the dialog to manually set the device Maintenance state, or schedule the
maintenance state for a certain time period. Any device placed in Maintenance mode will not
be polled, but it remains in the device list with an identifying icon. By default, the
maintenance state is represented by an orange background color.

= Force this device into maintenance mode now. Select this option to put the selected
device in maintenance mode. Clear the option to resume polling the device.

= Recurring maintenance times. This box displays all scheduled maintenance times for
the device.

= (Click Add to schedule a new maintenance time for the device.

= Select an entry, then click Edit to change a scheduled time.
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= Select an entry, then click Remove to delete a scheduled time.

For more information, see Polling Overview (on page 87) and Dependencies Overview (on
page 89).

About Device Property Notes

The Notes dialog provides an option to enter free-form messages to the device database.

@ Device Properties : 192.168.5.137

B Genenal
_;_-) e

* |idded from Discovery on Thu Sep 28 15:26:41 2006
9’5 Performance Maonitors
W Active Manitors

-4I Passive Monitors
L_\& Actions

w@ Credentials
.@ Polling

b 7 Notes
@@ Custom Links
5 Attributes

OK ][ Cancel

About Device Property Menus

In the WhatsUp Gold console, you can use the Menu dialog to create a custom context menu
for a device. After a new option has been configured, it appears on the context menu when
you right-click the device in the device list.
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When you select the new menu item, the associated command is launched with the
arguments that were included in the device's custom menu configuration.

IQ‘; General

i I” Customize the menu on this device (don't use device type menu)

: FZ| Performance Monitors

Sl BE Menu MName - | Command and Arguments | |
) Active Morit Browse http://%Device Address.

‘J e o Connect “.SystemBoot %\ System32'omd .exe /C...

Ping “SystemBoot %\ System32omd .exe /C...

=~ e o

( ::;- P Moo Traceroute “.System oot %4 System 32'emd exe /C...

I:?& Actions

-(E Credentials

@ Polling
j Notes

fre Atributes
OK | Cancel | Help |

= Customize the menu on this device (don't use device type menu). Select this option to
create and/or modify a context menu for this device. This will override any separate
context menu that has already been created for the device type of the device.

= Menu list. This box displays the commands that are currently configured for the device.
After an item has been configured, it appears context (right-click) menu. When you click
the menu item, the menu item is executed.

= (Click Add to add a new menu item.
= Select an item, then click Edit to change the settings.

= Select an item, then click Remove to remove it from the list.

a Important: Menu items configured in the console are not visible in the web interface.
Custom links created in the web interface are not visible here in the console.

71



Ipswitch WhatsUp Gold v11

About Device Property Custom Links

In the WhatsUp Gold web interface, you can use this dialog to create a custom link for a
device.

@ Device Properties : 192.168.5.137

B Geneal
B T Display Name HyperLink Add...
9’4 Performance Maonitors I pswitch.com http: ipswitch.com

Menitors

assive Monitors
La Actions
-(‘2 Credentials
@ Palling
7 Notes

3 u Custom Links

% Attributes

[ oK | Cancel |

After a Custom Link has been configured and added to the Device Status workspace page, it
appears in the Device Custom Links report on the Device Status page for the selected device.
For more information, see Adding workspace reports to a Device Status workspace (on page
214).
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Device Custom Links

% Ipswitch.com

= (lick Add to add a new custom link.
= Selectacustom link in the list, then click Edit to change the settings.
= Select a custom link in the list, then click Remove to remove it from the list.

0 Important: Custom links created in the web interface are not visible in the console. Menu
items configured in the console are not visible in the web interface.
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About Device Property Attributes

The Attributes dialog lists attributes that are associated with a device, such as contact person,
location, serial number, etc. The first attributes in the list are added by WhatsUp Gold when
the device is added to the database, either by the Device Discovery wizard, or through
another means.

@ Device Properties : 192.168.5.137

‘;‘_I) General Attributes that are attached to this device: Add...
¢ Performance Monitors e Value
- Contact
) Active Monitors
e I Description
\_;Z' Passive Monitors Location
L_\& Actions
=3 Credentials
@ Polling
) MNotes
na Custom Links
P 5, Attributes
OK ][ Cancel

Adding a new device

There are two ways to add devices to the monitoring database:
= Discover devices automatically. For more information, see Using the Device Discovery
wizard (on page 29).

= Manually add devices.

To manually add a new device:

1 Inthe Device view, right-click, then select New Device. The Add New Device dialog
opens.

IP address or hast name of the new device:
Example: 192.168.200.123 or www.somedomain.com.

Group:

! L)
O Add device immediately without scanning.

2 Enterthe IP address or hostname for the device you want to add.
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3 Click Advanced to select a number of additional options for which to scan the device.

4 If you want to add a device without scanning, select Add device immediately without
scanning. This immediately adds a "bare-bones" device, generically categorized as a
workstation.

5 Click OK to save changes. The WhatsUp Gold attempts to resolve the IP address or
hostname, then scans that device for Active Monitors. When the scan is complete,
Device Properties dialog opens, allowing you to further configure the device as needed.

Adding additional network interfaces to a device

To configure a network interface:
1 Right-click a device, then click Properties. The Device Properties dialog opens.
2 C(lick General. The General dialog opens.

@ Device Properties : 192.168.5.149

=
[ g':) General
= Display name: Device type:
_j"{ Performanc e Monitors I-I 97 168.5.149 iy
» Acti nitors Folling type: S
+) Passive Monitors ICMP (TCP/UDF) [v] i
:_'d Pall using: Mall
[\Té\ Actions Address (> Mail Server (vl
II(E Credentials Host name: (DNS name)
@ Foling [192.168.5.149
Address: (IP Address)
7 Notes [152.168.5.149
(7 (efosiizne L' [ Additional Network Interfaces... ]
5 Attributes
[ oK | Cancel |

3 C(lick Additional Network Interfaces. The Add Network Interfaces dialog opens.
4 Click Add. The Add Network Interfaces dialog opens.

@ Add Network Interface

Folling type:

ICMP (TCP/UDP) (vl
Pall using:

Address [v]

Host name: (DNS name)

l
Address: (IP Address)
|

5 Enter the network information for the new interface.
6 Click OK to return to the General section.
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To change the default network interface on a device:

1 Inthe General section of Device Properties, click Additional Network Interfaces.

2 Onthe Network Interfaces dialog, select the interface you want to make the default.
3 Click Set Default.

4 C(lick OK to return to the General section.

Adding attributes to a device

To add attributes to a device:
1 Right-click a device, then click Properties. The Device Properties dialog opens.
2 Click Attributes. The Attributes dialog opens.

@ Device Properties : 192.168.5.149

";"_I) General Attributes that are attached to this device: Add...
¢ Performance Monitors e Value Edit...
= Contact (Bemove...|
) Active Monitors
e I Description
\_‘_4.:' Passive Monitors Location
L_\& Actions
=3 Credentials
.@ Polling
/’ MNotes
na Custom Links
P &, Atributes

OK ][ Cancel

3 Use the following options:

= Click Add to add a new device attribute. The Add Attribute dialog opens.
= Select a device attribute in the list, then click Edit to change the settings.

= Select a device attribute in the list, then click Remove to remove it from the list.
4 Enter information in the Attribute name and Attribute value boxes.
5 Click OKto save changes.

Adding notes to a device

To add a note to a device:
1 Right-click a device, then click Properties. The Device Properties dialog opens.
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2 Click Notes. The Notes dialog opens.

@ Device Properties : 192.168.5.137

-
M Ceners
=, General

j’C Performance Maonitors

|Ifdded from Discovery on Thu Sep 28 15:26:41 2006

" Active Manitors

e Monitors
[35’\ Actions
=@ Credentials
@ Polling
p '/ Notes
@@ Custom Links

5 Attributes

OK ][ Cancel

3 Enter the note in the Notes box.

Notes. The first line of the notes box displays information about when the device was
added to the database. If viewing the notes on a shortcut, the date and time the
device was added to the database is displayed.

You can customize the notes with any information you want to include about the
device. For example, you may want to record historical information about a device,

physical location information, or perhaps notes relating to the actions configured for
the device.

L Note: There is no automatic word wrap. Add a return to display information in the dialog
without requiring you to scroll to view it.

4 C(lick OK to save changes.

Changing a device IP address

To change a device IP address:

1 In Device view, right-click a device. In the context menu, select Properties > General.
2 Enterthe new IP address in the Address box.
3 Click OK to save changes.

Changing a device name

Changing the name of a device changes how it appears in the list views.
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To change a device name:

1 In Device view, right-click a device. In the context menu, click Properties > General.

2 Inthe General section of Device Properties, enter the new name in the Display Name
box.

3 Click OK to save changes.

Selecting Device Types

In the left-hand pane of the WhatsUp Gold console interface, the Device Types (icons
representing the types of devices you may have on your network) appear.

'Eg Device Groups |
@ Device Types (Basic)
i

Bridge Database
Server

s 9

Gateway

- -
-

Hub Laptop

A a

Liniee Server Linee
Worlestation

sen

Modem Polycom
(D5L/Cable)  Device

S

Router

Unix Server LUnie
Worlestation

~
Web Server  Win9x Windows
Workstation 2000 Pro

& & 4T
P
Windows Windows  Windows X!

@ Device Types (Advanced)

Click the tab at the bottom of the pane to switch from Device Types (Basic) to Device Types
(Advanced).

You can select a device type in the Device Properties General dialog on the console or web
interface. For more information about selecting a specific device types for existing devices,
see About General Device Properties (on page 63).
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Configuring Device Types

To create a device type:

If you want Device Discovery to use a special icon when it finds this device, make sure you
have run the MIB extractor.

A W IN =

10
11
12
13
14
15

From the console, click Configure > Device Types > New.
Enter a Device Type Name for the new device.
In the Icon filename box, browse to a graphic file to represent the device.

In the Overlay text box, you can enter a word or two which will overlay the device icon
to help differentiate this device. For example, HP Laser to help differentiate this device
from other printers which use the same icon.

Select the device Polling type.

(Optional) In the SNMP Object ID text box, enter an SNMP identifier (or use the browse
button ... to find one) that corresponds to a vendor device type; this is usually found in
the private > enterprises section of the MIB tree, under the vendor name.

Device discovery finds and maps devices using the SNMP identifiers to locate the
specified devices. To scan for devices, you must also enter the proper Community name.

You can use multiple identifiers. For example, suppose a manufacturer named Acme

makes three devices: the Acme 4500, the Acme 4501, and the Acme 4502. You could

define one device type to represent any Acme device in the 4500 series; in the SNMP

Object box, you would enter the three SNMP identifiers for the Acme 4500, 4501, and
4502. The Scan tool will use the icon for any of the three devices.

You need to separate multiple SNMP object identifiers by using semi-colons. The last
number in the identifier can be an asterisk, a range using hyphens, or contain multiples
separated by commas. For example:

1.3.6.14.1.311.1.1.3.1.3
1.3.6.14.1.311.1.1.3.1.3;1.3.6.1.4.1.311.1.1.3.1.4
1.3.6.14.1.311.1.1.3.1.34
1.3.6.14.1.311.1.1.3.1.1,3-4

1.3.6.1.4.1.311.1.1.3.1.%

Click Next to save the new device type, and access the Active Monitor dialog for device

types.
Click Add to add an active monitor for the device type.

Click Next to access the Passive Monitor dialog for device types.

Click Add to add a passive monitor for the device type.

Click Next to access the Context Menu dialog for device types.

Click Add to add a context menu for the device type.

Click Next to access the Action policy dialog for device types.

Associate an action policy, or click the browse button to create or edit an action policy.
Click Finish to save the new device type.
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Changing Device Types

Device Types act like templates for new devices, containing device properties (such as active
and passive monitors, menu items, etc.) and represented by different icons in Device
Properties and on the Map view.

When you change a device type on an existing device, you are only changing the icon that
represents the device, and not adding additional information and settings to the device. All
other changes will have to be done manually.

To change a device type icon on an existing device:

1 In Device view, right-click on a device. In the context menu, click Properties > General.
2 Inthe Device type list, select a new device type.

3 Click OK to save changes.

Organizing Device Groups

Device groups are organizational folders that let you quickly find and diagnose problems
with devices in your database. You can organize these folders in any way that makes sense to
you, so feel free to experiment with different configurations.

Map View

The Map View is based on the device group folders, meaning that you will have a different
map for each device group. If a folder contains a subfolder, you can double-click on the folder
in the map view to display the map in the subfolder.

Discovery

During discovery, device groups are created for each subnetwork that is found on the
network that was scanned. At the top level of the My Network tree, the entire scan is
contained in a folder identifying the type of scan that was made and the date the scan was
made. Devices that are already in the database are added to the new scan tree as a shortcut
to the original device reference. This is only to relay that there are more than one reference in
the My Network tree, as you configure devices by clicking either the original reference icon or
the shortcut. Functionally, they serve the same purpose and display the same device state
change.

Device State

Each folder in the My Network tree has a device state indicator on the folder icon. This
indicator shows the worst state across all of the devices contained in that folder.

= L3 All monitors on all devices are up.

= [d At least one monitor is down.
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Renaming a Device Group

= Inthe console, right-click on the group in the My Network tree or Device View, then select
Rename.

= Inthe web interface, right-click on the group in the My Network tree or Device View, click
Properties, then change the name in the Group Name box.

Using Dynamic Groups

This feature provides the ability to create device groups based on whatever criteria users
choose, without having to create device shortcuts. Dynamic groups can be created for
specific device types, device attributes, active monitors, or anything else that is stored for
individual devices in the database. Dynamic groups act as SQL queries that run on the
WhatsUp Gold database, and can display real-time data if viewed through a report that is set
to automatically refresh.

WhatsUp Gold is pre-configured with dynamic group examples, which you can see in the
Devices view, under Device Groups.

Devce Groups
= LMy Metwork
FAl Devces
EJ AN Routers
E A0 Switches
# [JBeta Users Maps

= LdDynamic Group Examples
A Cf{ﬂﬁﬂﬂh‘ down devices

FICisco Devices

EJDevices collecting CPU performance data
¥ 1Devices collecting Disk performance data
¥ Devices collecting Interface perdformance g

¥ Desvices collecting Memory perfarmance

—— ¥ ]Devices collecting Biga performance data
“ayices in e

All of the Dynamic Group Examples are active, so if you have devices that meet the criteria,
you will see the device displayed within the group. In the web interface, the dynamic group
display is refreshed every 2 minutes. A group is also refreshed when you select it.

To view or edit the criteria for a dynamic group, right-click the group name, then select
properties.

Ty

Ll Note: Dynamic groups on the web interface do not follow group access rights. Anyone with
the ability to view the device group that a dynamic group is in can access that dynamic
group. However, only devices that the user has the permission to view appear in the group.
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To configure dynamic groups:

1 Inthe WhatsUp Gold web interface, right-click on the device view, then select New
Dynamic Group. The Dynamic Group dialog opens.

2 Enter a Display name for the group, enter the group Description, and enter an SQL
query in the Filter box that identifies the devices you want to appear in that group.

3 Click OK to add the group to the device list. SQL validation occurs as soon as you click
OK. If the filter fails, an error message appears.

In addition to the pre-configured dynamic groups, we have provided several sample filters for
you to create some very interesting dynamic groups.

@ Tip: You can learn more about the database structure by downloading the database schema

file on the WhatsUp Gold support page
(http://www.ipswitch.com/Support/whatsup_professional/index.asp).

Editing multiple devices with Bulk Field Change

The Bulk Field Change feature gives you the ability to make changes to multiple devices
and device groups. You must have administrative privileges to the devices or device
groups that you want to make changes to.

To edit multiple devices:

1 Select the devices or device groups you want to change, right-click and select Bulk
Field Change. The Bulk Field Change context menu opens.

T
Note: When you select a device group, every device in the group, and any subgroup of the
group, will reflect the bulk field change.


http://www.ipswitch.com/Support/whatsup_professional/index.asp

CHAPTER 6 Managing Devices

New Device...
New Group. .. Credentials...
New Dynamic Group... Polling Interval...

Device Reports. .. Maintenance Mode...

Group Reports... Maintenance Schedule. ..

Device Type...

Copy
Action Policy...

Move

Up Dependency...
Delete

Down Dependency...

Poll Now Notes. ..
Acknowledge Attribute. ..

§ Remote Desktop... Performance Monitors...
T Active Monitor..,

Tools
Active Monitor Properties. ..

WView Passive Monitor..,

Passive Monitor Properties. ..

Device Status 162.168.5.4
Properties...

182.168.5.41

Select the field you want to change. The following items can be modified through Bulk
Field Change.

» Credentials

= Polling Interval

* Maintenance Mode

= Maintenance Schedule (web interface only)
= Device Type

= Action Policy

=  Up Dependency

= Down Dependency

= Notes

= Attribute

* Performance Monitors

= Active Monitor

= Active Monitor Properties

= Passive Monitor (web interface only)

= Passive Monitor Properties (web interface only)
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3 Enter the configuration information that you want set.
4 Click OK to save changes.

Using Acknowledgements

When a device state changes, regardless of any action that has been placed on the device,
WhatsUp Gold uses the Acknowledgement feature to make you aware that the state change

occurred. The name of the device name appears in bold in the Device List and on a black
background in the Map View.

&

ghtitch Altman e =T RS

Myt
&
Wilnclows:
NFape Backup Server

\ \ -é:liﬁ‘
% % Leahs personal box
=

Durj;vitch
L 4O =3

ATLT4T ATL1TS ATL136

=)
k4 = o
Dumb Switch |l 42 CSWY Test Box

Wiachows:

A8
ATL191  Smoke Test MachifiE Ry UgEIo]

After the device is in Acknowledgement mode, it will remain so until you actively
acknowledge it.

i

Note: Acknowledging a device state change does not keep that device from firing actions. To
stop a device from firing actions, you must put the device into maintenance mode.
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To acknowledge a state change:

= Select the device or devices you want to acknowledge, right-click, then click

Acknowledge.
X & Xz ﬁ"
Il chows Il chows Wil chows
Mitch Altrman Tape Backup Senleahs personal hox|MOC

b= | b= | b= |
Mew Device... I clows Wl clowes
victor Hermand AF Wireless h ATL136

Mew Graup...

Mew Drynarnic Group...

Device Reparts..,

Group Reports,,,

Copy

Mave

Delete

Pall Mo

Acknowledge

Taools 3

View F

Device Skaktus

Propetties. ..

Credentials Overview

The Credentials system stores login or community string information for Windows (WMI
Active Monitors and WMI Performance Monitors) and SNMP devices in the WhatsUp Gold
database. The system supports SNMP v 1, 2, and 3.

Credentials are configured in the Credentials Library (found on the web interface menu at Go
> Configure > Credentials Library) and used in several places throughout the application.
They can be associated to devices in Device Properties > Credentials, or through the
Credentials Bulk Field Change option.
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A device needs SNMP credentials applied to it before SNMP-based Active Monitors will work.
Similarly, NT Service Checks must have Windows credentials applied.

Creating Custom Context menus

You can create custom context menus for WhatsUp Gold in the console. When you create a
custom context menu, it is available in the right-mouse menu for devices. When the menu
item is selected, the associated command is executed with the arguments that were entered
in the menu configuration options.

To create a custom menu:
1 Double-click the device you want to edit, the Device Properties appear.
2 Click Menu. The Device Properties Menu dialog opens.

=P

Q‘; General

i I” Customize the menu on this device (don't use device type menu)
?Z| Performance Monitors
Sl BE Menu MName - | Command and Arguments | |
3 5 ? Browse http://%Device Address.
‘U’l Active Monitors Connect % SystemBRoot %4\ System 32emd .exe /C...
: Ping “.SystemRoot %\ System 32cmd exe /C...
{ \‘:; P il Tracenoute % SystemBRoot %\ System 32emd .exe /C...
\_:j
V:T& Actions
-(E Credentials
@ Polling
j Notes

fre Atributes
OK | Cancel | Help |

3 C(lick to select the Customize the menu on this device (don't use device type menu)
option.

4 C(lick Add. The Add Menu Item dialog opens.

Enter information in the Display name, Command, and Arguments boxes.

6 Click OK to save changes. The custom menu is added to the device's context menu.

V)]
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Polling overview

Polling is the active watching, or monitoring, of your network by WhatsUp Gold. This is done
in a variety of ways, depending on the service monitors you have configured on your devices.
The default polling method is done through Internet Control Message Protocol (ICMP). The
default polling interval for WhatsUp Gold is 60 seconds.

A small amount of data is sent from the WhatsUp Gold computer across the network to the
device it is watching. If the device is up, it echoes the data back to the WhatsUp Gold
computer. A device is considered down by WhatsUp Gold when it does not send the data
back.

Changing how you poll devices

After a device is added to the database, WhatsUp Gold begins watching that device using
ICMP (Internet Control Message Protocol.) WhatsUp Gold 'bounces' a message off of the
device, then waits for the echo reply. If the reply is not returned, WhatsUp Gold considers it
unresponsive device and changes the status color of the device.

By default, WhatsUp Gold uses the IP address of the device to send this message. You can
change this to use the Host name or the Windows name of the computer, and you can
change the means it uses to poll the devices.

To change how you poll a device:

Double-click on the device you want to edit to view Device Properties.

Click the General icon.

Select the type of poll you want to check the device with in the Polling type list box.
Select IP address or Host name from the Poll using list box.

If you select Host name in the Poll using box, you must complete the Host name box.
Click OK to save changes.

O N1l A WIN =
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This is useful if you want to monitor a device that has a dynamic IP address instead of an
address assigned to that device. You will need to choose Poll using Host name so the DNS
will be able to find the device on the network.

Using the Maintenance mode

This feature lets you place devices in Maintenance mode, where they will not be polled by the
engine.

Any device placed in maintenance mode is not be polled, and actions are not fired for it, but
it remains in the device list and historical data is preserved. By default, the maintenance state

o
L2

[ ~
is represented by an orange color in both the device list view = and the map view mx .

The mode can be set in two ways:

= Force this device into maintenance mode now. Set this device options manually by
selecting Device Properties > Polling.

=  Scheduled maintenance times. Schedule maintenance times for the device.
=  (lick Add to schedule a new maintenance time for the device.
= Select an existing entry, then click Edit to change a scheduled time.

= Select an existing entry, then click Remove to delete a scheduled time from the list.

Setting how often your devices are polled
The default polling interval is 60 second. You can change this on a per-device basis.

Double-click on the device you want to edit to view Device Properties.
Click the Polling icon to view the Polling section of Device Properties.
Change the interval in the Poll Frequency box.

Click OK to save changes.

A W N =

Stopping and starting polling

To stop or start the polling on all devices by turning the polling engine off or on:
1 From the main menu, click Configure > Program Options.
2 (lick the General icon.

3 Select the Enable polling engine to turn on polling. Clear the selection to turn polling
off.

4 Click OK to save changes.

In the bottom right corner of the WhatsUp Gold console, the Polling icon shows if the engine
is active or not.
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Stopping and starting polling on a monitor

To stop and start polling on a per-monitor basis:

Double-click on the device you want to edit to view Device Properties.
Click the Active Monitor icon.

Select the Active Monitor you want to change the polling on.

Click Edit to view the Monitor Properties for that monitor.

Click the Polling icon.

Select Enable polling for this Active Monitor to turn polling on, clear the option to
turn it off.

7 Click OK to save changes.

A 1 A WIN =

Dependencies overview

By default, WhatsUp Gold polls all devices and active monitors in your device list, unless you
manually turn off polling for the system as a whole, or at the device and monitor level. The
dependency feature gives you the ability to avoid turning off polling to devices, and instead
makes polling dependant on the status of another device's active monitor(s) in your
database.

Setting dependencies on one device's active monitors will place another device up or down
depending on the type of dependency you configure.

There are two types of dependencies:

= Up Dependency can be thought of as describing that something is “behind” something
else. The dependant device will only be polled if the device "in front" of it is up.

= Down Dependency can be thought of as describing that something is “in front of”
something else. The dependant devices in front will not be polled unless the device
further down the line is down.

Example

If you make devices behind a router, up dependant on the router's ping active monitor, those
devices will not be polled unless that router's ping attempts are successful. Should the
router's ping active monitor fail, the devices behind the router will be placed in the unknown
state. Without the dependency, the devices behind the router would fire off actions when
they become unreachable due to the router's failed ping attempts. With the dependency,
only actions on the router will fire.
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Setting Dependencies
There are two ways to set dependencies in WhatsUp Gold:

= Using Device Properties

Double-click on a device in My Network view (View > Device View) to display Device
Properties, and click the Polling Icon. Click either the Up Dependencies... or the Down
Dependencies... button to bring up the Device Dependencies dialog and configure the
up or down dependency.

= Using the Map View

In My Network view, go to View > Map View. Right-click on a selected device and select
Set Dependencies and either Set Up Dependency on or Set Down Dependency on.
The cursor changes to the Set Dependency arrow. Click on any device in the current
group to set the dependency. Selected Display > Polling Dependency Arrows to view
the dependency between the two devices.

In the Map View, you are not able to set dependencies across groups. However, you can make
shortcuts to the devices you want to set dependencies on in a group, and set the
dependencies there.

Using the Device Dependencies dialog

The Device Dependencies dialog is the same for both up and down dependencies with the
exception that one sets up dependencies and the other sets down dependencies. Up
dependencies is signified with a upward green arrow icon, while down dependencies is
signified with a downward red arrow.

= Checking the first box on the dialog to either poll only if Any one or Every one of the
active monitors selected below are up or down on device, depending on the type of
dependency you are setting.

= To select a device for the dependency, click the Browse {(...) button.
= Choose either All active monitors or Specific active monitors and check the active
monitors you want to associate with the dependency.

The statement at the bottom of the dialog is automatically generated for you to assist you in
understanding the type of dependency you are creating.

An example statement would read:

"ATL145 is dependent on QATEST-WIN2K's FTP and HTP and Ping active monitors being up.
(ATL145 is "behind" QATEST-WIN2K.)"
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Viewing Dependencies

After you have set up your dependencies, you can view dependency lines in the Map view, as
long as the devices appear in the same group. If the devices are not in the same group, you
will have to refer to the Polling section of Device Properties to view the dependencies.

c: FTF FTF & M
ASh g HRA RT]". g i 7 FDA

Hub 1

In the graphic above, the devices have an up dependency on the router, and the router has a
down dependency on the hub. If the router's active monitors were to fail, the hub would be
polled, and the devices behind the router would not be polled. When the router's active
monitors are successful, the hub is not polled, but the devices behind the router are.

IPX support

To poll IPX devices, Microsoft's NWLink IPX/SPX Compatible Transfer Protocol must be

installed and running on the WhatsUp Gold console (the system on which you installed
WhatsUp Gold).

To add the IPX protocol:

1 Open the Network applet in the Windows Control Panel.

2 Ifyou are using Windows NT, in the Select Network Protocol dialog box, select

Microsoft, then select the IPX/SPX-compatible Protocol and follow the online
instructions.

- Or -

If you are using Microsoft Windows 2000 or XP, in the Select Network Component

dialog box, select Microsoft, then select the IPX/SPX-compatible Component and follow
the online instructions.
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About Actions

When a device or monitor state change occurs, WhatsUp Gold can perform an action to try to
correct the problem, notify someone of the state change, or launch an external application.

For example, you can set up an action that sends you an e-mail alert when your web server
device is down.

You can configure actions on a single device or monitor, or define an Action Policy to use
across multiple devices or monitors.

WhatsUp Gold provides the following action types:

= Beeper Action. Activate a beeper.

= Pager Action. Send a message to a pager.

=  Program Action. Run another program (executable) to take some action.
= Email Action. Send an SMTP mail message.

= Winpop Action. Display a message in a pop-up window on a Windows NT system.
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SMS Action. Send a Short Message Service (SMS) notification to a pager or cell phone.
Service Restart Action. Stop or restart a Windows NT system.

Syslog Action. Send a message to a host that is running a Syslog server.

Text to Speech Action. Send a text-to-speech notification to a speaker.

Sound Action. Sound an alarm by playing a sound file on the WhatsUp Gold console.

Active Script Action. Allows you to write either VBScript or JScript code to perform a
check on a device. If the script returns an error code, the monitor is considered down. Be
aware that Ipswitch does not support the scripts that you create, only the ability to use
them in the Script Action.

Web Alarm. Sound an alarm by playing a sound file on the WhatsUp Gold web interface.

About Action strategies

When configuring actions for your devices and monitors, there are a few things you should
take into consideration.

Large lists of devices have the potential of sending out very large amounts of external
notifications (email, SMS, beeper, etc).

Imagine the number of messages sent if external notifications are placed on a router and
every device and monitor that uses that router for their connection to the Internet. If the
router goes down, it will appear as if all of the devices are down, and messages will be
sent for each of them. Consider using dependencies (on page 89) dependencies and
limiting the external notifications to the router and the most important of the devices in
the group.

Do not rely on sound actions when there is not someone around to hear the notification.

Sound notifications are safe to use in almost any situation, but is not the best choice for
items that need to be monitored overnight.

If the device states do not fit what you need, change them, or add new ones.

You may want to add device states for longer periods of downtime. Perhaps creating a
Down at least 60 mins state, and sending an escalated message to show that the device
is still down after an hour.

Action policies (on page 118) Action Policies are easier to manage than lists of actions
built on a device.

Whenever possible, it is a good idea to use action policies over actions configured for a
single device. That way, you can reuse the work you put into the list, and can keep better
watch over the actions that are being fired.

Visual notifications are usually enough for most of the devices on your network.
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Unless the device is vital to the operations of the business or office, the state change
color and shape should be enough to let you know what is going on with your monitored
devices.

= |f you want to be notified if any or all of the monitors on a device goes down, assign the
action to the device. If you are concerned with specific monitors on a device, assign the
action to the monitor itself. Remember that if you assign the action to both the monitor
and the device, both actions will fire if the monitor goes down.

About the Action Library

The Action Library shows all of the actions configured for your network. These actions can be
assigned to any device or monitor, or included in an action policy. When you assign the
action to a device or monitor, you specify the state change that will trigger the action.

To open the Action Library, from the main menu of the WhatsUp Gold console, select
Configure > Action Library.

®  Action Library

Name = Type Description Hew
|EDefoult Web Alarm  Web Alam | Playsoundintheweb

[ EMailtaJoe E-mail Action E-mail Action Copy

= MailtoVyebmaster E-mail Action E-mail Action

& Sound-Down20 Sound Action Play sound on Down2(

& Sound-DownS Sound Action Play sound on Down5

& Sound-Ups Sound Action Play sound on Up5

From this dialog, you can:

= Create a new action. Click New. After the action has been created, it can be associated to
one or multiple devices or monitors. You can create the following types of actions to send
a message or take an action when the status of a device or monitor changes.

= Beeper
= Sound

= Pager
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= Program

=  Service Restart

= SMS

= SMTPMail

= Syslog

= Textto Speech
= WinPopup

=  Web Alarms

= Action Script

= Make changes to an action. Select the action you want to modify and click Edit.
Changes made here effect each instance of the action.

= Copy an action. To create a copy of an action so you can base a new action on the setup
information of an existing one, select the action and click Copy. You can then edit the
new copy as needed.

= Remove an Action from the Action Library and devices and monitors. To remove an
Action from both the Action Library and any device or monitor to which it is assigned,
select the action, then click Delete. This is a global delete of the selected action; the
action is removed from any action policy, device, or active monitor to which the action is
associated.

If you need to removed an action from a specific action policy, device, or monitor, open
the properties for the policy, device, or monitor and delete it there. This removes only the
specified instance of that action; the action remains in the Action Library and on other
devices to which it is assigned.

Note: Be aware that when you remove an action from the Action Library, you are removing
that action from all action policies, as well as all devices and monitors that the action is
assigned to. In addition, all statistics relating to that action are also deleted from the
database.When you first open the Action Library, if you have not yet defined an Action, you
will see the default Web Alarm, which you can assign to any device or Monitor.

Configuring an Action

There are two aspects of fully configuring an action. The first is to create the action itself in
the Action Library dialog or through the Action Builder wizard. The setup consists of:
= Defining the target of the action (for example, a pager or email address)

= Entering the notification variables or program arguments (that specify what information
to report in the action message, or to pass to another program).
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After the action has been created, the second step is to assign the action or action policy to a
device or active monitor and to link it to a state change (action policies are already linked to a
state change during the policy definition). For more information see:

= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)

= (Creating a Custom Action Policy (on page 118)

After the actions have been completely configured, WhatsUp Gold launches the action as
soon as the proper state change is reached.

Creating a Beeper Action

1 Go to the Action Library:
= Inthe WhatsUp Gold web interface, select Go > Configure > Action Library.
- or -

*  From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

2 Inthe Action Library, do one of the following:
= C(Click New, then select Beeper Action.
Or,
= Select an existing Beeper Action, then click Edit.

The action properties page opens.

#  New Beeper Action

Hame

f

Descnption
|Beaper Action

Beaper nurmbed:

Pause after answer (sec). End transmission

4 |#
Madem satup:
1 Primary v
Up code:
o*
Down code:

1
On passne monitor gode
3

Recumng action code OK

|3'1i>3:,--5tem MumberofUpDevices % System Mumberall Cancel
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3

Set the appropriate options.

Name. The name of the action as it appears in the Action library.

Description. Enter a short description of the action. This is displayed in the Action
Library dialog along with the entry in the Name box.

Beeper number. Enter the phone number to dial. You can use parentheses to delimit
the area code and a dash to separate the exchange from the extension numbers, for
example: (617) 555-5555.

Pause after answer. Enter a number of seconds the modem should pause before
sending the signal codes once a connection has been made.

End transmission. By default, # is the correct symbol for the end transmission
command. Some international systems require other or additional symbols.

Modem setup. Select either Primary, or one of the Alternate setups. Click Port
Settings to further define your selection. Modem Setup is used specifically to support
different service providers in case you use more than one provider for sending your
beeper notifications. There could also be times you want to change your settings to
meet a specific service provider’s requirements for a specific notification (for example:
a lower baud rate). To do this, you can set up an alternate Modem Setup and associate
this to the notification instead of using your Primary setting.

Note: Changing the Port Settings for the desired Modem Setup will affect ALL uses of that
setting.

Up code. Specifies the characters sent to the beeper to indicate that the device has
come back up after being down (the default value is 0%).

Down Code. Specifies the code sent to indicate the device is down (the default value
is 1%).

On passive monitor code. Specifies the code sent to indicate that an active monitor
has been received for the device. (Default value is 2*) You can use the asterisk (¥)
character to separate codes from a subsequent message.

Recurring action code. The percent variables (on page 115) for the action. The
default action codes are:

= %System.NumberofUpDevices

*  %System.NumberofDownDevices

Click OK to save this action. The action now appears in the Action Library.
Assign the action to a device or a monitor, by using the procedure defined in:

Assigning an Action to a Device (on page 112)

Assigning an Action to a Monitor (on page 112)



Creating a Pager Action
1 Go to the Action Library:
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= Inthe WhatsUp Gold web interface, select Go > Configure > Action Library.

_or_

=  From the main menu bar of the WhatsUp Gold console, select Configure > Action

Library.

2 Inthe Action Library, do one of the following:

= C(Click New, then select Pager Action.

_or_

= Select an existing Pager Action, then click Edit.

The action properties page opens.

#  New Pager Action

Hame

Description

[Pager Action

Terminal numbaer

Terminal password

Modam satup
1 Primary

Protocol
TAP

Pager |D

W Port Settings

Message:

3 Set the appropriate options.

= Name. Enter an identifying name for this pager action.

= Description. Enter a short description of the action. This is displayed along with the

Names in the Action Library.

= Terminal number. Enter the pager number to dial. Your service provider can provide

you with this number.

= Terminal password. If required, enter the pager password here. This is a password
that is required to log in to some paging services.

= Modem Setup. Select either Primary, or one of the Alternate setups.
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= Click Port Settings to further define your selection. Modem Setup is used
specifically to support different service providers in case you use more than one
provider for sending your pager notifications. There could also be times you want
to change your settings to meet a specific service provider’s requirements for a
specific notification (for example: a lower baud rate). To do this, you can set up an
alternate Modem Setup and associate this to the notification instead of using your
Primary setting.

Note: Changing the Port Settings for the desired Modem Setup will affect ALL uses of that
setting.

= Protocol. Select the type of protocol used by your pager service.
= Pager ID. Enter the pager identification number.

= Message. Enter a text message plus any of the percent variable codes (on page 115)
used to deliver WhatsUp Gold information with the page.

4 Click OK to save this action. The action now appears in the Action Library.
5 Assign the action to a device or a monitor, by using the procedure defined in:

= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)

Creating an E-mail Action
1 Go to the Action Library:

* Inthe WhatsUp Gold web interface, select Go > Configure > Action Library.
- or‘ -

*  From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

2 Inthe Action Library, do one of the following:
= Click New, then select E-mail Action.
- or -

= Select an existing E-mail Action, then click Edit.
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The action properties page opens.

® New Email Action

Mame

Mail Content

Descrption
[E-mail Action I
SMTP Server Port
|25
Mail to 0K

Cancel

Enter the e-mail destination information.

Name. Enter a unique name for this action.

Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in with the Name box.

SMTP Mail Server. Enter the IP address or Host (DNS) name of your email server
(SMTP mail host).

Port. Enter the port number that the SMTP server is installed on.

Mail To. Enter the email addresses you want to send the alert to. Email addresses
must be fully qualified. Two addresses may be entered, separated by commas (but no
spaces). The address should not contain brackets, braces, quotes, or parentheses.

Click Mail Content. Enter the content of the e-mail alert.

From. Enter the email address that will appear in the From field of the email that is
sent by the E-Mail action.

Subject. Enter a text message or edit the default message. You can use any of the
percent variable codes. (on page 115)

Message body. Enter a text message or edit the default message. You can use any of
the percent variable codes. (on page 115)

Click OK to save this action. The action now appears in the Action Library.
Assign the action to a device or a monitor, by using the procedure defined in:

Assigning an Action to a Device (on page 112)

Assigning an Action to a Monitor (on page 112)

Creating an SMS Action
Go to the Action Library:

1

In the WhatsUp Gold web interface, select Go > Configure > Action Library.
- Or -

From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

101



Ipswitch WhatsUp Gold v11
2 Inthe Action Library, do one of the following:
= Click New, then select SMS Action.
-or-
= Select an existing SMS Action, then click Edit.

The action properties page opens.

®  New SMS Action

Hame

Description
SMS action

Country

Prowdar
Mode:;
O Email O Diglup

Phone numbser

Message

Ok |
J
Charaters remaining | 160 Cancel F

3 Set the appropriate options.

= Name. Enter a unique display name to identify the SMS notification.

= Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in with the Name box.

= Country. Using the list box, select the country for the SMS provider.

= Provider. Using the list box, select the desired provider.

L Note: If the provider list is incomplete and/or incorrect, you can click the Providers button
to add, edit, or delete providers in this list.

= Connection Settings. Mode is either Email or Dialup, depending on how the Provider

was created in the system.

= Email to. If the connection setting is Email, enter the email address of the SMS device.
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= Phone Number. If the connection setting is Dialup, enter the phone number to call
with the message.

= Message. Enter a text message plus any desired percent variable codes (on page 115).
4 C(lick OK to save this action. The action now appears in the Action Library.
5 Assign the action to a device or a monitor, by using the procedure defined in:

= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)

Creating a WinPopup Action
1 Go to the Action Library:

* Inthe WhatsUp Gold web interface, select Go > Configure > Action Library.
- Or -

*  From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

2 Inthe Action Library, do one of the following:
= C(Click New, then select WinPopup Action.
-or-
= Select an existing WinPopup Action, then click Edit.

The Action Properties page opens.

#  New WinPopup Action

Hame
I

Description
[Winpepup Action

Destination

Message

3 Setthe appropriate options.
= Name. Enter an identifying name for this winpop action.

= Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in with the Name box.
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= Destination. Specify the Windows NT host or domain that you want to receive this
notification.

= Message. Enter a text message using percent variables (on page 115) if needed.

= Refresh. Click this button to refresh the Destination list. This populates the list with
all of the targets you can choose to send a winpop action to.

4 Click OK to save this action. The action now appears in the Action Library.
5 Assign the action to a device or a monitor, by using the procedure defined in:

= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)

Creating a Syslog Action
1 Go to the Action Library:

* Inthe WhatsUp Gold web interface, select Go > Configure > Action Library.
- Or -

= From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

2 Inthe Action Library, do one of the following:
= Click New, then select Syslog Action.
-or-
= Select an existing Syslog Action, then click Edit.

The action properties page opens.

#  New Syslog Action

Hame

I

Description

[Syslag Action

Syslog senver Forl

| 514

Message
[

3 Set the appropriate options.
= Name. Enter a name for the action. This will appear in the Action Library.

= Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in with the Name box.

= Syslog Server. Enter the IP address of the machine that is running the Syslog server.

= Port. Enter the UDP port that the Syslog listener is listening on. The default port is 514.
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= Message. Enter a text message to be sent to the Syslog server. This message may
include notification variables (on page 115). The Syslog message box limits input to
511 characters. If notification variables are used, then the message that actually gets
sent will be limited to 1023 bytes, in order to comply with the Syslog protocol. Non-
visible ASClI characters such as tabs and linefeeds will be replaced by space
characters.

4 Click OK to save this action. The action now appears in the Action Library.
5 Assign the action to a device or a monitor, by using the procedure defined in:

= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)

Creating a Text-to-Speech Action
1 Go to the Action Library:

= Inthe WhatsUp Gold web interface, select Go > Configure > Action Library.
- or -

=  From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.
2 Inthe Action Library, do one of the following:

= C(Click New, then select Text-to-Speech Action.
- or -
= Select an existing Text-to-Speech Action, then click Edit.

The action properties page opens.

& Now Taxtts Speoch Action

Hame
|

Description
[Text to speech action

Speak Rate

0 W
Volume:

50 b
ldessage

Cancel
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3 Set the appropriate options.

Name. Enter a unique name for this action.

Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in with the Name box.

Speak Rate. Select how fast the voice speaks the message.
Volume. Select the volume of the message.

Message. Enter any text message you want audibly repeated. Your own text can be
used in addition to percent variables (on page 115).

4 Click OK to save this action. The action now appears in the Action Library.
5 Assign the action to a device or a monitor, by using the procedure defined in:

Assigning an Action to a Device (on page 112)

Assigning an Action to a Monitor (on page 112)

Creating a Program Action
1 Go to the Action Library:

In the WhatsUp Gold web interface, select Go > Configure > Action Library.
- or -

From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

2 Inthe Action Library, do one of the following:

Click New, then select Program Action.
- Or -
Select an existing Program Action, then click Edit.

The action properties page opens.

#  New Program Action

Hame
I

Description
[Pragram Action

Program file name

Working path

Program argurmeants
|
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3 Set the appropriate options.

= Name. Enter a name for the action you are creating. This is the name that appears in
the Action Library.

= Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in with the Name box.

= Program filename. Enter the executable name of the application you want to launch.
Use the folder button to help you do this.

=  Working path. Specify a directory where the working files for the application are
stored. Use the folder button to help you do this. The working path is located on the
server where WhatsUp is running.

* Program arguments. Enter any percent variables (on page 115) you want to pass to
the specified program.

4 C(lick OK to save this action. The action now appears in the Action Library.
5 Assign the action to a device or a monitor, by using the procedure defined in:

= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)

Creating an Active Script Action
1 Go to the Action Library:

* Inthe WhatsUp Gold web interface, select Go > Configure > Action Library.
- or -

*  From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

2 Inthe Action Library, do one of the following:
= Click New, then select Active Script Action.
- or‘ -

= Select an existing Active Script Action, then click Edit.
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The action properties page opens.

. New Active Script Action ﬁlﬁl
Name
Deschption
|Active script action
Timeout (seconds) Scrpt fype
|10 VBScript v
Script text
"Sending log message to the WhatsUp Event Viewer
Context.LogMessage "Checking ActionTypeN =" ¢ Context.GetProperty
{"ActionTypeName™)
Context.NotifyProgress "Checking ActionTvpeNames=" + Cc:t:xtIE::F:sP:rtI

("AsticonIlypelame")

‘Set the zresult code of the check (0=Success, l=Error)
Context.SetResult 0, "No error®

3 Set the appropriate options.
= Name. The name of the action as it appears in the Action Library.
= Description. The description of the action as it appears in the Action Library.

= Timeout. The amount of time (in seconds) WhatsUp Gold should wait for the action
script to run.

T
L Note: Though the maximum timeout is 60 seconds, you are highly discouraged from using a

timeout longer than the default of 10 seconds. You are encouraged to use the shortest
timeout possible.

= Script type. VBScript or JScript.

= Script text. Write or insert your action code here.
4 (Click OK to save this action. The action now appears in the Action Library.
5 Assign the action to a device or a monitor, by using the procedure defined in:

= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)
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Creating a Web Alarm Action
1 Go to the Action Library:

In the WhatsUp Gold web interface, select Go > Configure > Action Library.
- or -

From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

2 Inthe Action Library, do one of the following:

Click New, then select Web Alarms Action.
-or-
Select an existing Web Alarms Action, then click Edit. The Action Properties page
opens.
® New Web Alarm Action x|

Hame
I

Description
[Web Alarm Action

Message
[ Play Sound
Sound file name

Cancel

3 Set the appropriate options.

Ty

Name. The name identifies the Web Alarm action in the Action Library list.

Description. A short description of the action. The description appears in the Action
Library list.

Message. Enter a short message to send to the visual cue part of the Web Alarm in the
web interface.

Play Sound. Select this option to play the sound file whenever a web alarm action is
fired. Clear this option to only have the visual cue appear in the Web Interface.

Sound file name. Select a sound file that has been installed in your \Program
Files\Ipswitch\WhatsUp\HTML\1033\NMconsole\WebSounds directory. Custom
sounds added to this directory appear in the drop-down list.

Note: For Web Alarms to work properly, your browser must support embedded sound files.

4 (lick OK to save this action. The action now appears in the Action Library.
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5 Assign the action to a device or a monitor, by using the procedure defined in:

Assigning an Action to a Device (on page 112)

Assigning an Action to a Monitor (on page 112)

Creating a Service Restart Action
1 Go to the Action Library:

In the WhatsUp Gold web interface, select Go > Configure > Action Library.
- or -

From the main menu bar of the WhatsUp Gold console, select Configure > Action
Library.

2 Inthe Action Library, do one of the following:

Click New, then select Service Restart Action.
- or -
Select an existing Service Restart Action, then click Edit.

The action properties page opens.

®  New Service Restart Action E|E|

Hame
| hg

Description
Senace Restart Action

Hgst

User name: ([domain\usemame)

Password

Senice

Command
Stan .

3 Set the appropriate options.

Name. Enter the name of the action as you would like it to appear in the Action
Library.

Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in the Name box.

Host. Click the browse button to select the desired host from your Network
Neighborhood.

User name (domain\username). Enter a user login to use with this monitor. In order
to monitor the service on another machine, the WinEvent monitor has to be



CHAPTER 8 Using Actions

configured with the correct user name and password and a user account that belongs
to the administrators group on the remote machine. If a domain account is used, then
the expected user name is domain\user. If the device is on a workgroup, there are two
possible user names: workgroup name\user or machine name\user. No user name and
password is needed for local services (services on the machine where WhatsUp Gold
v11is running).

= Password. Enter the password for the login used above. To monitor NT services on a
XP machine with an account that has empty password, the XP's Local Security
Settings might have to be modified. From Administrative tools > Local Security
Settings, click on Security Settings > Local Policies > Security Options. Then right
click on the setting: Account: Limit local account use of blank passwords to
console logon only and click Properties, and select Disable.

= Service. Click the browse button to select the desired service associated with your
host.

= Command. Use the list box to select either Start or Stop, depending on whether you
want the associated alert to Start or Stop the service you have selected.
4 Click OK to save this action. The action now appears in the Action Library.
5 Assign the action to a device or a monitor, by using the procedure defined in:
= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)

Testing an Action

After an action has been created, you can test that action to make sure it works properly.

To test an action:

1 Select Configure > Action Library. The Action Library appears.
2 Inthe Action Library, select the action you want to test.

3 C(lick Test.

4 Review the action in the Action Progress dialog.

Deleting an Action

Actions that were added at the device or monitor level can be removed by selecting the
action in the Actions dialog of the Device or Monitor Properties, and clicking Remove. This
does not effect any other item in the database.

If you have assigned action policies to your devices, you can remove the action from the
policy itself.
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To remove an action from the database completely, you must access the Action Library,
select the action and click Delete. When an action is removed from the Library, it is also
removed from all items configured to use that action.

Assigning an Action to a device

You can assign one or more individual actions to a device, or assign an action policy that may
contain multiple actions used across your device list.

To assign actions to a device:

Right-click a device, then click Properties. The Device Properties dialog opens.

Click Actions. The Actions dialog opens.

Select the Apply individual actions option.

Click Add to access the Action Builder wizard.

Follow the directions in the Action Builder wizard.

At the end of the wizard, click Finish to add the action to the device.

If you need to add more actions to the device, click Add and repeat these directions.
When you have completed adding actions, click OK.

W NGO WV hHh WN =

To assign an action policy to a device:

1 Right-click a device, then click Properties. The Device Properties dialog opens.
2 Click Actions. The Actions dialog opens.

3 Select the Apply this Action Policy option.
4

Select the action policy you want to use for this device. If you need to create a new
action policy first, click Add to access the Action Builder dialog.

5 Click OK to save the changes.

After an action has been added to the device, the action fires when that device reaches the
specified state.

Assigning an Action to a monitor

You can assign one or more individual actions to a monitor, or assign an action policy that
may contain multiple actions.

To assign an action to an Active Monitor:

TR
Note: During the configuration of a new monitor, you are presented with the Action Builder
as part of the wizard. The following set of directions is for existing monitors.

1 Right-click the device the Active Monitor is configured on, then click Properties. The
Device Properties dialog opens.
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Click Active Monitors. The Active Monitors dialog opens.
Double-click the monitor you want to add actions to.
Go to the Actions properties:

= Inthe web interface, in the Active Monitor Properties wizard, click Next.
- or -

= Inthe console, in the Active Monitor Properties dialog, select Actions.

Select the Apply individual actions option.

Click Add to access the Action Builder wizard.

Follow the directions in the Action Builder wizard.

At the end of the wizard, click Finish to add the action to the monitor.
If you need to add more actions to the monitor, click Add and repeat these directions.

0 Click OK after all actions have been added.

To assign an action policy to an Active Monitor:

T

w

6

7

Note: During the configuration of a new device, you are presented with the Action Builder as
part of the wizard. The following instructions are for existing devices.

Right-click the device the Active Monitor is configured on, then click Properties. The
Device Properties dialog opens.

Click Active Monitors. The Active Monitors dialog opens.
Double-click the monitor you want to add actions to.
Go to the Actions properties:

= Inthe web interface, in the Active Monitor Properties wizard, click Next.
- or -
= Inthe console, in the Active Monitor Properties dialog, select Actions.

Select the Apply this Action Policy option.

Select the action policy you want to use for this device. If you need to create a new
action policy first, click the browse button to access the Action Policies dialog.

Click OK to save the changes.

To assign an action to a Passive Monitor:

1

Right-click the device the Passive Monitor is configured on, then click Properties. The
Device Properties dialog opens.

Click Passive Monitors.

Double-click the monitor you want to add actions to. The Passive Monitor Properties
open.

Go to the Actions properties:
* Inthe web interface, in the Passive Monitor Properties wizard, click Next.
- or -

= Inthe console, the Passive Monitor dialog opens.
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Click Add to access the Action Builder wizard.

Follow the directions in the Action Builder wizard.

At the end of the wizard, click Finish to add the action to the monitor.

If you need to add more actions to the monitor, click Add and repeat these directions.
Click OK after all actions have been added.

Note: You cannot assign an Action Policy to a Passive Monitor.

After an action has been added to the monitor, the action fires when that state reaches the
assigned down state.

Creating a Blackout Period
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You can create a Blackout period to have WhatsUp Gold suspend specific actions during the
scheduled period of time. Use this feature to keep from sending a notification to someone
who is on vacation, or to keep from sending email when there is no one to receive it.

To create a Blackout period:

1
2
3

Access the Action Builder Wizard.
Within this wizard, click the Blackout period button.

On the Weekly Blackout Schedule dialog, set the times you want the blackout to occur.
The schedule that is set is repeated weekly.

Click OK.
Complete the wizard.



Percent Variables

Active Monitor Variables

$ActiveMonitor.Argument

$ActiveMonitor.Comment

%$ActiveMonitor.Name

$ActiveMonitor.NetworkInterfaceAddress

$ActiveMonitor.Payload

%ActiveMonitor.State

CHAPTER 8 Using Actions

Description

SNMP instance number. This is only used when an
action is associated directly with an active monitor,
and not the device as a whole.

The human readable name that coincides with the
network switch This is only used when an action is
associated directly with an active monitor, and not
the device as a whole.

The name of the active monitor that fired an action.
This is only used when an action is associated
directly with an active monitor, and not the device as
awhole.

IP address for the network interface. This is only used
when an action is associated directly with an active
monitor, and not the device as a whole.

The payload returned by a WMI, Exchange, SQL, or
SNMP active monitor. This is only used when an
action is associated directly with an active monitor
and not the devices as a whole.

The Current status of the monitor, such as "Down at
least 5 min." This is only used when an action is
associated directly with an active monitor, and not
the device as a whole.

Device Variables Description

%$Device.ActiveMonitorDownNames List of down services using the abbreviated name if
available.

%Device.ActiveMonitorUpNames Full service names of all UP monitored services on a
device.

$Device.Address IP address (from device properties).
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$Device.Attribute. [Attribute

Name ]

%Device.
%Device.
%Device.
%Device.
%Device.

%Device.

%Device.

$Device.

DatabaseID
DisplayName
HostName
Notes
SNMPOid

State

Status

Type

Returns an attribute from the SNMP information available
for the device, such as the Contact name. To specify the
attribute, append the category name (listed below) to the
end of the variable. For example:
%Device.Attribute.Contact, returns the contact
name.

Default categories:

- * Returns all attributes

-Info1. Upgrade path from v8

- Info2. Upgrade path from v8

- Contact. Contact information from SNMP

- Location. Location information from SNMP

- Description. Description information from SNMP

- Custom. If you have created a custom attribute you can
use the name of that custom attribute in the percent
variable.

Example:

%Device.Attribute.Phone
%Device.Attribute.RackPosition

To avoid an error, when placing %Device.Attribute in
quotation marks, place a space between the last letter and
the closing quotation mark.

Example:
"%Device.Attribute.Contact"; correct

"%Device.Attribute.Contact"; incorrect

Returns the database ID of a device.

Display Name (from General of device properties)
Host Name (from General of device properties)
Notes. (Notes are from the device properties Notes)
SNMP Object identifier.

The state's description (such as "Down at least 2 min" or
"Up at least 5 min")

This shows the name of the active monitor, preceded by
the device state id : 10|DNS

Device Type (from General of device properties)



Passive Monitor Variables

$PassiveMonitor.DisplayName

$PassiveMonitor.LoggedText

%PassiveMonitor.Payload. *

$PassiveMonitor.Payload.EventType

System Variables

%System.Date

$System.DisplayNamesDownDevices

%System.DisplayNamesDownMonitors

%$System.DisplayNamesUpDevices

%System.DisplayNamesUpMonitors

%System.InstallDir
%System.NumberofDownDevices
%$System. NumberOfDownMonitors
sSystem.NumberofUpDevices
sSystem.NumberOfUpMonitors

$System.Time

CHAPTER 8 Using Actions

Description

The name of the monitor as it appears in the Passive
Monitor Library.

Detailed Event description. (SNMP traps - Returns the full
SNMP trap text.) (Windows Log Entries - Returns
information contained in the Windows Event Log entries.)
(Syslog Entries - Returns the text contained in the Syslog
message.)

Payload generated by a passive monitor.

The type of passive monitor (Syslog, Windows Event, or
SNMP Trap)

Description

The current system date. Configure the date format in
Regional Options (from Program Options)

Display names of devices with down monitors

Shows the name of a device and each monitor that is
down on that device. The format of the response is 'device
name"'monitor 1','monitor 2',"..."

Example: ARNOR: FTP, HTTPS, Ping
Display names of up devices

Shows the name of a device and each monitor that is up
on that device. The format of the response is 'device
name"'monitor 1','monitor 2',"..."

Example: ARNOR: FTP, HTTPS, Ping

Displays the directory on which WhatsUp Gold is installed
Number of down devices on your network

Shows the number of down monitors on your network
Number of up devices on your network

Shows the number of up monitors on your network

The current system time. The format is hh:mm:ss
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About Action Policies

You can use Action Policies to stack multiple actions together in a single policy. You can then
assign the action policy to any device or monitor. If you later need to edit an action, you can
edit the action policy and the changes will be applied to all of the devices that use that
particular action.

For more information see:

= Creating an Action Policy (on page 118)
= Editing Action Policies (on page 119)
= |mplicit Action Policy (on page 119)

Creating an Action Policy

This feature gives you the ability to stack multiple actions together in a single policy. You can
then assign those actions to any device or monitor in your device list. Once assigned, you can
edit the policies in the Action Policies dialog without having to make changes to all of the
devices that use that particular action.

To create an action policy:

1 From the menu bar, select Configure > Action Policies. The Action Policies dialog
opens.

2 Onthe Action Policies dialog, click New.

3 Inthe New Action Policy dialog, enter a name in the Policy name box. This name is used
to identify the policy later, so you should make sure the name is something that will
help you remember what is contained in that policy.

4 C(lick Add. The Action Builder wizard appears.

5 Follow the directions in the wizard.

6 Click Finish at the end of the wizard to add the action to the policy.

7 Add as many actions as you need to complete the policy. You can move actions up and

down in the list by clicking the Up and Down buttons above the action list.

If you select Only execute first action, WhatsUp Gold executes the actions in the list,
starting at the top, and stops as soon as an action successfully fires.

8 Once all of the actions have been added, click OK to create the policy and add it to the
active list.

9 Assign the action policy to a device or monitor by using the procedure defined in:
= Assigning an Action to a Device (on page 112)

= Assigning an Action to a Monitor (on page 112)

Note: During Device Discovery, you can assign an existing action policy (if one has been
created previously), create a simple action policy through a wizard, or access the Action
Policy Editor to create an action policy yourself.
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Editing Action Policies

When you make changes to an action policy, you change the operation of all items that are
currently assigned to use the policy.

To edit an action policy:
1 From the main menu, select Configure > Action Policies. The Action Policies dialog

opens.

2 Onthe Action Policies dialog, select the policy you want to edit.
3 Click Edit.

4 Make changes to the policy as necessary.

5 Click OK.

Implicit Action Policy

With the Implicit Action policy, WhatsUp Gold automatically assigns actions to all devices in
your database. There is no way to opt out of the Implicit Action policy, so any action in that
policy will be used by all devices. The Implicit Action Policy is not used for active monitors,
just devices.

The Implicit Action policy is configured and can be edited through the Action Policies dialog.
If at any time during the normal operation of WhatsUp Gold you notice that actions are firing
and you cannot find the action associated to the down device or monitor, remember to check
the Implicit Action Policy too.

About Acknowledgements

When a device state changes, regardless of any action that has been placed on the device,
WhatsUp Gold uses the Acknowledgement feature to make you aware that a state change
occurred. In the device list, the name of the device appears in bold, and in the map view, the
device name appears on a black background.

After the device is in Acknowledgement mode, it will remain until you actively acknowledge
it.

Acknowledging a device state change does not keep that device from firing actions. To stop a
device from firing actions, you must put the device into maintenance mode (on page 88).

To acknowledge a state change:

= Select the device or devices you want to acknowledge and right-click on a selected item.
In the right-mouse menu, select Acknowledge.
- Or -

= Access the State Change Acknowledgement report and select the devices you want to
acknowledge. After the devices are selected, click Clear to remove the devices from the
report, thereby acknowledging the state change.
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Example: getting an E-Mail Alert when the web server fails

This example shows how to set up monitoring of your web server so that you get an email
alert when the web server fails, or when web content is not available.

First, you need to set up the monitors for your web server. Then, create an email action and
assign it to the monitors. Both tasks can be done within a wizard.

1 Open device properties for your web server device, then select the Active Monitor
properties.

2 Click Add. The Active Monitor Properties wizard opens.

3 Use the wizard to add the HTTP active monitor to your web server device. This monitor
checks that HTTP (port 80) is active.

a) On the Select Active Monitor Type screen, select HTTP, then click Next.
b) On the Set Polling Properties screen, click Next.

¢) On the Setup Actions for Monitor State Changes screen, select Apply individual
actions, then click Add.

d) On the Select or Create Action screen, select Create a new action, then click Next.
e) On the Select Action Type screen, select E-Mail Action, then click Next.
f) On the Select State Change screen, click Finish.

g) On the New Email Action screen, then enter the information as shown:

® New Email Action

Mame:
IMailtoWebmaster Mail Content. .. ]

Description:
|E-mai| Action

SMTP Server: Port:

1192.168.5.5 25

Mail to: [ ok |
|webmaster@‘fnurl]nmain.cnm [ Cancel ]
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h) Click Mail Content, then enter the information as shown:

& Edit Mail Content

Erom:
|WhatsUpPrn@Ynuanmain.com

Subject

|%Devi|:e.Type is %Device State (%aDevice HostMame).

Message body:

jiDevice.ActiveMonitorDownNames is %Dewvice.State on %
Device.Type: %Device.HostName (%(Device.hddress)..

Details:

Monitors that are down include: %
Device.hActiveMonitorDownNames

Monitors that are up include: %Device.ActiveMonitorUpNames

Note=s on this device (from dewvice property page):
tDevice.Notes

This mail was sent on 5ystem.Date at $¥5ystem.Time
Ipswitch WhatsUp Gold

i) Click Ok to save changes and return to the previous screen. Click Ok again to return to

the Setup Actions for Monitor State Changes screen. Click Finish.

Use the same wizard to add the HTTP Content active monitor. This monitor checks that
the web server returns some valid content in response to an HTTP request.

a) On the Select Active Monitor Type screen, select HTTP Content, then click Next.
b) On the Set Polling Properties screen, click Next.

¢) On the Setup Actions for Monitor State Changes screen, select Apply individual
actions, then click Add.

d) On the Select or Create Action screen, select Select an action from the Action
Library, then click Next.

e) On the Select Action and State screen, select MailtoWebmaster, then click Finish to
save the changes and return to the Setup Actions for Monitor State Changes screen.

f) Click Finish.

The two active monitors and resulting e-mail action are now enabled. When the web
server is down for more than 2 minutes, HTTP active monitor will fail, triggering the e-
mail action, which sends an e-mail message similar to the following:

If the web server could not return web content, the e-mail action would report:

along with any details or notes specified in the action.
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Using Active Monitors

In This Chapter

Active Monitors overview

About Monitors and Actions

Assigning Active Monitors

Deleting Active Monitors

Group and Device Active Monitor reports

Example: monitoring network printer toner levels.........coverrrerenne

Expression Editor

Using Active Script Monitor

Active Monitors overview

Active Monitors query network services installed on a device, then wait on the response. If a
response is not received or if the response does not match what is expected, the service is
considered down, and a state change occurs on the device. If the query is returned with the
expected response, the service is considered up. The following Active Monitor types are

available in WhatsUp Gold:

=  DNS Monitor

= NT Service Monitor

= Ping Monitor

= Active Script Monitor

= SNMP Monitor

= TCPIP Monitor

= Telnet Monitor

= WMI Monitor (WhatsUp Gold Premium)

= Microsoft® Exchange™ and Microsoft SQL Server Monitor (WhatsUp Gold Premium)

Note: There are several types of TCPIP Monitors that are configured using the same dialog.
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129
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138
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About Monitors and Actions

The Monitors and the Action systems work together in WhatsUp Gold to help you stay
informed about what is happening on your network and the devices connected to your
network. It is a cooperative relationship that can be configured to go well beyond the default
setting included with the installation of the product. With some helpful examples and some
creativity, a network administrator should be able to tailor the Monitors and Actions systems
to watch over all of theirimportant devices and troubleshoot problems that may arise.

Using Monitors and Actions

There are a few things to think about when you set up your Actions and Monitors. These will
help you maximize the usefulness of the features and minimize problems.

Actions Coverage. Set up your notification actions so that only the people that have to
be notified are sent the alert. Consider creating vacation Action types that will not send
alerts to people who cannot do anything about it.

Understanding SNMP. It will take a little research, but when you find out which of your
networked devices have SNMP capabilities, you can configure Monitors to listen for all
types of information and trigger an Action accordingly.

Security Features. Pay careful attention to your devices and services that are critical to
the network security.

Network Resources. WhatsUp Gold can be configured to perform an Action when your
network resource availability diminishes across a certain threshold.

Assigning Actions to Devices or Monitors. Assign actions to the device if you only want
one notification when the device goes down. Assign an action to a specific Active Monitor
if it requires special attention.

About the Active Monitor Library

The Active Monitor Library is the central storehouse of all Active Monitors that have been
configured for your network. When changes are made to the Active Monitors listed in this
dialog, the changes affect each instance of that particular monitor across your device groups.
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Access the Active Monitor Library from the main menu of the WhatsUp Gold. In the web
interface, click Go > Configure > Active Monitor Library.

@ Active Monitor Library

MName Description Type s [ Mew... ]
'E_ DNS Domain Name Service DNS Monitor &]
Echo TP E . o .
== CF Echo Monitor TCRIP Monitor
=ﬁ=FTP File Transfer Protocol (FTP Server) TCPIP Monitor
=ﬁ=HTTP Hypertext Transfer Protocol (Web Server) TCPIP Monitor
==HTTP Content HTTP Content Monitor TCPIP Monitor
=ﬁ=HTTPS Secure Hypertext Transfer Protocol (Web Server)  TCPIF Monitor
=ﬁ=|MAP4 Internet Message Access Protocol V4 TCRIP Monitor
| nterface SNMP Intertace Monitor SNMP Monitor
=ﬁ=NNTP MNetwork News Transfer Protocol TCRIP Monitor
Hy Ping Test accessibility Ping Monitor
5=FOP3 Post Office Protocol V3 TCPIP Monitor
:ﬁ:Radius Radius Monitor TCPIP Monitor |
=ﬁ=t‘MTP Simple Mail Transfer Protocol (E-mail server) TCPIP Monitor
| SHMP Test availability of SNMP SNMP Monitor [,
- Dl

This dialog is used to configure new or existing Active Monitor types. The list shows all types
currently configured for use in WhatsUp Gold.

= Click New to configure a new type.

= Select an existing type, then click Edit to change the current configuration of a type.

= Select an ActiveMonitor type, then click Copy to make a copy of that type and add it to
the list.

= Select an Active Monitor type, then click Delete to remove it from the list.

= Inthe WhatsUp Gold console, you can select an Active Monitor, then click Test to test the
selected Active Monitor on a device.

Supported Active Monitors

The following is a list of all of the Active Monitor types that are supported by WhatsUp Gold.

= Active Script Monitor. The Active Script Monitors let you write either VBScript or JScript
code to perform a check on a device. If the script returns an error code, the monitor is
considered down.

Note: Please be aware that Ipswitch does not support the scripts that you create, only the
ability to use them in the Active Script Monitor.

= DNS Monitor. The DNS monitor is a simple service Monitor that checks for the DNS
(Domain Name Server) on port 53. If no DNS service responds on this port, then the
service is considered down.
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SNMP Monitor. The Simple Network Management Protocol is the protocol governing
network management and monitoring of network devices and their functions. This
monitor queries the SNMP device and tries to match the expected returned value.

Telnet Monitor. Telnet is a simple service monitor that checks for a Telnet server on port
23. If no telnet service responds on this port, then the service is considered down.

Ping Monitor. The Ping monitor sends an ICMP (ping) command to the device. If the
device does not respond, the monitor is considered down.

TCP/IP Monitor. The TCP/IP monitor is used to monitor a TCP/IP service that either does
not appear in the list of standard services or uses a non-standard port number.

NT Service Monitor. The NT Service Monitor lets you check the status of a service on an
Windows machine and attempts a restart of the service (if the appropriate Administrator
permissions exist).

Note: A running Windows Management Instrumentation (WMI) service on the targeted
machine is required for this NT Service Monitor to work properly. Windows 2000 Service Pack
2 or higher, XP, and 2003 are installed with the WMI service. WMI is not installed with
WhatsUp Professional, but can be downloaded from Microsoft and installed on Windows NT.

WhatsUp Gold Premium supports additional Active Monitor types:

Microsoft® Exchange™ and Microsoft SQL Server Monitor lets you manage the
availability of key application services, rather than just the network visibility of the host
server.

General application monitoring using Microsoft's WMI lets you monitor any
performance counter value and trigger an alarm if the value changes, goes out of range,
or undergoes an unexpected rate of change.

For more information, see Using Ipswitch WhatsUp Gold v11 Premium Edition (on page 243).

Assigning Active Monitors

126

There are two steps in assigning an Active Monitor to a device. The first is to configure the
Active Monitor in the Active Monitor Library, and the second is to add that Monitor to a
device. For most users, the default configuration is sufficient and there is no need to make
any changes to the Active Monitors in the library.

To configure an Active Monitor:

1

From the web interface main menu, click Go > Configure > Active Monitor Library to
view the Active Monitor Library.
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2 Click New to configure a new Active Monitor,

_or_

Select a monitor from the list and click Edit to make changes to an existing configuration.

The configuration dialog for the selected monitor type opens.

After you make the necessary changes, click OK to add the monitor to the list, or to save

the changes you made to one already on the list.

To add an Active Monitor to a device:

There are a number of ways to assign Active Monitors to devices:

1

Select the Active Monitors you want to scan for during Device Discovery. When you

select the discovered devices and add them to your database, WhatsUp Gold creates a

monitor for each network service found.

In the Device Properties Active Monitor dialog, click Discover. WhatsUp Gold scans the

device and creates a monitor for each network service found.
Manually assign an Active Monitor to the device:

a) Inthe Device Properties Active Monitor dialog, click Add. The Active Monitor
Properties dialog opens.

b) Select the Active Monitor type you want to assignto the device, then click Next.
¢) Setthe polling properties for the monitor, then click Next.
d) Setup actions (on page 112) for the monitor state changes.

e) Click Finish to add the monitor to the device.
Add when you create a new device:

a) Inthe console click File > New > New Device. The Add New Device dialog opens.

_or_

In the web interface click Go > Devices > New Device. The Add New Device dialog

opens.

b) Click Advance. The Device Discovery Properties dialog opens.

¢) Inthe Select Active Monitors to be used in the scan process section, select the

Active Monitors type you want to assign to the device.

d) Click OK.
Use Bulk Field Change to add an active monitor to multiple devices:

a) Select the devices in the device list, then right-click on one of the selected items.
b) From the right-mouse menu, select Bulk Field Change > Active Monitor.
c) Select the active monitor type you want to add.

d) Click OK.
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Deleting Active Monitors

128

Unless you are absolutely sure you need to remove an Active Monitor Type from the Active
Monitor Library, you should never have to delete an item from this list. If you do, and you find
you need it later, you will have to configure it completely again. This includes the default
types that were added during initial installation of WhatsUp Gold. We recommended that you
only delete the custom monitors that you create.

‘I
Caution: When you remove an active monitor type from the library, all active monitors of
that type are deleted from the devices you are monitoring, and all related report data is lost.

The best course of action is to remove the monitors at the device level or to disable the
monitor by clearing the selection on the Device Properties.

To remove a monitor from a device:
1 Right-click the device you want to remove the monitor from, then click Properties. The
Device Properties dialog opens.

2 C(lick Active Monitors. The Active Monitors attached to the selected device displays in
the list.

3 Select the monitor you want to remove.

4 Click Remove. A warning dialog opens, stating that all data for that monitor will be
deleted if the monitor is removed.

5 Click Yes to remove the monitor.
I

Note: If you want to stop monitoring an Active Monitor on a device, but want to keep the
historical data, then you must disable the monitor instead of deleting it from a device.

Using the Bulk Field Change feature

To remove an active monitor from multiple devices:
1 Select the devices in the Device View or Map View, then right-click on one of the
selected items. The context menu opens.

2 Select Bulk Field Change > Active Monitor. The Bulk Field Change: Active Monitor
dialog box opens.

3 Inthe Operation list, click Remove.
4 In the Active Monitor type list, select the active monitor that you want to remove.
5 Click OK to remove the monitor from the selected devices.
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Group and Device Active Monitor reports

The following reports display information for devices or device groups that have active
monitors configured and enabled. Access these reports from the Reports tab on the web
interface.

State Change Acknowledgement
Active Monitor Availability
Active Monitor Outage

Health

State Change Timeline

State Summary

Device Status

Example: monitoring network printer toner levels

To avoid running out of printer ink in the middle of print jobs, or wasting toner by switching
toner cartridges before they are empty, through WhatsUp Gold you can create a custom
SNMP Active Monitor that will notify you when toner levels are low.

To configure the printer monitor:

1

From the WhatsUp Gold web interface, click Go > Configure > Active Monitor Library.
The Active Monitor Library dialog opens.

You need to create an Active Monitor for each printer type in use. It may be that the office
uses the same printer type in each office. In this example, we are using a Hewlett Packard
LaserJet 4050N. Check your network printers for their specific maximum capacity toner
levels.

Click New, select SNMP Monitor, then click OK. The Add SNMP Monitor dialog opens.

Enter a Name and Description for the monitor. For example, TonerMonitor and Toner
monitor for the Hewlett Packard LaserJdet 4050N.
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For the Object ID and Instance, click the browse (...) button; then locate and find the
prtMarkerSuppliesLevel (OID 1.3.6.1.2.1.43.11.1.1.9) SNMP object in the MIB object
tree. This SNMP object is found in the MIB tree at:

- mgmt
-mib 2
- printmib
- prtMarkerSupplies
- prtMarkerSuppliesEntry
- prtMarkerSuppliesLevel

4 Select Range of Values from the type drop down menu and enter 4600 (the maximum
capacity toner level) as the High value and 100 as the Low Value, then click OK. The
action will fail when the printer toner level reaches 99.

5 Test the newly created Active Monitor and make appropriate changes if needed.

6 Assign the Active Monitor to the printer device, click Device Properties > Active
Monitors.

7 Inthe Active Monitor dialog, click Add.

8 During the configuration wizard, create or select an action to notify you when the
printer’s toner levels are low.

9 Repeat steps 6-8 for each network printer that requires monitoring.

Expression Editor

WhatsUp Gold knows the proper connecting commands for checking the standard services
listed on the Services dialog box, but to monitor a custom service, you may want to specify
what commands to send to the service and what responses to expect from the service in
order for WhatsUp Gold to consider the service up. It is up to you to determine the proper
command strings to expect and send for a custom service.

You can use a rule expression to test a string of text for particular patterns.

Script Syntax

You create a script using keywords. In general the Script Syntax is Command=String.
Command is either Send, Expect, SimpleExpect, or Flow Control.

T
Note: A script can have as many send and receive lines as needed. However, the more you
have, the slower the service checking.

Keywords
= To send a string to a port, use the Send (on page 133)= keyword.

= To expect a string from a port, use the SimpleExpect (on page 134)= or the Expect (on
page 131)= keyword.
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= Tocomment outa line, use the # symbol as the first character of the line.

= To have conditional responses on "error" or "success" of a step within the scripts, use Flow
Control Keywords (on page 132).

Examples

If you have a TCP service to check where you needed to do the following:

= expect something on connection
= send acommand
= checkforaresponse

= send something to disconnect

Script Syntax: Expect=Keyword

This provides you a great amount of flexibility to accept variable responses and pick out only
the information you need. This is accomplished using special control characters and regular
expressions. If you do not need all this flexibility or are new to writing your own custom
TCP/UDP scripts then you may want to start off using the SimpleExpect (on page 134)
keyword first.

There are 4 variations of the Expect Keyword:

= Expect. Returns true when the expected value is matched.

= Expect(MatchCase). Only returns true when the case matches the expected value.

= DontExpect. Returns true when the value is not found.

= DontExpect(MatchCase). Returns true when the value is not found.

The Expect syntax has the form Expect=Response where the Response is either specified as
an exact text string or a mixture of regular expression rules (on page 136) and text. The
Add/Edit Expect Rule button will help you construct and test a regular expression response
string. It will automatically choose the variation of Expect for you based on options you select

in that dialog. The Add/Edit Expect Rule button does not aid in the generation of
SimpleExpect keywords.

WhatsUp Gold v7 or v8 users: The ~, #, | and = = codes have been replaced with variations
on the Expect keyword itself. Migrated definitions will be converted automatically.
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Example 1:

#

# Note: script comments start with a # character
#

# Send a simple text command

#

Send = Hello There

#

# Expect a nice response that begins with, "Hi, How are you"
#

Expect="Hi, How are you

Example 2:

#

# Send a command followed by CR/LF
#

Send=Select * from Accounts\r\n

#

# Expect a large response, but we only care to check that somewhere
# in the response John Doe is mentioned

#

Expect=John Doe

Example 3:
#
# Send a binary escape (27) and an x y and z and then a nak (21)

#

Send=\x1Bxyz\x15

#

# Expect something that does *not* contain 123 escape (27)

#
DontExpect=123\x1B

Script Syntax: Flow Control Keywords

The script language has been expanded to have conditional responses on "error" or "success'

of a step within the scripts. This is done by using the following keywords.

= [fState. This checks for the current state (ok or error) and jumps to a label if true.
Valid syntax: IfState {ERR|OK} label
Example:
IfState ERR End
IfState OK Bye

= Goto. Thisimmediately jumps to a label.
Valid syntax: Goto End
Example:
Goto End
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= Exit. This immediately ends the script with an optional state (ok or error). The optional
state overrides the current state.
Valid syntax: Exit {ERR|OK}
Example:
Exit ERR
Exit OK

= :Label. This defines a label that can be the target of a jump. A label is defined by a single
word beginning with the ":" character.
Valid syntax: :(with a name following)
Example:
Bye
= OnError. This allows for a global handling of an error situation
Valid Syntax: OnError {EXIT|CONTINUE|GOTO} label

Example:

OnError EXIT (Default behavior)
OnError CONTINUE

OnError GOTO Logoff

Script Syntax: Send=Keyword

To Send command on a connection, use a Send=keyword. The form is Send=Command. The
Command is exactly the message you want to send. You may use a combination of literal
characters and binary representations.

WhatsUp Gold understands the CO set of ANSI 7-bit control characters. A Binary can be
represented as \x##, where the ## is a hexadecimal value. Those familiar with the table may
also choose to use shorthand such as \A (\x01) or \W (\x17)

You can also use \r and \n as the conventions for sending the carriage return and line feed
control characters to terminate a line.

The following table shows the keywords you can use.

Keyword Description
\xH# Binary value in Hexadecimal. For example, \x1B is escape
A\ The "\" character

\t The tab character (\x09)

\r The return character (\xOD)

\n The new line character \x0A)

WhatsUp Gold versions 7 and 8 users: The %### decimal syntax for specifying binary octets
has been replaced with the \x## hexidecimal syntax. Migrated definitions will be converted
automatically.
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Example 1:

#

# Note: script comments start with a # character
#

# Send a simple text command

#

Send=Hello There

Example 2:

#

# Send a command followed by CR/LF
#

Send=Select * from Accounts\r\n
Example 3:

#

# Send a binary escape (27) an x y and z and then a nak (21)
#
Send=\x1Bxyz\x15

Script Syntax: SimpleExpect Keyword

The SimpleExpect Keyword lets you specify expected responses from your server. Responses
can even be binary (i.e. non-printable ASCII character) responses. If you know exactly (or even
approximately) what to expect you can construct a simple expect response string to match
against.

This keyword allows you some flexibility in accepting variable responses and picking out only
the information you need. If you need additional flexibility you may want to consider using
the regular expression syntax available in the Expect (on page 131) Keyword.

The SimpleExpect form is SimpleExpect=Response. Where the response is just a series of
characters you expect back from the service. The following table displays keywords that
match logic and wildcards to compare responses byte-by-byte expanding escape codes as
you go.

Command Options:

Keyword Description

\x## Binary value (in Hexidecimal) for example \x00 is null

Matches any character

\% The "%" character
\. The "." character
\\ The "\" character
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Note: Only the number of characters specified in the expect string are used to match the
response. The response is expected to start with these characters. Any extra trailing
characters received are just ignored.

Example 1:

#

# Note: script comments start with a # character
#

# Send=Hello There

#

# Expect a nice response

#

SimpleExpect=Hi, how are you?
Example 2:

#

# Send a command followed by CR/LF
#

Send=Select * from Accounts\r\n

#

# Expect a large response, be we only care to check that first word
# received is '"Customer"

#
SimpleExpect=Customer

Example 3:

#

# Send a binary escape (27) an x y and z and then a nak (21)
#

Send=\x1B\x15

#

# Expect any byte (we don't care) then an abc and an ack (6)
#

SimpleExpect=.abc\x06

Send to disconnect examples

For a service like FTP, this would be QUTIT/r/n. If a command string is not specified, the
connection is closed by sending a FIN packet and then an RST packet.

The /r (carriage return) and /n (line feed) are the conventions for sending these control
characters to terminate a string. You can use:

= /r = 0x0a
= /n = 0x0d
=/t

0x09 or /xnn where nn is any hexadecimal value from 00 to FF

The disconnect string is:

Send=QUIT/r/n
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Regular Expression syntax

This table lists the meta-characters understood by the WhatsUp Gold Regex Engine.

Matching a Single Character

Meta-character

dot

character class

negated character class

- dash

\ escaped character

\xnn binary character
Quantifiers
Meta-character

? question

* star

+ plus

??, +?2, *?

Matches

Matches any one character

Matches any character inside the brackets.
Example, [abc] matches "a", "b", and "c"

Matches any character except those inside the
brackets.

Example, [Aabc] matches all characters except "a", "b",
and "c".

See below for alternate use - the way A is used
controls its meaning.

Used within a character class. Indicates a range of
characters.

Example: [2-7] matches any of the digits "2" through
II7"‘

Example: [0-3a-d] is equivalent to [0123abcd]

Interpret the next character literally.
Example: 3\.14 matches only "3.14". whereas 3.14
matches "3234", etc.

Match a single binary character. nn is a hexadecimal
value between 00 and FF.

Example: \x41 matches "A"

Example: \xOB matches Vertical Tab

Matches

One optional. The preceding expression once or not
atall.

Example: colou?r matches "colour" or "color"
Example: [0-3][0-5]? matches "2" and "25"

Any number allowed, but are optional.
Example: .* Zero or more occurrences of any
character

One required, additional are optional.
Example, [0-9]+ matches "1","15","220", and so on

"Non-greedy" versions of ?, +, and *. Match as little as
possible, whereas the "greedy" versions match as
much as possible

Example: For input string <html>content</html>
<.*?> matches <html>

<.*> matches <html>content</html>



Matching Position

Meta-character

A

caret

$ dollar

Other

Meta-character

| alternation
(...) parentheses
\0, \1, backreference

! negation

Abbreviations
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Matches

Matches the position at the start of the input.
Example: A2 will only match input that begins with
II2"‘

Example: A[45] will only match input that begins with
II4" Or llSII

At the end of a regular expression, this character
matches the end of the input.
Example: >$ matches a ">" at the end of the input.

Matches

Matches either expression it separates.
Example: H|Cat matches either "Hat" or "Cat"

Provides grouping for quantifiers, limits scope of
alternation via precedence.

Example: (abc)* matches 0 or more occurrences of
the the string abc

Example: WhatsUp (Gold)|(Professional) matches
"WhatsUp Gold" or "WhatsUp Professional”

Matches text previously matched within first, second,
etc, match group (starting at 0).

Example: <{head}>.*?</\0> matches
"<head>xxx</head>".

The expression following ! does not match the input
Example: alb matches "a" not followed by "b".

Abbreviations are shorthand Meta-characters.

Abbreviation Matches

\a Any alphanumeric character: ([a-zA-Z0-9])
\b White space (blank): ([ \\t])

\c Any alphabetic character: ([a-zA-Z])

\d Any decimal digit: [0-9]

\D Any non decimal digit [A0-9]

\h Any hexadecimal digit: ([0-9a-fA-F])

\n Newline: (\r|(\r?\n))

\p Any punctuation character: ,./\';:"1?@#3$%N&*()[I{}- _=+|<>!~
\P Any non-punctuation character

\q A quoted string: (\"[A\"T*\")|(\'[A\T*\)
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\s WhatsUp Gold style white space character [ \\t\\n\\r\\\\v]
\S WhatsUp Gold style non-white space character [A \\t\\n\\r\\f\\v]
\w Part-of-word character ([a-zA-Z0-9_])
\W Non-word character ([Aa-zA-Z0-9_])
\z An integer: ([0-9]+)
Text string example
Example 1

To check an IRC (Internet Relay Chat) service, you can send the command Version/r/nand
the expected response from the IRC service is: irc.

Name: IRC; Port: 6667; TCP.
Send=Version/r/n
Expect=irc

Send=QUIT/r/n

—
Note: You can use Telnet (on page 138) to find the proper value for SimpleExpect, or an
Expect string for a particular service. Packet Capture tools can also be very useful.

Using Telnet to determine "Expect on Connect" string

Telnet to the desired port on the host when you are certain it is working properly, and see
what comes back. You can enter just an identifying portion of a SimpleExpect or Expect
keyword.

For example, if you expect to get "220 hostname.domain.com Imail v1.3" back from the host,
you could use "220 host" as a response string (i.e. SimpleExpect=220 host, or
Expect="220 host).

T
Note: Some services are based on binary protocols (such as DNS) and will not provide you

with a simple response string to use. You can use a packet capture tool to view these types of
responses.

Using Active Script Monitor

138

= The Active Script Monitors let you write either VBScript or JScript code to perform a check
on a device. If the script returns an error code, the monitor is considered down.
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Note: Please be aware that Ipswitch does not support the scripts that you create, only the
ability to use them in the Active Script Monitor.

= Name. The name of the monitor as it appears in the Active Monitor Library.
= Description. The description of the monitor as it appears in the Active Monitor Library.

= Timeout. The amount of time (in seconds) WhatsUp Gold should wait for a response to
the poll.

u Note: Though the maximum timeout is 60 seconds, you are highly discouraged from using a
timeout longer than the default of 10 seconds. You are encouraged to use the shortest
timeout possible.

= Script type. VBScript or JScript
= Script text. Write or insert your monitor code here.

= Use in discovery. Select this option to have the monitor appear in the Active Monitor list
during discovery. From there, you can select the monitor to have WhatsUp Gold discover
that monitor type in your devices.

This script monitor has a context object (on page 146) that you can use to poll for specific
information about the device in context.

We have provided several code samples (on page 139) for you to create useful active script
monitors for your devices.

Examples: Active Script Monitor context code

The following table lists several active script monitor context code examples that you can use
to create useful active monitors for your devices. To use these examples, select the text of the
context and then copy and paste the code into the Script text box of the Active Script
Monitor (on page 138) dialog.

T

Note: You may have to remove the copyright information from the cut and paste if it appears
when you copy from this help file.
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Monitor

How to return the
results of the script
back to WhatsUp Pro.

Note: This affects the
state of the device.

Logging a message to
the WhatsUp Gold
event viewer.

Note: In order to view
Context.LogMessage
entries, you must
have selected Debug
On in the event
viewer.

Accessing the Device
ID.

Accessing the IP
address of the device.

Accessing the device
credentials.

Note: All passwords
are decrypted.

Code

JScript:

Context.SetResult (0, "
Context.SetResult (1, "

VBScript:
Context.SetResult 1, "

Everything is OK"); //Success
Really big big error"); //Failure

Really big big error"

JScript:

Context.LogMessage ("This is the message");

JScript:

var nDeviceID = Context.GetProperty ("DeviceID");

JScript:
var sAddress = Context.GetProperty ("Address");

JScript:

var sV1ReadCommunity =
Context.GetProperty ("CredSnmpV1 : ReadCommunity") ;
var sV1WriteCommunity =
Context.GetProperty ("CredSnmpV1 :WriteCommunity") ;
var sV2ReadCommunity =
Context.GetProperty ("CredSnmpV2 : ReadCommunity") ;
var sVZ2WriteCommunity =
Context.GetProperty ("CredSnmpV2 :WriteCommunity") ;
var sV3UserName = Context.GetProperty ("CredSnmpV3:Username") ;
var sV3Context = Context.GetProperty ("CredSnmpV3:Context") ;
var sV3AuthPassword =

Context.GetProperty ("CredSnmpV3:AuthPassword") ;
var nV3Authprotocol =

Context.GetProperty ("CredSnmpV3:AuthProtocol") ;
var sV3EncryptPassword =

Context.GetProperty ("CredSnmpV3:EncryptPassword") ;
var nV3EncryptProtocol =

Context.GetProperty ("CredSnmpV3:EncryptProtocol") ;
var sNTUsername =
Context.GetProperty ("CrediWindows : DomainAndUserid") ;
var sNTPassword =

Context.GetProperty ("CrediWindows : Password") ;



Accessing the
WhatsUp Pro
database.
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This sample uses the device ID in context and access the 'Device' table.
JScript:

// Get the Open DB connection from the Context NameSpace
var oDb = Context.GetDB;

if (null == oDb)

{

Context.SetResult( 1, " Problem creating the PRO DB object");

}

else

{

// Get the device ID

var nDeviceID = Context.GetProperty ("DeviceID");

// Retrieve all columns for this device.

var sSgl = "SELECT * from Device WHERE nDeviceID = " +

nDevicelD;

var oRs = oDb.Execute (sSql) ;

if ( 'ORs.EOF )

{
// Display various columns in the debug log (Event Viewer) .
var sDisplay;

sDisplay = "" + oRs ("sDisplayName") ;
Context.LogMessage ("Display Name=" + sDisplay);
sDisplay = "" + oRs ("nWorstStateID");
Context.LogMessage ("WorstStateID=" + sDisplay);
sDisplay = "" + oRs ("sNote");
Context.LogMessage ("Note=" + sDisplay);
sDisplay = "" + oRs("sStatus");

Context.LogMessage ("Status=" + sDisplay);

}
Context.SetResult( 0, " ok") ;

}
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Use WMI to see who is You can set the monitor to be down if the logged on user is not the expected

currently logged on a
device.

user. If no one is logged in, then it's also assumed up.
VBScript:

sComputer = Context.GetProperty ("Address")
nDeviceID = Context.GetProperty ("DeviceID")

'Assuming ICMP is not blocked and there's a ping monitor on
the device, we want to

'perform the actual check only if the Ping monitor is up.
ConnectServer method of

'the SWbemLocator has a long time out so it would be good to
avoid unnecessary tries.

'Please note: there's no particular polling order of active
monitors on a device.

'During each polling cycle, it's possible that this monitor
could be polled before

'Ping is polled. If the network connection just goes down but
Ping is not polled yet,

'and therefore still has an up state, this active monitor will
still do an actual

'check and experience a real down. But for the subsequent
polls, it won't be doing a

'real check (ConnectServer won't be called) as Ping monitor
has a down state, and this

'monitor will be assumed down.

If IsPingUp (nDevicelID) = false Then

Context.SetResult 1,"Actual check was not performed due to
ping being down. Automatically set to down."

Else

sAdminName =
Context.GetProperty ("CrediWindows : DomainAndUserid")
sAdminPasswd = Context.GetProperty ("CredWindows:Password")

sLoginUser = GetCurrentLoginUser (sComputer, sAdminName,

sAdminPasswd)
sExpectedUser = "administrator"
If Not IsNull (sLoginUser) Then
If instr(l,sLoginUser, sExpectedUser,l) > 0 Then
Context.SetResult 0,"Current login user is " & sLoginUser
ElseIf sLoginUser = " " Then

Context.SetResult 0,"No one is currently logged in."
Else

Context.SetResult 1,"an unexpected user " & sLoginUser & "
has logged in " & sComputer
End If
End If
End If
'Check if Ping monitor on the device specified by nDevicelD is
up.
'If nDeviceID is not available as it's in the case during
discovery, then assume
'ping is up.
'If ping monitor is not on the device, then assume it's up so
the real check will be
'performed.
Function IsPingUp (nDevicelD)
If nDeviceID > -1 Then
'get the Ping monitor up state.
sSglGetUpState = "SELECT sStateName from
PivotActiveMonitorTypeToDevice as P join " &
"ActiveMonitorType as A on
P.nActiveMonitorTypeID=A.nActiveMonitorTypeID " &



Use SNMP to monitor
the total bandwidth
utilization on an
interface (in + out
octets) by polling
values of the interface
MIB.
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JScript:
// Settings for this monitor:

// the interface index ifIndex:
var nInterfaceIndex = 65540;
// this monitor will fail if the interface utilization goes
above this current ratio:
// current bandwidth / maxBandwidth >
nMaxInterfaceUtilizationRatio
var nMaxInterfaceUtilizationRatio = 0.7; // Set to 70%
// Create an SNMP object, that will poll the device.
var oSnmpRgst = new ActiveXObject ("CoreAsp.SnmpRgst") ;
// Get the device ID
var nDeviceID = Context.GetProperty ("DeviceID");
// This function polls the device returns the ifSpeed of the
inteface indexed by nIfIndex.
// ifSpeed is in bits per second.
function getIfSpeed(nIfIndex)
{
var oResult = oSnmpRgst.Initialize (nDevicelD) ;
if (oResult.Failed)
{
return null;
}
return parselnt (SnmpGet ("1.3.6.1.2.1.2.2.1.5." + nIfIndex));
// ifSpeed
}
// Function to get SNMP ifInOctets for the interface indexed
by nIfIndex (in bytes).
// Returns the value polled upon success, null in case of
failure.
function getInOctets (nIfIndex)
{
var oResult = oSnmpRgst.Initialize (nDevicelD);
if (oResult.Failed)
{
return null;
}
return parselnt (SnmpGet ("1.3.6.1.2.1.2.2.1.10." + nIfIndex));
// inOctets
}
// Function to get SNMP ifOutOctets for the interface indexed
by nIfIndex (in bytes).
// Returns the value polled upon success, null in case of
failure.
function getOutOctets (nIfIndex)
{
var oResult = oSnmpRgst.Initialize (nDevicelD);
if (oResult.Failed)
{
return null;
}
return parselnt (SnmpGet ("1.3.6.1.2.1.2.2.1.16." + nIfIndex));
// outOctets
}
// Helper function to get a specific SNMP object (OID in
sOid) .
// Returns the value polled upon success, null in case of
failure.
function SnmpGet (sOid)
{
var oResult = oSnmpRgst.Get (sOid) ;
if (oResult.Failed)
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Monitoring an SNMP  JScript:
agent running on a
non standard port
(161).

var nSNMPPort = 1234; // change this value to the port your
agent is running on
var oSnmpRgst = new ActiveXObject ("CoreAsp.SnmpRgst") ;

// Get the device ID
var nDeviceID = Context.GetProperty ("DeviceID") ;
// Initialize the SNMP request object

var oResult = oSnmpRgst.Initialize (nDevicelD);
if (oResult.Failed)

{

Context.SetResult (1, oResult.GetPayload) ;

}

else

{

// Set the request destination port.
var oResult = oSnmpRgst.SetPort (nSNMPPort) ;
// Get sysDescr.
var oResult = oSnmpRgst.Get ("1.3.6.1.2.1.1.1.0");
if (oResult.Failed)
{
Context.SetResult (1, "Failed to poll device using port " +
nSNMPPort + ". Error=" +
OoResult.GetPayload) ;
}
else
{
Context.SetResult (0, "SUCCESS. Detected an SNMP agent
running on port " + nSNMPPort );

}
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This code sample uses WhatsUp PRO CoreAsp.dll and uses the SnmpRgst
interface.

JScript:

var oSnmpRgst = new ActiveXObject ("CoreAsp.SnmpRgst") ;
// Get the device ID
var nDeviceID = Context.GetProperty ("DeviceID") ;
//
// Function to get SNMP details
//
function getSnmpDetails ()
{
var oResult = oSnmpRgst.Initialize (nDevicelD) ;
if (oResult.Failed)
{
return null;

}

var oReturnArray = new Array();

oReturnArray|["sysDescr"] = SnmpGet ("1.3.6.1.2.1.1.1.0"); //
sysDescr
if (oReturnArray["sysDescr"] == null)

{

return null;

}

oReturnArray["objectID"] = SnmpGet ("1.3.6.1.2.1.1.2.0"); //
objectID

oReturnArray|["sysUpTime"] = SnmpGet ("1.3.6.1.2.1.1.3.0"); //
sysUpTime

oReturnArray|["sysContact"] = SnmpGet ("1.3.6.1.2.1.1.4.0"); //
sysContact

oReturnArray|["sysName"] = SnmpGet ("1.3.6.1.2.1.1.5.0"); //
sysName

oReturnArray|["sysLocation"] = SnmpGet ("1.3.6.1.2.1.1.6.0"); //
sysLocation

return oReturnArray;
}
//
// Helper function to get specific OID
//
function SnmpGet (sOid)
{
var oResult = oSnmpRgst.Get (sOid) ;
if (oResult.Failed)
{
return null;
}
else
{
return oResult.GetPayload;
}
}
//
// Get the SNMP details for the device that we passed in via
the Context.
//
var oSNMPDetails = getSnmpDetails();
if (0SNMPDetails != null)
{
Context.LogMessage ( "SNMP Details");
Context.LogMessage ( " sysDescr=" + oSNMPDetails["sysDescr"]):;
Context.LogMessage ( " objectID=" + oSNMPDetails["objectID"]);
Context.LogMessage ( " sysUpTime=" +
oSNMPDetails["sysUpTime"]) ;
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Using the Active Script Monitor context object

The context object is available to the script programmer when scripts are executing. It
delivers context aspects of the device that it is operating upon. All methods and properties
are retrieved using the "Context" namespace.

We have provided several code samples (on page 139) for you to create useful Active Script
Monitors for your devices.

Methods

LogMessage (sText) ;

PutProperty (sPropertyName) ;

SetResult (nCode,

sText) ;

This method allows for a message to be written to the WhatsUp
Gold debug log.

Example:
JScript:

Context.LogMessage ( "Checking Monitor name using
Context.GetProperty()");

VBScript:

Context.LogMessage "Checking Address using
Context.GetProperty ()"

This method allows you to store a value in the INMSerialize object.
This value is retained across polls.

Example:
JScript:

var nCount = parselnt (nNum) +1;
Context.PutProperty ("MyNumeric",nCount) ;

This method allows for a result code and result message to be set.
This is how you can tell the WhatsUp Gold system if the monitor
succeeded or not.

Important: Every script should have a result, otherwise it will
report back positively.

Example:
JScript:

Context.SetResult (0, " Everything is OK");
//Success

Context.SetResult (1, " Really big big error");
//Failure

VBScript:

Context.SetResult 1, " Really big big error"



Properties

GetProperty (sPropertyName) ;
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This property offers access to many device specific aspects. You obtain access to these items
using the names listed. These names are case sensitive.

"ActiveMonitorTypeName"
"Address"
"DevicelID"

"Mode"

"ActiveMonitorTypeID"
"CredSnmpV1 :ReadCommunity"
"CredSnmpV1 :WriteCommunity"
"CredSnmpV2 : ReadCommunity"
"CredSnmpV2 :WriteCommunity"
"CredSnmpV3:Username"
"CredSnmpV3:Context"
"CredSnmpV3: AuthPassword"
"CredSnmpV3:AuthProtocol"
"CredSnmpV3:EncryptPassword"
"CredSnmpV3:EncryptProtocol"
"CredWindows : DomainAndUserid"

"CredWindows : Password"

The active monitor display name

The IP address of the device

The device ID

1 = doing discovery
2 = polling

3= test

The active monitor's type ID
SNMP V1 Read community

SNMP V1 Write community
SNMP V2 Read community

SNMP V2 Write community

SNMP V3 Username

SNMP V3 Context

SNMP V3 Authentication password
SNMP V3 Authentication protocol
SNMP V3 Encrypt password
SNMP V3 Encrypt protocol
Windows NT Domain and User ID

Windows NT Password
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Examples:
JScript:

var sAddress = Context.GetProperty ("Address");
var sReadCommunity = Context.GetProperty ("CredSnmpVl:ReadCommunity") ;
var nDeviceID = Context.GetProperty ("DevicelID");

JScript:

//Sending log message to the WhatsUp Event Viewer
Context.LogMessage ( "Checking Mode flag");

var nFlag = Context.GetProperty ("Mode") ;

if (nFlag == 1)
{

Context.LogMessage ("Doing a discovery");
}

else if (nFlag == 2)

{

Context.LogMessage ("Doing a poll");

}

else if (nFlag == 3)

{

Context.LogMessage ("Must be just a test.");

}

else

{

Context.LogMessage ("Do not know the mode.");

}

//Set the result code of the check (0=Success, 1l=Error)
Context.SetResult (0, "No error");

(GetDB) ;

This property returns an open connection to the WhatsUp Gold database.

Examples:

This example gets the Open connection and reads some values out of the WhatsUp Gold
"Device" table using the devicelD context. Please refer to the WhatsUp Gold Database
Schema for more information about the WhatsUp Gold schema.

var oDb = Context.GetDB;

if (null == oDb)

{

Context.SetResult( 1, " Problem creating the PRO DB object");
}

else

{
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var oRs = new ActiveXObject ("ADODB.Recordset");

// Get the device ID

var nDeviceID = Context.GetProperty ("DevicelID");

var sSgl = "SELECT * from Device WHERE nDeviceID = " + nDevicelD;
ORs = oDb.Execute (sSql) ;

if ( 'oRs.EOF )

{

var sDisplay;

sDisplay = "" + oRs ("sDisplayName") ;
Context.LogMessage ("Display Name=" + sDisplay);
sDisplay = "" + oRs ("nWorstStateID");
Context.LogMessage ("WorstStateID=" + sDisplay);
sDisplay = "" + oRs ("sNote");
Context.LogMessage ("Note=" + sDisplay);
sDisplay = "" + oRs("sStatus");

Context.LogMessage ("Status=" + sDisplay);

}
Context.SetResult( 0, " ok") ;

}
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About Passive Monitors

Some elements on a network may not provide a clear up or down status when queried. For
example, a message may get logged to the system's Event log by another application (such
as an antivirus application alerting when a virus is found). Since these messages/events can
occur at any time, a Passive Monitor Listener "listens" for them, and notifies WhatsUp Gold
when they occur.

The first step to use this function is to Configure the Passive Monitor Listeners (on page 152).

After the listeners have been configured, you can Configure Passive Monitors (on page 154)
for individual devices.

Passive Monitors Icon

When a passive monitor is configured on a device, the device icon displays a diamond shape
on the upper left side.

O )
g
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This shape changes color when an unacknowledged state change occurs on the monitor.
After the device has been acknowledged, the icon returns to the above appearance.

&4

&

.

Configuring Passive Monitor Listeners

152

A Passive Monitor Listeners listen for an event to occur and then notifies WhatsUp Gold. This
lets you get notification of an event when it occurs, rather than polling for all event types. The
Passive Monitor Listener is solely responsible for how it monitors its events. This means that
the server could listen for network traffic or application specific events.

WhatsUp Gold is installed with three Passive Monitor Listeners:

SNMP Passive Monitor (SNMP Trap). A trap is an unsolicited SNMP message sent from a
device to indicate a change in status, such as a router indicating one of its interfaces went
down or a printer indicating that it is out of paper.

Syslog Passive Monitor. A Syslog monitor is used to examine Syslog messages
forwarded from other devices for a specific record and/or specific text within a record.
Usually Syslog messages are forwarded from the Syslog on a system that runs UNIX, but
they can also come from non-UNIX devices as well. They could contain anything that you
want permanently logged, such as a device failure, or an attempt to log in to the system.

Windows Event Log Monitor. This could be monitoring when a service is started or
stopped, if there was a logon failure recorded, or any other entry in the Windows Event
Log.

Before you can configure Passive Monitors, you must configure listeners.

To configure a listener:

1

In the WhatsUp Gold console, select Configure > Program Options. The Program
Options dialog opens.

Note: If the Windows SNMP Trap Service (located in Control Panel > Services) is running on
the WhatsUp Gold console PC, you should stop the service. This is a precaution to prevent
any conflict with the WhatsUp passive monitor listener.
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2 C(lick Passive Monitor Listeners. The Passive Monitor Listeners display in a list.

Passive Monitor Listeners
Name « | Description | configure... |
=2 SNMP Trap Listen for SNMP traps
@ Syslog Listen for Syslog messages
'ii- Windows EventLog  Monitor Windows Event Log
Device States
Passive Monitor
Listeners
Q.
Report Data
Map Font
i
V]
Regional
OK | Cancel | Help |

Select the listener you want to configure, then click Configure. The configuration dialog

opens.
4 Select the appropriate settings based on the listener you are configuring. For more
information about the Passive Monitor Listener options, refer to the Help.

5 Click OK to save changes.

Using the Passive Monitor Library

The Passive Monitor Library dialog displays the Passive Monitor types that have been created
for WhatsUp Gold. These types are specific configurations of SNMP traps, Windows Log
Events, and Syslog Events. After the Monitor types have been configured, you can associate
them to devices on the Passive Monitors section of Device Properties dialog.
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To access the Passive Monitor Library:

=  From the WhatsUp Gold web interface, click Go > Configure > Passive Monitor
Library.

-0or-

= From the main menu bar of the WhatsUp Gold console, click Configure > Passive

Monitor Library.
@ Passive Monitor Library
MName Description Type [ Mew... ]
=2 Any Any trap SNMP Trap Edit...
=l Any Any syslog message Syslog
5 Any Any WinEvent Windows Event
=3 Authentication Failure Authentication Failure trap SNMP Trap
=g Cold Start Cold Start trap SNMP Trap
=3 EGP Neighbor Loss EGP Meighbor Loss trap SNMP Trap
=3 Enterprise Enterprise Trap SNMP Trap
=3 Link Down Link Down trap SNMP Trap
=3 Link Up Link Up trap SNMP Trap
=2 newRoot newRoot SNMP Trap
=3 Reload Reload Trap SNMP Trap
=g TCF Connection Close TCP Connection Close Trap SNMP Trap
=g Warm Start Warm Start trap SNMP Trap

= C(Click New to create a new passive monitor type.
= Select a monitor type in the list, then click Edit to change the settings.

= Select a monitor type in the list, then click Copy to create a new monitor type based
on the selected type.

= Select a monitor type, then click Delete to remove it from the list.

Configuring Passive Monitors

To add/edit a Passive Monitor manually:

1 From the WhatsUp Gold web interface, click Go > Configure > Passive Monitor
Library.

2 Click New to configure a new Passive Monitor.
- or -
Select a monitor from the list, then click Edit to make changes to an existing
configuration. The configuration dialog for the selected monitor type opens.

3 After you make the necessary changes, click OK to add the monitor to the list or to save
the changes you made to a monitor already on the list.
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To assign a Passive Monitor to a device:

1

Right-click the device to which you want to assign a passive monitor, then click
Properties. The Device Properties dialog opens.

Click Passive Monitors. The Device Properties Passive Monitor dialog opens.
Click Add. The Passive Monitor Properties dialog opens.

@ Passive Monitor Properties

Setup Actions for Passive Monitors

Which Passive Menitor type would you like to add?
SNMP Trap ]

Which Passive Menitor would you like to add?

Any ) Ll

[ MNext == ][ Cancel ]

Select the Passive Monitor type and Passive Monitor you want to assign, then click Next.
The Setup Actions for Passive Monitors dialog opens.

Click Add to setup a new action for the passive monitor. The Select or Create Action
dialog opens. Click:

= Select an action from the Action Library
- Or -
= Create a new action

Follow the remaining Wizard dialog screens for the selection you made.
Click Finish to add the passive monitor to the device.

Group and Device Passive Monitor Reports

The following reports display information for devices or device groups that have passive
monitors configured and enabled. Access these reports from the web interface Reports tab.
For more information, see Using Full Reports (on page 197).

SNMP Trap Log

Syslog Entries

Windows Event Log
Passive Monitor Error Log

Are you missing traps or logs, or receiving blank emails generated from an Action on a
Passive Monitor?
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Receiving SNMP Traps

WhatsUp Gold has an internal SNMP trap handler, which when enabled, listens for and
accepts SNMP traps that are addressed to it. WhatsUp Gold records the trap in the device's
SNMP Trap Log.

You can also set up WhatsUp Gold to fire an action when a trap is received for a device. For
more information, see Using the Trap Definition Import Tool (on page 236).

To configure WhatsUp Gold to receive traps:

1 On the devices that will be monitored, set the SNMP agent to send traps to WhatsUp
Gold. Trap manager addresses must be set on each physical device. This cannot be done
from WhatsUp Gold.

2 Set up the MIB entries for traps by placing the MIB text file in the C: \Program
Files\Ipswitch\WhatsUp\Data\Mibs directory.

3 Enable the SNMP Trap Handler.
a) From the WhatsUp Gold console, select Configure > Program Options.
b) Select Passive Monitor Listeners.
¢) Select SNMP Trap.
d) Click the Configure button.
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e) Select the appropriate options.

Listen for messages on port. Select this option if you want WhatsUp Gold to
listen for SNMP traps. The standard SNMP trap Port is 162, but you can change this
port to a non-standard number. The changes are immediate, and you do not have
to restart WhatsUp Gold for the changes to be in effect.

Accept unsolicited SNMP traps. If this is not selected, ONLY traps which are
specifically added to devices as events are logged to the activity log and are able
to trigger alerts. You may prefer to select this option so that ALL traps which occur
are able to be detected and logged to the activity log. Note that regardless of this
filter setting, traps are logged to the SNMP Trap Log. By default there is no strict
filtering of traps; this way you can see all traps from all sources, then make
decisions about creating Actions based on specific traps you have seen. Later you
may make the decision to filter out all traps except those you expect to see.

Forward traps. Select this option to forward traps to IP addresses added to the
Forward traps to list.

Forward unsolicited traps. Select this option to forward all traps, including
unsolicited traps.

Forward traps to. Click Add to add an IP address and port to forward traps to.
You can forward traps to multiple IP addresses.

f) Click OK to save changes.

Note: If the SNMP agent is installed on the WhatsUp Gold machine, this will also start an
SNMP trap service. This can result in a port conflict, because both the SNMP trap service and
the WhatsUp Gold SNMP trap handler listen on port 162. To fix this, you need to turn off the
SNMP trap service.
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Using Performance Monitors

In This Chapter

Performance Monitor overview 159
Learning about the Performance Monitor Library ..., 160
Enabling SNMP on Windows Devices 161
Configuring and enabling Performance Monitors ... 162
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About performance reporting 169

Performance Monitor overview

Performance Monitors in WhatsUp Gold gather important information about the devices
running on your network, then use that data to create reports trending the utilization and
availability of different aspects of those devices. Through WhatsUp Gold, you can gather
statistics on the following:

= (CPU Utilization

= Memory Utilization

= Interface Utilization (Bandwidth)

= Ping Availability

= Disk Utilization

The system also lets you create custom performance monitors that you can use to monitor

any performance counter made available through WMI or SNMP, as well as the use of JScript
and VBScript.

Performance monitors are configured in the Performance Monitor Library, and added to
individual devices through Device Properties > Performance Monitors. You can create
global WMI, SNMP, and active script monitors in the library, or create device-specific monitors
in Device Properties.
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Learning about the Performance Monitor Library

160

The Performance Monitor Library is a central storehouse of all global Performance Monitors
that have been configured for your network. Performance monitors gather information about
specific WMI and SNMP values from the network devices.

T
- Note: Default monitors in the library cannot be edited or removed: CPU Utilization, Disk
Utilization, Interface Utilization, and Ping Latency and Availability.

You can use the Performance Monitor Library to configure and manage performance
monitors. When custom Performance Monitors are changed, the changes affect each instance
of that particular monitor across your device groups.

To access the Performance Monitor Library dialog:

=  From the WhatsUp Gold console main menu, select Configure > Performance Monitor
Library.

_or_

= From the WhatsUp Gold web interface, select Go > Configure > Performance Monitor
Library.

®  Parfarmance Monitor Library

harng - DCracription Mew,.. |
= CPL Utilization Enables CPU Lnilization reports Edit..
= [iisk Ltilization Enaldes Disk Uldzation reponts oy

m |nteface Utilzation Enables [nterface Utilization repors IDE‘L
= Mamary Utilization Enables Memory LHilization reposts

w Ping Lalency and Availalality  Enablss Ping Availability reports

Clasze

To configure Performance Monitors for the devices they are assigned to:
1 Right-click a device you want to configure. The shortcut menu opens.
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2 Click Properties. The Device Properties dialog opens.

#  Device Propertias ; 182 188 1 160

'1'! Gensral Enable globel peformance monibons:
| M Diasc fipi o | Sondigurs. .
P:“; Parfarmance Manitors e bl " { T I
[ CPU Utlization Engbles SPU Ulization .. el
g Actis Monitors [ ik Utilizaticn Enables Disk Urilzstion re..
oy Passive Monnon [ Intesface Whilzation  Enables Intedfase Utilzas. .
l'-"ﬁ S [ &emy Whilization  Enables Memary LHilizat c...:vj
s <] ; >
e Sredentials " = 5 - 1
| Enable indreidual peformand e monitors: (for this device only)
@ Peilling arme Dasciption Hew,
& Notes
W Cuslom Links
5 Biriutes
[ Ok || Cancal |

= (Click New to configure a new monitor.

= Select an existing monitor, then click Edit to change the current monitor
configuration or double-click an existing monitor to change the configuration.
= Select a performance monitor type, then click Delete to remove it from the list.
3 Click OK to save changes.

Enabling SNMP on Windows Devices

Before you can collect performance data on a Windows PC, you must first install and enable
the Microsoft SNMP Agent on the device itself.

To install SNMP Monitoring:

From the Windows Control Panel, click Add or Remove Programs.
Click Add/Remove Windows Components.

From the Components list, select Management and Monitoring Tools.
Click Details to view the list of Subcomponents.

Make sure Simple Network Management Protocol is selected.

Click OK.

Click Next to install the components.

After the install wizard is complete, click Finish to close the window.

O NGOV Hh WN=

To enable SNMP Monitoring:

1 Inthe Control Panel, click Administrative Tools.

2 Double-click Services. the Services console opens.

3 Inthe Services (Local) list, double-click SNMP Service to view the Properties.
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4 On the Agent tab, enter the Contact name for the person responsible for the upkeep
and administration of the computer, then enter the Location of the computer. These
items are returned during some SNMP queries.

5 On the Security tab, click Add to add a community string for the device. Community
strings are pass codes that allow applications like WhatsUp to read information about
the computer. This community string will be later used to create credentials (on page
85) for connecting to this device.

6 On the General tab, click Start to start the service (if necessary).

7 Click OK to close the dialog.

Configuring and enabling Performance Monitors

WhatsUp Gold is installed with five performance monitors that monitor specific types of data
on your devices: CPU, Disk, Memory, and Interface Utilization; and Ping Latency and
Availability. These monitors appear in the Performance Monitor Library.

To configure these monitors for use on specific devices, you must use either the Device
Properties > Performance Monitors to configure for a single device, or Bulk Field Change
> Performance Monitors to configure for multiple devices.

@ Davice Propartias ; 182 188 1 160

Enakbile globel peformancs ronilons:
Hamsa Diascription ol [ Configurs. . |
[ Liraryi... |

[ CPU Lidization Enables CPLI Litlization 1...
0 e [ Cisk Utilizaticn Enables Cisk Utilzation ra.
s Passive Menfors [ Inseface Utilzation  Enables Intedace Utilzat...

[ %emory Whilization  Enables Memory Uilizatio. . |
-q.' Credential I'{l - L
S Enakle individual peformance manitors: (for this device caly
& Faling bame Dascrption Haw,, |
& MNotes
i Cuslom Link
1 L ol i 1=

[ oK || Cancel |

To enable a global performance monitor for a single device:
1 InDevice View, select a device from the device list.

2 Right-click and choose Properties from the right-menu to view the device's Device
Properties.

3 Click Performance Monitors to view the Performance Monitors dialog.
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From the top section of the dialog, select the global performance monitor you would like
to enable for the selected device.

To enable a CPU, disk, interface, or memory global performance monitor, you must first
select and SNMP credential for the device from the SNMP credential page.

Click OK to save the changes.

To configure a global performance monitor:

1
2

In Device View, select a device from the device list.

Right-click and choose Properties from the right-menu to view the device's Device
Properties.

Click Performance Monitors to view the Performance Monitors dialog.

In the top section of the dialog, you can select a global performance monitor, then click
Configure.

On the monitor configuration dialog, select the specific item you want to monitor by
making a selection in the Collect data for drop-down list. Depending on the monitor,
you can select to collect data for All, Active, Specific,or Default interfaces, memories,
cpus, or disks.

#® Comfigure CPU Lhilization =7

Collect daka 1o

[ Descriplion v ..

1 Irta!
== Irkel

[ata cxlaction nramal L
[+n  Canzel

If you select Specific, the list is enabled and you can select or clear the selection for any of
the items in the list. This is particularly useful with the Interface Utilization monitor where
a device may have many interfaces.

Select the Data collection interval. This is the amount of time between performance
polls.
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6 Click Advanced to change connection settings on the device.

# CPU Data Collection Advanced Settings i3

Timeout: (seconds)

|2
Betry
[1
Cancel |

7 Click OK to save the changes.

To enable a global performance monitor for multiple devices, use the Bulk Field Change
feature for performance monitors.

For information on the Active Script Performance Monitor, please see Adding custom
performance monitors to the Performance Monitor Library (on page 164).

Adding custom Performance Monitors to the
Performance Monitor Library

Performance Monitors gather specific types of data on the devices they are assigned to.
System wide monitors are configured using the Performance Monitor Library, but you can
also create specific SNMP and WMI monitors to be used on a per-device basis. The default
performance monitors (CPU, memory, disk, and interface utilization; and ping latency and
availability) cannot be edited or changed from their default settings. By creating custom
performance monitors, you can adjust the settings to fit your specific monitoring needs.
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To create custom performance monitors (for system wide use):

1 Inthe WhatsUp Gold web interface from the Go menu, go to Configure > Performance
Monitor Library.

® Parfarmance Monitar Library

harng - Cracription How,.. |
= CPU Utilization Enabies CPU Utilization reports Edit..

m [isk Lhilization Enaldes sk Uldzation repots Sopy.

m |nteface Utilzation Enables [nterfaze Utilization reporns |ML
= Mamary Utilization Enables Memory Lhilizazion repots

w Ping Lalency ard Availalality  Enablss Ping Availability reports

Clasze

2 Inthe Performance Monitor Library, click New.
3 Select the monitor type: SNMP, WMI, or Active Script Performance Monitor.
4 Follow the instructions below for the type of monitor you choose.

To configure an SNMP monitor:
1 Onthe Add SNMP Performance Counter dialog, enter a Name and Description for the
monitor as it will appear in the Performance Monitor Library.

2 Either enter the OID and instance or click the Browse (...) button next to the Instance
box to go to the SNMP MIB Walker dialog.

3 Inthe MIB Walker dialog, enter the share name or IP address of the computer in which
you want to connect.

4 Enter the SNMP credential used to connect to the device (or click the Browse (...) button
to access the Credentials Library to create a new credential.)

5 If needed, adjust the Timeout and Retries count for the connection to the device.
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6 Click OK. The SNMP MIB Walker appears.
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7 Use the navigation tree in the left panel to select the specific MIB you want to monitor.

8 Intheright pane, select the Property of that MIB you want to monitor. You can view
more information about the property/value pair at the bottom of the dialog.

9 C(lick OK to add the OID to the Performance counter and Instance box in the Add
SNMP Performance counter dialog.

10 Verify the configuration and click OK to add the monitor to the Performance Monitor
Library.

To configure a WMI monitor:

1 Onthe Add WMI Performance Counter dialog, enter a Name and Description for the
monitor, as it will appear in the Performance Monitor Library.

2 C(lick the Browse (...) button next to the Instance box.

3 Inthe dialog that appears, enter the share name or IP address of the computer in which
you want to connect.

4 Enter the domain and user login for the account on this computer. If a domain account
is used, then the expected user name is domain\user. If the device is on a workgroup,
there are two possible user names: workgroup name\user or machine name\user.

Enter the password for the login used above and click OK to connect to the computer.

wu
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monitor.

Compuler name:

||u|.':||||usl III

Parformanca object

Frocessor |

Peformancs Countes # | Perlomans & Instances
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Once you select the performance counter, select the specific instance you want to
monitor.

Click OK to add the counter and instance to the Add Performance Counter dialog.

Verify the configuration and click OK to add the monitor to the Performance Monitor
Library.

Note: After the monitor has been added to the library, you can enable that monitor through
Device Properties > Performance Monitors for that device.

To configure an SNMP active script performance monitor:

1

4

On the Add Active Script Performance Monitor dialog, enter a Name and Description
for the monitor as it will appear in the Performance Monitor Library.

Enter a number for the timeout (in seconds.)

Choose the type of script (JScript or VBScript) you will be using to write the monitor
from the Script type drop down menu.

Add a new variable to the Reference Variables list by clicking Add.

6 Important: You can add up to 10 reference variables to the monitor.

O 0 N & U

On the Add reference variables dialog, enter a name and description for the variable.
Select the type of object (SNMP or WMI) from the Object type drop-down menu.
If needed, adjust the Timeout and Retries count for connection to the device.

Click the Browse (...) button next to the Instance box. The SNMP MIB Browser appears.
Enter the share name or IP address of the computer in which you are trying to connect.

167



Ipswitch WhatsUp Gold v11
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10 Enter the SNMP credential used to connect to the device (or click the Browse (...)
button to access the Credentials Library to create a new credential.)

11 If needed, adjust the Timeout and Retries count for the computer in which you are
trying to connect.

12 Click OK. The SNMP MIB Walker appears.

13 Use the navigation tree in the left panel to select the specific MIB you want to monitor.
You can view more information about the property/value at the bottom of the dialog.

14 Click OK to add the OID to the Performance counter and Instance box in the Add new
reference variable dialog.

15 Verify the configuration and click OK to add the variable to the Reference variable list
on the Add active script performance monitor dialog.

16 Write or paste your monitor code in the Script text box.
17 Click OK to save changes and add the monitor to the Performance Monitor Library.

To configure a WMI active script performance monitor:

1 Onthe Add Active Script Performance Monitor dialog, enter a Name and Description
for the monitor as it will appear in the Performance Monitor Library.

2 Enter a number for the timeout (in seconds.)

3 Choose the type of script (JScript or VBScript) you will be using to write the monitor
from the Script type drop down menu.

4 Add anew variable to the Reference Variables list by clicking Add.

@ Important: You can add up to 10 reference variables to the monitor.

On the Add reference variables dialog, enter a name and description for the variable.
Select the type of object (SNMP or WMI) from the Object type drop-down menu.
Click the Browse {(...) button next to the Instance box.

In the dialog that appears, enter the share name or IP address of the computer in which
you want to connect.

9 Enter the domain and user login for the account on this computer. If a domain account
is used, then the expected user name is domain\user. If the device is on a workgroup,
there are two possible user names: workgroup name\user or machine name\user.

10 Enter a password for the login used above and click OK to connect to the computer.

0 N O Un

11 Use the Performance counter tree to navigate to the performance counter you want to
monitor.

12 Once you select the performance counter, select the specific instance you want to
monitor.

13 Click OK to add the variable to the Reference variable list on the Add active script
performance monitor dialog.

14 Write or paste your monitor code in the Script text box.
15 Click OK to save changes and to add the monitor to the Performance Monitor Library.
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About performance reporting

After you have configured (on page 162) a performance monitor, you can generate a
performance report to see the results of the performance polling attempts. These reports can
be used to troubleshoot your network problems.

More than 40 reports are installed with WhatsUp Gold. These reports can be viewed from the
WhatsUp Gold web interface on the Reports tab.

The Reports tab contains all of the WhatsUp Gold Full reports. You can use the Reports
Overview page and the Reports Category drop-down menu to navigate to reports according
to their type and category.

u Reports Report Category:

) Home 2 Devices [ Reports Overview v Help

SYSTEM
View logs and diagnostic i
data for all devices N

GROUP

PERFORMANCE

Focus on performance data

Compare availability and for a selected device or

performance data for ALL REPORTS group
devices within a selected

group D ] i
PROELEM AREAS
View alerts reported acro:
DEVICE FAVORITES the entire network and
= troubleshoot problems '
Focus on availability and ﬁ .
|

performance data for a
selected device

GENERAL

View workspaces and
WhatsUp Professional —
application logs ——

ITPSWITCH Knowledge Base | Training | Ipswitch Inc. |pawitch WhatsUp Gold

All reports can be printed and many can also be exported into Microsoft Excel. Reports can
also be saved as an .html file for later review.

For more information on the WhatsUp Gold reports, please see Using Full Reports (on page
197).

Performance Monitors gather specific types of data on the devices they are assigned to.

System wide monitors are configured using the Performance Monitor Library, but you can
also create specific SNMP and WMI monitors to be used on a per-device basis.
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To create custom performance monitors for system-wide use:

1 On the WhatsUp Gold web interface, go to Go > Performance Monitor Library.

2 Inthe Performance Monitor Library, click New.

3 Select the monitor type: SNMP or WMI.

4 Configure the monitor as follows for the type of monitor you are creating:

For WMI:

1 On the Add Performance Counter dialog, enter a name and description for the monitor.

2 Click the Browse (...) button next to the Instance box to go to the Select Performance
Counter dialog.

3 Click the Browse (...) button next to Select counters from computer box. The Select
Computer dialog appears.

4 Enter the share name or IP address of the computer you want to connect to.

5 Enter the domain and user login for the account on this computer. If a domain account
is used, then the expected user name is domain\user. If the device is on a workgroup,
there are two possible user names: workgroup name\user or machine name\user.

6 Enter the password for the login used above and click OK to connect to the
computer.

7 Use the Performance counter tree to navigate to the performance counter you want to
monitor.
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8 After you select the performance counter, select the specific instance you want to
monitor.

9 Click OK to add the counter and instance to the Add Performance Counter

dialog.

10 Verify the configuration and click OK to add the monitor to the library.
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For SNMP:

1

10
1

12

13
14
15
16
17

On the Add SNMP Performance counter dialog, enter a name and description for the
monitor.

Click the Browse (...) button next to the Instance box to go to the Select Performance
Counter dialog. You must enter a numerical value in the Instance field.

Enter the share name or IP address of the computer you want to connect to.

Enter the SNMP credential used to connect to the device (or click the Browse (...) button
to access the Credentials Library to create a new credential.)

If needed, adjust the Timeout and Retries count for the connection to the device.
Click OK. The SNMP MIB Walker appears.
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Use the navigation tree in the left panel to select the specific MIB you want to monitor.

In the right pane, select the Property of that MIB you want to monitor. You can view
more information about the property/value pair at the bottom of the dialog.

Click OK to add the OID to the Performance counter and Instance box in the Add SNMP
Performance counter dialog.

Verify the configuration and click OK to add the monitor to the library.

After the monitor has been added to the library, you can enable the monitor through
Device Properties > Performance Monitors.

On the WhatsUp Gold web interface, select a device and right-click. Select Properties
from the right-menu.

On the Device Properties dialog, select Performance Monitors.

Click New next to the Individual performance monitors list.

Select the monitor type: SNMP or WMI.

Follow the directions above for creating either an SNMP or WMI monitor.

You can suspend or enable data collection on that monitor by selecting or clearing the
checkbox next to the monitor name.
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18 On the WhatsUp Gold web interface, select a device and right-click. Select Properties
from the right-menu.

19 On the Device Properties dialog, select Performance Monitors.

20 Click New next to the Individual performance monitors list.

21 Select the monitor type: SNMP or WMI.

22 Follow the directions above for creating either an SNMP or WMI monitor.

You can suspend or enable data collection on that monitor by selecting or clearing the
checkbox next to the monitor name.

Ipswitch uses a BitSight2 temperature sensor from Ravica to monitor the temperature and
humidity in our testing labs. Since the device is SNMP enabled, we added a device for the
sensor to our ‘Office’ group and enabled SNMP on that device.

With the device in the group, we created a Custom SNMP Performance Monitor for that
device.

Since the OID for temperature and humidity monitoring is included with the documentation
for the device, we did not have to add the MIB to the MIB directory. Instead, we simply
entered the OID into the Add SNMP Performance Counter dialog.

When the performance monitor is running, data is collected by the application and displayed
on the Custom Performance Monitor report. Once you have several hours of data, you might
have graph that looks like this:

Example: monitoring router bandwidth

Through the Performance Monitoring system, you have the ability to configure the
application to gather bandwidth usage on your SNMP enabled devices (routers, switches,
etc.) and then track that usage through performance reports. Several performance monitors
are installed with the application, but for bandwidth monitoring, the Interface Utilization
monitor is the most useful (this will illustrate percent utilization and throughput.)

The Interface Utilization monitor gathers statistics on the volume of bytes going through the
active interfaces on the device. You can collect data on all interfaces, active interfaces, or just
specific interfaces. This monitor is configured and enabled through Device Properties >
Performance Monitors.

‘W
Before you can configure the monitor, you must have SNMP enabled on the device, and the
proper credentials configured in the Credentials Library for the device. The Performance
Monitoring system uses these credentials to connect to the device during the configuration
process, and during normal performance gathering. For more information on enabling
SNMP, see "Enabling SNMP on Windows devices (on page 161)."
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Configuring the monitor

Because the Interface Utilization performance monitor is one of the default performance
monitors installed with WhatsUp Gold, there is no global configuration required before
setting the monitor up for a device itself. Once your SNMP credentials have been established
for the device, you are ready to configure and enable the monitor to start gathering data.

1

uu A W N

9

On the WhatsUp Gold web interface, select the device you want to gather performance
data for and then right-click.

Select Properties from the right-menu.

Select Performance Monitors on the Device Properties dialog.

Select the Interface Utilization monitor from the list.

Click Configure to set up the monitor for the device. WhatsUp Gold scans the device
and discovers the interfaces on the device.

Once the scan is complete, the Configure Interface Data Collection dialog appears. If the
credentials for the device are not configured properly, the scan will fail (return to the
Credentials Library to fix it.) If the device is not SNMP-enabled, the scan will fail (see
“Enabling SNMP on Windows Devices” on page 96).

Select the interfaces you want to collect data for. From the Collect data for pull-down,
select All, Active, or Specific. If you select Specific, select just the interfaces you want to
monitor in the list below. By default, active interfaces will be measured.

(Optional) Click Advanced to change the retry and timeout settings for the SNMP con-
nection to the device. Click OK to save the changes to the Advanced Settings.

On the Configure Interface Data Collection dialog, enter a time interval (in minutes) you
want the application to wait between polls. The default is 10 minutes. See, “Program
Options - Report Data for more information on data collection and roll-up.”

Click OK to save the Interface Utilization configuration.

Viewing the data

WhatsUp Gold will take several polling cycles before it has enough data to produce
meaningful graphs (with a 10 minute poll interval, this may mean a few hours.) Once enough
data has been gathered, there are several reports you can use to view this data.

By Device. For device-specific data, view the Interface Utilization report (shown below);
or the Device Status report, which shows graphical statistics of all monitors configured on
a device.

By Group. Access the Group Interface Statistics report to view summarized statistics for
all devices in the selected group that have interface statistics enabled.

System Wide. Use the Top 10 report to view the top performers in terms of bandwidth
utilization across your network. You can also view system-wide data by running the
Group Interface Utilization report against the All Devices dynamic group.

Example: troubleshooting a slow network connection

The "real-time" reporting provided by Performance Monitors can provide both the raw data
and the data trend analysis that can help you isolate network problems. For example, we
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recently experienced a problem with a network connection between two of our Ipswitch
office sites. This example shows how we used Performance Monitors to troubleshoot the slow

network connection.

We first describe the scenario, then the steps taken by the network administrator to solve the
problem.

Scenario:

A developer working in Augusta, GA on an Atlanta-based project complained of a slow
network connection between the Augusta and Atlanta offices. He stated it took 40 minutes to
check-in files to the source library over the T1 connection.

The Atlanta office network administrator reacted by completing the following steps:

1 Onthe WhatsUp Gold web interface, he goes to the Reports tab to select the Ping
Response Time report.

2 From here, he checks the connection from the Atlanta WhatsUp Gold application to the
Augusta primary server. The report shows an increased response time beginning at
11:45 a.m.

Note: This connection has been configured with the appropriate performance monitors and
has been gathering data for weeks. To set up this type of monitor for a connection, configure
the Ping Latency and Availability monitor on a device located on the other end of the
connection. For more information, see Configuring performance montors (on page 162).
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In This Chapter

About Active Discovery 175
Configuring Active Discovery 176
Enabling and disabling an Active Discovery task 178
Testing Active Discovery tasks 179

About Active Discovery

With Active Discovery, you can schedule WhatsUp Gold to scan your network for new
monitors (Active Monitors and Performance Monitors) and devices on a regular basis. Newly
discovered items are added to the Active Discovery Results report, and WhatsUp Gold notifies
you that a new device was found, or a new monitor was found on an existing device. You can
then review the report and select the items you want to add to your device list.

Active Discovery works with two types of device discovery:

=  SNMP SmartScan. WhatsUp Gold discovers devices by reading SNMP information on
your network. This scan type uses an SNMP enabled router to identify the devices in your
network and also identifies subnetworks within your network.

= IP Range Scan. WhatsUp Gold scans a range of IP addresses and finds the devices that
respond to a message sent via the Internet Control Message Protocol (ICMP).

If the scan finds results, an email is generated and sent to the address you provide during
Active Discovery configuration. The email contains links to the reports that are populated by
the scan:

= Active Discovery Log report shows the success or failure of the Active Discovery task, and
any devices and/or Monitors found during that scan.

= Active Discovery Results report shows all new items found in the latest scan, or all
unprocessed items from previous scans. Through this report, you can add devices to the
device list and new monitors (Active Monitors and Performance Monitors) to the device
monitors.

If an email notification is not specified (in the wizard), these reports are also available in the
System report list, in the Report view.
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Configuring Active Discovery

To configure an active discovery task:

1 From the WhatsUp Gold console main menu, select Configure > Active Discovery. The
Active Discovery dialog opens.

= "Active Discovery a

i
=

Mame - | Type Days Times

- Atlarta Network Sw... SNMP Scan

Test...

=]
s

]l

Cancel

Help

2 Click New to add a new task, or select an existing task and click Edit.
3 Ifyou are adding a new task, follow the wizard to create the task.

- or -
If you are editing a task, you must click the sections you want to make changes to.

4 After the wizard is complete or your change edits are complete, the task is processed
according to the schedule you set for the task.

For more information on how to test your new task, see Testing Active Discovery Tasks (on
page 179).
Scanning for new services on existing devices

If you want to scan the devices currently in your databases for new services, make sure that
you select the Scan for new services on existing devices option.

Clear the Scan for new services on existing devices option to keep your existing devices
from being scanned.

Example: configuring Active Discovery

In this example, we set up an Active Discovery task to scan our Atlanta network every
morning and send an email update to the network administrator.

To configure an Active Discovery task:

1 From the WhatsUp Gold console, select Configure > Active Discovery. The Active
Discovery dialog opens.

2 Click New to add a new task.
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We completed the Add Active Discovery Task wizard example as follows:

Wizard screen

General

Schedule

Notification

Scan Type

SNMP SmartScan Settings

Active/Performance
Monitors

Settings

Task Name: Atlanta Network Sweep
Description: Daily scan of Atl net

Scan for new services on existing devices (selected)
Enable Schedule (selected)

Schedule Time: 8:00 AM

Days: All days selected

Enable Email Notification (selected)

Email address: netadmin@ipswitch.com
Outgoing mail (SMTP) server: 192.2.200.10
Port: 25

From: whatsup@ipswitch.com

SNMP SmartScan (selected)

SNMP enabled router: 192.168.2.1

SNMP read communities: public

Windows credentials: none

Select Active Monitors to be used in the scan process: FTP, HTTP SMTP,
Ping

Select Performance Monitors to be used in the scan process: CPU
Utilization, Disk Utilization, Interface Utilization

@ Important: If you want to scan the devices currently in your databases for new services,
make sure you select the Scan for new services on existing devices option. Clear the
option to keep your existing devices from being scanned.
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3

4
5

Click OK to complete the wizard. The new task is displayed in the Active Discovery
dialog.

Mame - | Type | Days | Times | MNew...
Atlarta Networlc Sw... SNMP Scan  § All days 0300 AM

Edit...
Copy...

Delete...

Test...

OK

Cancel

Pl

Help

From the email, click the Active Discovery Results link to view the report.

Select the Discovery results (devices, services, or monitors found) you want to add to
your device group, then click Add.

Enabling and disabling an Active Discovery task

To stop an active discovery task from being executed:

1

w

178

From the WhatsUp Gold console main menu, select Configure > Active Discovery. The
Active Discovery dialog opens.

Select the task you want to stop, then click Edit.
Select the Schedule section.

Clear the Enable Schedule option to stop the task from being processed according to
the schedule.

Click OK to return to the Active Discovery dialog.
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Testing Active Discovery tasks

To test an active discovery task:

1

From the WhatsUp Gold console main menu, select Configure > Active Discovery. The
Active Discovery dialog opens.

Select the task you want to test and click Test.

WhatsUp Gold scans the network based on the settings for that Task. After the task is
complete, the Active Discovery Results dialog opens.

Review the dialog, then click OK to return to the Active Discovery dialog.

Note: The results of the Active Discovery test scan are not stored in the database and cannot
be processed.
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Using Maps

In This Chapter

Using Map View

Using map display options

Using Arrange options

Using device layout

Using device types

Using grid properties

Grouping objects

Using the lock position

Mapping fonts

Organizing devices

Using link lines
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Using Map View

Map View shows a graphical representation of the devices in a group. Map View can be used

to:

= Organize devices into user-specified groups, for example, all HTTP servers.
= Customize individual device icons such as workstations, containers, routers, and bridges.

= Indicate relationships among devices by using annotation objects such as rectangles,
ellipses, text, and "attached" or "free" lines to. Annotation objects let you organize your
map to best represent your network. Attached lines show a connection between devices

and move with the device.
= Show status of network link lines.

181
182
182
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Map View is accessed on the Devices tab under View > Map View.
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Using map display options

Display options let you change the visual representation of a map, and add annotations that
help you monitor dependencies and active monitors. Right-click on the Map View, then select
from the following Display options.

Device Icons. By default the map will show an icon for each device. If you only want to
show a dot, or node, to represent each device, then clear this selection.

Polling Dependency Arrows. If you have set up a device so that it gets polled only if a

second device is down or up (a dependency), then by default you will see an arrow that
shows this dependency. For example, if polling of device A is dependent on the state of
device B, the arrow will point from device A to device B.

Unconnected Links. Select this option to make the map display short lines for links (on
page 47) that are not connected anywhere. If this is cleared, only connected links are
displayed. This could be a network interface that is not connected to another device. It
could also be any active monitor (such as HTTP, or SMTP), in which case, the short line will
show green when up and red when down.

Snap to Grid. Select this option to display a grid and automatically align objects along
your grid when they come within a certain distance of it.

Clip Device Names. Select this option if you want to shorten the device display names.
The display names will be terminated at the first space or period in the name. If the
display name is a dotted decimal IP address, Clip Device Names shows only the last digits
of the IP address.

Wrap Device Names. Select this option to wrap long display names. The display names
will be wrapped at every space or period in the name.

Using Arrange options

182

Use the Arrange options to position device icons and annotations (such as lines, rectangles,
text) on a map.

For example, you can automatically arrange device icons:

1

In the toolbar, click the Select (arrow) tool, then click in the Map view and drag the
cursor to draw a box around the icons you want to select.

Then select Arrange > Arrange All Device Icons. This feature arranges all device icons
on the current map in equally spaced rows starting in the top left corner.

Other ways to arrange map objects include:

Order. You can arrange which annotations are moved to the foreground or background.
Align. You can arrange icons or annotations so they share a common edge or centerline.

Distribute. You can arrange icons or annotations so they are spaced evenly along a line.
You can arrange icons in a radial format, in rows, or by links.
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= Grouping. You can group selected annotations so that they can be arranged or moved as
a unit.

= Flip. You can transpose the location of two selected annotations.

Using device layout

Map View has a number of options you can use to organize your view of devices. Arrange
options (on page 182) are available from the Arrange menu on the main menu bar and right-
click menu. Display options (on page 182) are available from the View menu on the main
menu bar and the right-click menu.

Try the different functions on the Arrange menu until you are satisfied with the device layout.

For example, to clean-up a map, after completing discovery, you can try the following
display options:
1 Select the device group, then click the Map View tab.

2 Right-click in the Map View, then select Display > Clip Device Names. This removes the
domain part of the device name and shows only the host name.

3 Select all devices in the view by clicking and dragging a selection box around all
devices. Then, from the Arrange menu, select Distribute > Device Icons in Rows.

If you have a large set of devices or want to represent a topology specific to your network,
you can also use the graphics annotations (on page 46) (such as lines, text, circles) and
attached lines (on page 48) to create custom map views.

Lock position (see "Using the lock position" on page 184) can be useful in positioning objects
on the map.

Using device types

The Device pool provides "Device Types" for ten standard device types; and some custom
host types. It also displays any galleries that have been created. When you click one of these
devices, it becomes the active tool. To add the device to the map, select and drag it to the
map.

Using grid properties

Set these properties from the WhatsUp Gold console Map view toolbar.

To view the toolbar:

= Select View > Toolbars > Grid.
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= Snap to the grid. Select this option to display a grid and automatically align objects
along your grid when they come within a certain distance of it.

= Increase the number of gridlines. This allows you to display more gridlines, letting
you place items closer together when using Snap to the grid.

* Decrease the number of gridlines. This lowers the number of gridlines on your map
view, spacing them further apart when using Snap to the grid.

Grouping objects

The Group function lets you change the layout of multiple map annotations in the Map view.
= Group. Allows multiple objects to be grouped together as a single object, which will make
all of the objects react to drawing transformations as one.

= Ungroup. Undoes the group effect so that all the objects that were originally grouped are
now separated objects once again. All transformations done when the object was
grouped are kept when the object is ungrouped.

Note: You can also use these features together. For example: You could take 4 different
objects and group them together to form 1 object. Then you could take the grouped object
and flip it horizontally or vertically.

Using the lock position

To lock objects on the map:
= Right-click and select Lock Position from the menu.

Lock Position keeps an object from moving as you move other items around, or when
adding devices to the map. If you want to change an object position on the map, remove
the "lock position" selection. It is helpful to lock images or text you place in the
background to protect them from changes.

Mapping fonts

Specifies the font used for device display names. Click Change Font to open the standard
Windows font selection dialog box. Select the font properties you want to use and click OK.
The Sample Label (AaBbYyZz) shows the new font selection.
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Organizing devices

Map View has a number of options you can use to organize your view of devices. Arrange
options are available from the Arrange menu on the main menu bar and right-click menu.
Display options (on page 182) are available from the View menu on the main menu bar and
the right-click menu.

Try the different functions on the Arrange menu until you are satisfied with the topology.

If you have a large set of devices or want to represent a topology specific to your network,
you can also use the graphics tools to create custom map views.

For example, to clean-up a map, after completing discovery, you can try the following
display options:
1 Select the device group, and click the Map View tab.

2 Right-click in the Map View and select Display > Clip Device Names. This removes the
domain part of the device name and shows only the host name.

3 Select all devices in the view by clicking and dragging a selection box around all
devices. Then, from the Arrange menu, select Distribute > Device Icons in Rows.

Using link lines

In Map View, you can use Link lines to get a graphical view of the network link (the Interface
service) between two devices. Link lines can also show the status of any service which has an
Active Monitor on the device.

The following example shows a map with link lines displayed.

ATA HRA Jhia FDA

=
-

Fouter 1

= Router 1 shows a connecting link (see "Connecting links" on page 187) to device RRA and
this link is currently up. Also shown are eight unconnected links (on page 187), all of
which represent interfaces on the router. One of the unconnected links is disabled.

= JMA s a workstation that shows two unconnected links that are currently up. These are
Ping and FTP monitors, found under Device Properties > Active Monitors.
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= RRAis an FTP Server that is currently down and shows five unconnected links, two of
which are down.

By default, links can be rendered in one of three colors:

= Green indicates a service (such as, but not limited to, Interface) that is up. This includes
services that have not yet been polled.

= Red indicates a service that is down.

= Gray indicates a service listed in the devices’ Active Monitors list, but not currently
monitored.

= Orange indicates that the device is currently in maintenance mode.

Using link lines

In Map View, you can use Link lines to get a graphical view of the network link (the Interface
service) between two devices. Link lines can also show the status of any service which has an
Active Monitor on the device.

The following example shows a map with link lines displayed.

- F.TF FTR I FTP
ASA HRA RRA Jhia FDA

b=
_—

Router 1

= Router 1 shows a connecting link (see "Connecting links" on page 187) to device RRA and
this link is currently up. Also shown are eight unconnected links (on page 187), all of
which represent interfaces on the router. One of the unconnected links is disabled.

= JMAis a workstation that shows two unconnected links that are currently up. These are
Ping and FTP monitors, found under Device Properties > Active Monitors.

= RRAis an FTP Server that is currently down and shows five unconnected links, two of
which are down.

By default, links can be rendered in one of four colors:

= Green indicates a service (such as, but not limited to, Interface) that is up. This includes
services that have not yet been polled.

= Red indicates a service that is down.

= QGray indicates a service listed in the devices’ Active Monitors list, but not currently
monitored.
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= Orange indicates that the device is currently in maintenance mode.

Using attached lines

Attached lines show an arbitrary connection between devices and move with the device.
These are visual representations assigned by the user, and not a reflection of a true
connection between the two devices. The true connection between the two devices is done
with Link lines (on page 47).

To draw an attached line:

1 In Map View, right-click a device. The context menu opens.
2 Click Attach > Attach to. A line displays next to the curser.

3 Click the device icon you want to attach to. WhatsUp Gold draws an attached line
between the two devices.

TR

Note: The root device can attach to up to five other devices.

Connecting links

Connecting links represent a service, for example an interface, that connects two devices.
They are drawn as lines from one device to another. If two devices have mutual links, the
single line can consist of more than one color (if one object is up and the other is down). The
center-point of the line back to the up object is green, while the other half of the line going to
the down object is red. In essence, the color of the line represents the state of the service on
the host that the color touches.

Example

If the red part of the line touches "System A" and the green part of the line touches "System
B", then we know that some service on "System A" is the problem.

About unconnected links

Unconnected links represent a service that is not connected to some other host, for instance
an unused interface on a router. They are drawn as short lines extending out from the host.
The first unconnected interface is drawn straight up ("12 noon") and the rest are evenly
distributed around the host in a clockwise fashion. You can choose to display or not display
the unconnected links.

As these unconnected links show any service for which the device has an active monitor, you
can use this feature to show a visual status of the services. For example, though the device is
up (green), you may see that one of the unconnected links is down (red) and will know to
check the services on the device.

Showing unconnected links

Unconnected links must be shown for all or none of the devices in a map.
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To show unconnected links for all devices:
1 Right-click in Map View to display the pop-up menu.
2 Then, select Display > Unconnected Links.

Repeat these steps to disable Unconnected Links.

The Unconnected Links option makes the map display short lines for links (on page 47) that
are not connected anywhere. If this is cleared, only connected links are displayed. This could
be a network interface that is not connected to another device. It could also be any active
monitor (such as HTTP, or SMTP), in which case, the short line will show green when up and
red when down.

Creating connected link lines
There are three ways to set up the connecting link lines:

1 Manually, in the Map View select a device, then right-click the Link > Link to option on
the context menu. (Click Link > Disconnect link to remove the link between devices)

a) Select a monitor for which you want to display a link line (on page 47), then click OK.
The link line cursor appears.

b) Drag the cursor to another device and click to create a link.

2 Automatically, during device discovery when using SNMP SmartScan (Click File >
Discover Devices > SNMP SmartScan)

T

Note: The Interface service must be included in the scan.

3 Automatically, when you right-click a device, then click Properties > Active Monitors
> Discover.

Ty
Note: When you use one of the automatic discover options, particularly when discovering
interfaces on a router or switch, you need to enter the SNMP community string in the
appropriate scan dialog. This lets the scan identify all the interfaces on the device.
If scanning a specific device (from the Device Properties > Active Monitors dialog), with
the device selected, right-click Properties, then select Credentials. In the SNMP v1/v2/v3
credentials box, select the Public Read Community. Click Active Monitors, then click
Discover.
When creating links manually, you are always creating a connected link. If there was an
unconnected link for the service, it will be replaced by the connected link.
Both connect and disconnect skips the dialog if there is only one active monitor on the
device because it assumes you meant that monitor.
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Map View

Map View shows a graphical representation of your devices. As in Device View, each device's
icon provides information about its device type and status. Map View can also show the
status of network interfaces (by using link lines (on page 47)) and provide visual indications of
polling dependencies (on page 91).

Here is an example of a Map View.
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Hub 1

Current device state is shown by the color and shape of a device icon.

= Device ASA is a workstation that is currently up.
= Device HRA is a workstation that is currently in maintenance mode.
= Device JMAis an FTP server that is currently down.

= Device PDA has missed a poll, but has not yet missed enough polls to be considered
down.

= Devices ASA, HRA, RRA, JMA, and PDA are "Up" dependent on Router 1, as shown by the
green arrows pointing to the Router 1 device. These devices get polled only if Router 1 is

The above image shows a device that is considered up because the device is accessible, but a
monitor configured on the device is down.
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You can also use Map View to:
= Indicate relationships among devices by using annotation objects.

= Change the layout (on page 183) of devices and annotations.

Passive Monitors Icon

When a passive monitor is configured on a device, the device icon displays a diamond shape
on the upper left side.

¥

This shape changes color when an unacknowledged state change occurs on the monitor.
Once the device has been acknowledge, the icon returns to the above appearance.

For more information, see Using Map View (on page 181).

Map Limitations

By default, WhatsUp Gold will not display a map with more than 256 devices. You can change
this default within the registry keys, with the understanding that it will cause lengthy delays
by specifying larger device defaults.

@ Important: The more devices you allow on a map, the longer time you will wait for the map
to load.

To change map device limitations:

1 GotoHKEY LOCAL MACHINE\Software\Ipswitch\Network Monitor\WhatsUp
Professional\2007\Settings.

2 Change the MapVview-MaxDevices registry key to a number greater than 256 (Decimal).

T

L Note: If you want to change the text that displays when you reach the maximum device limit,
you can change it in the MapView-MaxDevicesMessage registry value. The default text is:
There are more devices on this Map than can be |drawn in a reasonable
time. Use the Device List |to manage devices for this Group. | |[To
increase the maximum of (%1d) devices that |can be drawn per Map, look in
the online help |system for Map Device Limits.
The pipes (|) in the default text indicate line breaks in the text and the (%Id) is a variable for
the MapView-MaxDevicesMessage value.
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Using the Program Options

In This Chapter

Changing the date and time format
Changing how long report data is stored
Changing the device state colors or icons
Stopping and starting the secure web server
Stopping and starting the web server

Changing clock/regional preferences
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Changing the date and time format

To change the date and time format:

1 From the WhatsUp Gold main menu, select Configure > Program Options.
2 Select the Regional section.

L Program Upthons
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3 For each of the three date formats, select the one that best suits your needs.
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4 C(lick OK.

These formats can be seen in use on several of the reports available on the Reports view.

Changing how long report data is stored

Ping Active Monitor data is stored in the WhatsUp Gold database to populate the
Performance reports available in the application.

1 From the main menu, select Configure > Program Options.
2 InProgram Options, select Report Data.
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3 On the Report Data section, you can change the settings for raw data, hourly data, and
daily data.

4 (lick OK to save the changes.

You can see how many rows in the database that the data takes up by viewing the numbers
under the time settings.
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Changing the device state colors or icons

To change the device state colors or icons:

1
2

From the main menu, select Configure > Program Options.
In Program Options, select Device States.
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3 To change an existing icon or state, select the entry from the list and click Edit.
4 Adjust the shape and color of the icon using the settings in the Device State Editor.
5 Click OKto save changes.

If the default settings do not fit your needs, click Add to create a new device state, using the
internal state and state time that you need.
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Stopping and starting the secure web server

To stop and restart the secure web server:
1 From the main menu, select Configure > Program Options.
2 In Program Options, select Web server.

& Pprogram Options

[+ Enable web server on port: Iﬂﬂ
I Eﬁﬂhﬁﬂ.wﬂbm‘mﬁﬂwt:I
‘Web report access from Windows conscles
Web Server address: I I
Device States ek Zeries ok [os0

[T Use S5L access:

=

Pasaive Monitor Automated report login from Windows console
Listeners

‘ v Automatically login to Sccess reports:

R-:nme;al-a Lisar name: l iRt

3 Select Use SSL access to start the server with SSL.
4 Click OK.

You can change the port that the SSL server runs on by changing the port number next to the
Enable SSL web server on port option.
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Stopping and starting the web server

To stop and restart the Web server:
1 On the WhatsUp Gold console, select Configure > Program Options.
2 Onthe Program Options dialog, select Web Server.

& Pprogram Options

[+ Enable weh server on port:

IM
= Ewabhs&l.webwmmpm:l

‘Web report access from Windows conscle

Web Server address: I L
Web Server port: IBCIS::I

[ Use 550 sccess:

Passive Monitor Automated report login from Windows console
Listeners

v Automatically login to Sccess reports:
Administrator

@

Repoet Data User name:

3 Select Enable web server on port: to start the server, then clear the option to stop the
server.

4 C(Click OK to save your changes.

You can change the port that the server runs on by changing the port number next to the
Enable web server on port: option.
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Changing clock/regional preferences

To use a 24-hour clock instead of the default 12-hour clock:

1 From the WhatsUp Gold main menu, select Configure > Program Options.
2 Select the Regional section.
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3 Select the Use 24 hour clock option.
4 C(Click OK.
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Using Full Reports

In This Chapter

Learning about full reports

List of full reports

Printing, exporting, and saving full reports

Changing the report date range

Adding report to your list of favorites

Using Recurring Reports

Learning about full reports

In WhatsUp Gold, full reports are used to troubleshoot and monitor performance and
historical data that has been collected during the operation of the application. These reports
can help you troubleshoot problem areas on your network and give you easy access to
important network information. Full reports are accessible from both the console and the
web Interface, but beginning in v11, reports are only viewable from the web interface.
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Full reports are viewed from the WhatsUp Gold Reports tab and can be sent on a regular basis
to an email address you identify through the Recurring Report feature.
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From the WhatsUp Gold console, you can access full reports by clicking the Reports
button on the console toolbar.

Report categories

Reports in WhatsUp Gold are broken down in two ways: scope of the information displayed
within a report, and the type of information displayed within a report.

There are three categories for full reports based on the scope of information displayed within
a report:

= System. These reports display system-wide information. System reports do not focus on a
particular device nor a specific device group. For example, the General Error Log and the
Web User Activity Log.

= Group. These reports display information relating to a specific device group. For
example, the Group State Change Timeline and the Group Actions Applied reports.

= Device. These reports display information relating to a specific device. For example, the
Device Status Report.
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There are three categories for full reports based on the type of information displayed within a
report:

= Performance. These reports display information gathered from WMI and SNMP
Performance Monitors regarding your network devices' CPU, disk, interface, and memory
utilization; and ping latency and availability. For example, the Device Custom
Performance Monitors and the Group Memory Utilization reports.

Note: By default, performance data is not collected for the monitors assigned to the devices
in your database. To begin collecting performance data for a device, right-click on a device
on the Devices tab and select Properties from the context menu. In the Device Properties
dialog, select Performance Monitors. No information will be displayed in performance
reports until you have done this.

= Problem Areas. These are trouble-shooting reports that allow you to investigate network
issues. For example, the Group Active Monitor Outage and the Passive Monitor Error Log.

= General. These reports display information on your WhatsUp Gold settings and
diagnostics, as well as device-specific and user-configured details. The Home, Top 10, and
Device Status workspaces/full reports all fall in the General category.

About System Reports

System reports display system-wide information. System reports do not focus on a particular
device nor a specific device group, but rather all devices that fall under a certain category. For
example, when choosing to view the General Error Log, all errors that occurred on your
network are listed, regardless to which group a device belongs.

When viewing a system report, take note of the features made available to you to enhance
your report viewing experience:

IMora Systerm Rapois 3 .
' = 2 I ol

Active Ciscovary Log *| Ewpor Favoritss  Help
Llale ranges Tnday = | Go
Starl lirne |1‘.‘1E.'."F..'IE B 17:00 aM &

End e [11472006 [ 12:00 AWM

The report Date/Time Picker located in the middle of the page allows you to easily change
the time period for the report you are viewing.

The More System Reports drop-down menu allows you to easily jump to other system
reports, or to bring up the report picker to select from all full reports.

To the right of the More System Reports drop-down are the report icons:
Export. Allows you to export a report into text or Microsoft Excel.
Favorites. Allows you to add a report to your list of Favorites.

Help. Brings up the WhatsUp Gold help system.
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200

About Group Reports

Group reports display information relating to a specific device group. For example, when
choosing to view the Group Actions Applied report, you must choose to which group the
report applies and will view only Actions applied in that specific group.

When viewing a group report, take note of the features made available to you to enhance
your report viewing experience:

BN Health ] Al Devices

i Fome i Devices o Rapoits
Cate range: | Today w [ Bo ]
Start time: 11182008 j 12200 AN W
Enltima: [T17/2006 [ 12:00 A0 v

Along with the Date/Time Picker and the report icons also available to you when viewing
system reports, there are two other features unique to group reports.

The More Group Reports drop-down menu allows you to easily jump to other group reports,
or to bring up the report picker to select from all full reports.

The All Devices button, located to the right of the Reports tab, brings up the Device Group
Picker dialog. From this dialog you can choose a group for the report you are viewing.

About Device Reports

Device reports display information relating to a specific device. For example, when choosing
to view the CPU Utilization report for a specific device, only CPU utilization information is
listed for the specific device you choose for the report.

When viewing a device report, take note of the features made available to you to enhance
your report viewing experience:
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Along with the Date/Time Picker and the report icons also available to you when viewing
system and group reports, there are two other features unique to device reports.

The More Device Reports drop-down menu allows you to easily jump to other device
reports, or to bring up the report picker to select from all full reports.

The Device Picker button located directly to the right of the Reports tab allows you to
change the device-in-context for the report you are viewing.

The Device Properties button to the right of the Device Picker button brings up the Device
Properties for the device-in-context.



List of full reports
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The following is a list of all reports that are available in Ipswitch WhatsUp Gold v11.

(P) = Performance
(PA) = Problem Areas

(G) = General

System reports

Action Log (PA)

Active Discovery Log (G)
Activity Log (G)

General Error Log (PA)
Passive Monitor Error Log (PA)

Performance Monitor Error Log (PA)

Recurring Action Log (G)
Recurring Report Log (G)
SNMP Trap Log (PA)

State Change Acknowledgement (PA)

Syslog Entries (PA)

Web User Activity Log (G)
Windows Event Log (PA)

A record of all Actions that WhatsUp attempts to fire.
A record of all Active Discovery task results.

A history of system-wide configuration and application
initialization messages generated by WhatsUp Gold for
the selected time period.

A record of error messages generated by WhatsUp.
A record of Passive Monitor errors reported by WhatsUp.

A record of Performance Monitor errors reported by
WhatsUp.

Results of Recurring Action executions.
Results of Recurring Report executions.

A history of SNMP traps that have occurred during the
selected time period. If the SNMP Trap Passive Monitor
Listener is configured to listen for messages, any
messages received are recorded in the SNMP Trap Log.

When a device state changes, regardless of any action
that has been placed on the device, WhatsUp Gold uses
the Acknowledgement feature to make you aware that
the state change occurred. This report can be used to
view the devices which require acknowledgement and
then acknowledge them.

Syslog events logged during the selected time period. If
the Syslog Passive Monitor Listener is configured to
listen for messages, any messages received are recorded
in the Syslog Entries log.

Shows the history of user activity on the system.

Shows Windows events logged for all devices during the
selected time period. If the Windows Event Passive
Monitor Listener is configured to listen for messages,
any messages received are recorded in the Windows
Event Log.
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Group reports

Actions Applied (G)

Active Monitor Availability (PA)

Active Monitor Outage (PA)

CPU Utilization (P)
Disk Utilization (P)
Health

Interface Utilization (P)
Memory Utilization (P)
Ping Availability (P)

Ping Response Time (P)
State Change Timeline (PA)

State Summary (G)

Device reports

Active Monitor Availability (PA)

CPU Utilization (P)

Custom Performance Monitors (P)

Device Status (G)
Disk Utilization (P)
Health (PA)

Interface Utilization (P)

Memory Utilization (P)

Performance Monitor Error Log (PA)

The Group Actions Applied report shows how Actions
are applied to devices and Monitors in the current
group. Each entry shows an action and the device,
Monitor and state that triggered it.

Compare the amount of time the Active Monitors on
your devices have been available.

Compare the amount of time the Active Monitors on
your devices have been down.

CPU utilization statistics for devices by group.
Disk space utilization statistics for devices by group.

The current status of monitored devices in the selected
group, along with each Monitor configured to those
devices.

Interface traffic and utilization for devices by group.
Memory utilization statistics for devices by group.
Ping availability statistics for devices by group.

Ping response times for devices by group.

A timeline of when each Monitor on a device in the
selected group changed from one state to another
during the selected time period.

A summary of device states organized by device group.

Find out when the Active Monitors on your device have
been accessible.

CPU utilization statistics for a device.

View information on your devices collected by
Performance Monitors.

A detailed look at a specific device.
Disk space and utilization statistics for a device.

Displays the current status (a snapshot) of the selected
device and all Monitors on that device. Each Monitor
shows its own device state, the current status of each
item, how long the device has been in that status, and
the time that status was first reported.

Interface traffic and utilization statistics.
Memory utilization statistics for a device.

A record of Performance Monitor errors for an individual
device.



Ping Availability (P)
Ping Response Time (P)
SNMP Trap Log (PA)

State Change Timeline (PA)

Syslog Entries (PA)

Windows Event Log (PA)

CHAPTER 15 Using Full Reports

Availability statistics for a device.
Ping response times for an individual device.

A history of SNMP traps that have occurred for the
selected device during the selected time period. If the
SNMP Trap Passive Monitor Listener is configured to
listen for messages, any messages received are recorded
in the SNMP Trap Log.

This report shows a timeline of when each Monitor on
the selected device changed from one state to another
during the selected time period.

This report shows syslog events logged for the selected
device during the selected time period. If the Syslog
Passive Monitor Listener is configured to listen for
messages, any messages received are recorded in the
Syslog Entries Log.

This report shows Windows events logged for the
selected device during the selected time period. If the
Windows Event Passive Monitor Listener is configured to
listen for messages, any messages received are recorded
in the Windows Event Log.

Printing, exporting, and saving full reports

All full reports can be printed and many can be exported into text or Microsoft Excel. For
either the print or export functions to work, Client Side JavaScript must be enabled. Full

reports can also be saved for later review.

To print a full report:

While viewing the full report you wish to print:

1 Right-click anywhere inside the report window.

2 From the right-menu, select Print.
3 Onthe Print dialog, click Print.

_Or_

Select File > Print.

4 On the Print dialog, click Print.

To export a full report to text:

While viewing the full report you wish to export:

1 On the Report Toolbar, click the Export button.
2 On the Export Report dialog, select Export to Text.

3 Clear or select the following options: Include report title, Include column names to
either include or remove the report title or column names from the exported file.
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4 Choose a Column delimeter from the drop-down menu.
5 Choose a Text qualifier from the drop-down menu.
6 Click OK to export the report to text.

To export a full report to Microsoft Excel:

While viewing the full report you wish to export:

1 On the Report Toolbar, click the Export button.
2 On the Export Report dialog, select Export to Excel.

3 Clear or select the following options: Include report title, Include column names to
either include or remove the report title or column names from the exported file.

4 Click OK to export the report to Excel.
To save a full report:

While viewing the full report you wish to save:

1 Select File > Save As.

2 Inthe Save Web Page dialog, browse to the location you wish to save your file from the
Save in box.

3 Give thefile a title in the File name box.
4 Choose the type of file you wish to save the report as from the Save as type box.
5 Click Save.

Changing the report date range

204

Date/Time picker

Use the date/time picker at the top of the report to select a date range. The date and time
format for the date on this report matches the format specified in Program Options >
Regional.

Date range: | Today w
Start time: |10/25/2006 [£][12:00 AM +
End time:  [10/26/2006 [E]]12:00 AM »

Zoom tool

Use the report Zoom tool to page left or right, or to zoom-in or zoom-out on a report.
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Adding report to your list of favorites

As you're viewing reports, you may find that you tend to visit certain reports more than
others. WhatsUp Gold allows you to save these reports to your list of favorites so that you can
easily navigate to them.

To add a report to your list of favorites:
1 Select areport to view from the WhatsUp Gold Reports tab.
2 C(lick the Favorites button located in the upper right side of the report page.

To remove a report from your list of favorites:
1 Navigate to your list of favorites from the Report Overview page.

2 Click the Remove button next to the report(s) you wish to remove from your list of
favorites.

Using Recurring Reports

Through this feature, you can configure WhatsUp Gold to send reports to email addresses at
regularly scheduled intervals.

Configuring Recurring Reports

To create a new Recurring Report:

1 From the WhatsUp Gold console, select Configure > Recurring Reports.
2 On the Recurring Reports dialog, click New to create a new report.

3 Onthe General dialog, enter a title for the report in the Report name box.
4 Enter the full URL path to the report.

You can find this path by selecting a report in the web interface. The URL shown in the
address bar is the URL you will want to enter in the URL box.

5 Click Next.

6 On the Schedule dialog, select the date and time on which to send the report.

7 Click Next.

8 On the E-mail dialog, enter the Email (SMTP) information for the Email address to which

you are sending the report.

= E-mail address. Enter an email address for where you would like the report sent.
= Outgoing mail (SMTP) server. Enter the SMTP server for your network.
= Port. Enter the port number for the mail server.

= From. Enter an email address for whom is sending the report. The default address is
from WhatsUp Gold.

= Subject. Enter a subject for the report email.
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= Send reports as attachments. Select this option to have reports sent as attachments,
rather than inline text within the original email. Workspace reports can only be sent as
attachments.

9 C(lick Finish to add the report.

To edit an existing Recurring Report:
1 From the From the WhatsUp Gold console, select Configure > Recurring Reports.
2 On the Recurring Reports dialog, select an existing Recurring Report and click Edit.

3 Follow through the Recurring Report dialogs as you would for creating a new Recurring
Report.

Testing Recurring Reports

To test a recurring report before the scheduled time and date:

1 From the WhatsUp Gold console, select Configure > Recurring Reports.

2 Onthe Recurring Reports dialog, select a report and click Test.

3 After the test is complete, a pop-up message tells you whether the test was successful.
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Learning about workspaces

The WhatsUp Gold Home workspace is the first screen you see after logging in to the web
interface. This is your personal, customizable Home workspace.

Workspaces in WhatsUp Gold are designed to be user-specific, and are configurable to
include workspace reports specific to users' needs. Workspaces contain multiple views that let
you organize workspace reports by the type of information they display. When you begin
customizing your workspace views, you should consider the types of information you need to
view most often, the devices in which you need to pay closest attention, and what level of
detail you want to monitor through a particular Workspace View. You should also take into
consideration the type of workspace, and the types of workspace reports you can add.

Device and Home workspaces

Device workspaces are limited to display only Device-level workspace reports. Only
workspace reports specific to a single device can be placed on a device workspace. When you
change the device-in-context, the reports displayed show data corresponding to the newly
selected device.

Home workspaces can display both Home and Device workspace reports. You can place any

workspace report on a universal workspace, mixing and matching summary, group, and
device specific data.
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Changes that you make to a workspace view only affect your user account. If you decide to
completely change all of the workspace views under your account, your user account will be
the only account affected by these changes.

About pre-configured workspaces

208

Ipswitch WhatsUp Gold v11 comes to you with 3 pre-configured workspaces:

= Home workspace
= Device Status workspace

= Top 10 workspace

The Home workspace

The WhatsUp Gold Home workspace is the first screen that you see after you log in to the
web interface. Referred to as "Home," this universal workspace is designed to house the
network information that you need most visible.
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Home contains three pre-configured "views" that you can customize to your own
specifications:

=  General

=  Problem Areas 1

=  Problem Areas 2

Each workspace view includes several default workspace reports that you can decide to keep,
alter, expand, or remove.
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You can also create your own workspace views for the Home workspace through the Manage
Workspace Views (on page 210) dialog.

The Device Status workspace

The WhatsUp Gold Device Status workspace displays the Device Status full report for a

network device. You can change the device-in-context, but the workspace reports in each
workspace view remain the same.
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The Device Status workspace also has several pre-configured workspace views:

=  General
= Disk/CPU/Memory
=  Problem Areas

= Router/Switch/Interface

The Top 10 workspace

The WhatsUp Gold displays the Top 10 full report for your network devices. The Top 10 full
report is a collection of workspace reports that focus on the current health of your network
devices. It is pre-configured to include workspace reports that display data on the top
network devices by:

= Interface utilization

= |Interface traffic

= Pingresponse time

= Disk utilization

= CPU utilization
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= Memory utilization
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Unlike the Home and Device Status workspaces, the Top 10 workspace is designed with only
the General workspace view. You can customize the general view in the same way you can
other workspace views by removing the default workspace reports and/or adding other Top
10 and Threshold workspace reports.

Managing workspace views

WhatsUp Gold gives you the ability to create more of your own workspace “views” to use
along with the pre-configured views. You can create as many as you feel necessary to
organize your system for efficient reporting. You can also edit these views as needed.

From the Workspace View drop-down menu, select Manage Workspace Views.

Workspace View: -
Add Content | General o I:I-elp
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In the Manage Workspace Views dialog, you can create new workspace views, and edit, copy,

or delete an existing workspace view.

#  Manage Workspace Views E|E|
| Workspace Views « Type [ Hew.,,, ]
& Geneml Hama [LI
@ General Tep 10 ([ Copr.. |
| i@ Problem Areas 1 Home
elele...
I & Problem Areas 2 Home

= C(Click New to configure a new workspace.

= Select an existing workspace view and click Edit to change the current configuration of a

workspace.

= Double-click an existing workspace to change its configuration.

= Select a workspace view, then click Copy to make a copy of that workspace and add it to

the list.

= Select a workspace view, then click Copy to to copy an existing workspace to another

user.

= Select a workspace monitor view, then click Delete to remove it from the list.

To create a new workspace view:

1 From the Manage Workspace Views dialog, select New. The New Workspace View dialog

opens.

[setms Hame
Viengy type:
Harme

Ciodurmin count:
2 -

Column i wdth:;  Column 2 widih
L] 560

[ ok ]
| Cancel |

N

Enter the appropriate information in the following fields:

= View name. Enter a name for the workspace view.

= View type. Choose a type for the workspace view from the drop-down menu.
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= Column count. Enter a value for the number of columns you wish to have in the new
workspace view. Keep in mind, the more columns you include, the smaller the data
displayed inside a workspace.

= Enter a value in pixels for each of the workspace columns.
3 Click OK to save changes.
To edit a workspace view:
1 From the Manage Workspace Views dialog, select Edit. The Edit Workspace View dialog

opens.
2 Enter the appropriate information in the following fields:

= Workspace name. The workspace title as it appears in the Workspace Library.

=  Workspace type. The workspace type as it appears in the Workspace Library (Home
or Device).

Note: Workspace view types cannot be edited after a view is created.

= Column count. The number of columns in the workspace.
= Column width. The width of each column in the workspace in pixels.

3 Click OK to save changes.

To copy an existing workspace view:
1 From the Manage Workspace Views dialog, select Copy. The Edit Workspace View

dialog opens.
® Edit View Layout k3
Wigw name:

Lopy of General

Wi Ty
Column gount:
2 e
Colurmn 1 width:  Column 2 widthe
(550 550

[ Cance |

2 Enter the appropriate information in the following fields:
=  Workspace name. The workspace title as it appears in the Workspace Library.
=  Column count. The number of columns in the workspace.

= Column width. The width of each column in the workspace in pixels.

3 Click OK to save changes.
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To copy a workspace view to another WhatsUp Gold user:

1 From the From the Manage Workspace Views dialog, select Copy to. The Edit
Workspace View dialog opens.

@ Edit View Layout

Copy to user:

admin hd

View name:

Copy of General
WView type:

Calumn count:

Column 1 width:  Column 2 width:

| | _OK

2 Enter the appropriate information into the following fields:

= Copy to user. Select a user account from the drop-down menu in which to copy the
workspace view.

= View name. The name of the workspace view as it will appear in the Workspace
Library.
3 Click OK to save.

To delete a workspace view:
1 From the From the Manage Workspace Views dialog, click Delete.
2 C(lick OK on the dialog that follows.

Navigating through workspaces

The main way to navigate from one workspace view to another is through the Workspace
Toolbar. From here you can add content to a workspace, manage your workspace and
workspace views, and access the WhatsUp Gold help system.

+ Workspace View: @
Add Content | General b I—Telp

The Workspace Toolbar
= Add Content. Use this button to add workspace reports to your workspace views.

=  Workspace View. Use this drop-down menu to edit your workspace views and to switch
between workspace views.

= Help. Use this button to view the WhatsUp Gold Help for the window you are currently
viewing.
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About workspace content

New to Ipswitch WhatsUp Gold v11 are workspace reports, smaller versions of the full reports.
These workspace reports are displayed within WhatsUp Gold workspace views. For more
information, see Understanding and Using Workspaces (on page 207).

To add, remove, and move workspace reports to a workspace view:

= Toadd areport click Add content on the Workspace Toolbar to bring up the Workspace
Report Picker. On the Add content to view dialog, you can select multiple workspace
reports, from multiple categories. A preview for the workspace report is displayed at the
bottom of the dialog. For more information see, Adding workspace reports to a Device
Status workspace (on page 214).

= Toremove a report, go to the menu for that workspace report and select Close. Keep in
mind, when you remove a report, any customizations you have made to it are lost.

= To move a workspace report, click on a report's title bar and drag it to a new space in the
workspace view.

Adding workspace reports to a Device Status
workspace

You can customize a Device Status workspace by adding additional reports to the workspace
view.

To add a report to a Device Status workspace:

1 Inthe WhatsUp Gold web interface, right-click a device, then click Device Status. The
Device Status Workspace page opens.
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2 Inthe Workspace toolbar, click Add Content. The Add Content To View page opens.

@ Add Content To View

Report Mame Report Type
D CPU Lttilization
D Disk Utilizaticn

D General
D Interface Utilization

D Memory Utilization

D Performance
D Problem Areas

Freview:

3 Click the + button next to a report category folder, then click to select the report(s) you
want to add to the Device Status workspace.

4 (lick OK to save changes. The new report is added to the Device Status workspace.
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Using Workspace Reports

In This Chapter

Learning about workspace reports

List of workspace reports

About the workspace report menu

Configuring a workspace report

Moving Workspace Reports within a workspace

Device Group Mini Status workspace report

Learning about workspace reports

Starting with the newest release, WhatsUp Gold offers a collection of more than 100
configurable workspace reports for display in workspace views. These smaller reports show
similar information to that found in the full reports, but are not interactive: they only display

data.

Device and Home workspace reports

Like workspaces, workspace reports are also typed as either Device or Home:

= Device workspace reports are displayable in Device workspaces, such as the Device Status

workspace.

= Home workspace reports are displayable in Home workspaces, such as the your default

Home workspace.

Workspace report categories

Workspace reports are broken down into 11 categories according to the type of information

they display:

= CPU Utilization. These workspace reports display information pertaining to device and

network CPU levels.

= Custom Performance Monitors. These workspace reports display information

pertaining to your custom performance monitors.

= Disk Utilization. These workspace reports display information pertaining to device and

network disk levels.
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General. These workspace reports display information on your WhatsUp Gold settings
and diagnostics, as well as device-specific and user-configured details.

Interface Utilization. These workspace reports display information pertaining to device
and network interfaces.

Inventory. These workspace reports provide a break-down of network devices and their
settings, including Actions, monitors, and policies.

Memory Utilization. These workspace reports display information pertaining to device
and network memory levels.

Performance. These workspace reports display information gathered from WMI and
SNMP Performance Monitors regarding your network devices' CPU, disk, interface, and
memory utilization; and ping latency and availability.

Ping Availability and Response Time. These workspace reports display information
pertaining to device ping availability, response time, and packet loss.

Problem Areas. These are trouble-shooting workspace reports that allow you to
investigate network issues.

Threshold. These workspace reports display information on your network's CPU, disk,
interface, and memory utilization, and ping function; at or above a specific threshold.

Top 10. These workspace reports display the top devices on your network according to
their CPU, disk, interface, and memory utilization, and ping function.
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Workspace reports are listed multiple times on the workspace report picker. For example, the
Disk Utilization workspace report is listed under the Disk Utilization, Threshold, Top 10, and

Performance categories.

& Add Contant To View 21

Flspoit Hams

Flapot Type ~

T1 @l Disks over a0 Lhilization
T Al Disks eacor G0 Ulilization

T @ Top 19 Disks by Pement Uilization

b B Top 20 Disks by Pamant LHilization

1 @ Top 10 Disks by Free Space
T @ Top 20 Disks by Free Space

77 B Last Folled Disk Utilization (411 Disks)
T i@ Last Folled Cisk Ltilization [Specific Disk)

U] B Last 4 bewrs (Disk Utilizatian - All Oeks)
] B Last & hours (Disk Utilization - &Il Disks)
77 B Last 7days (Disk Lhilization - Al Disks)

77 WL Last aodays (Disk Utilization - all Disks)

b
Frissiea:
Ll
Cavice Dascnpticn Parcent Fu r
B 10z 168.3.42 G Labet HEW ¥, - e S
192 168.3.145 Gt Label Sesial L ]
2 160.2.43 F Labal MEW Y f— - S—
B 192.160.3.153 ChLabe [om— - i 2]
Bl 192168.3.149 G Labe B
Bl 192.168.3.211 Dt Label DATA B %
B9z 168.3.130 E'\LabelData & 3%
Bl 19z2168.3.15 CiLabel Sedal .. 2%
Bl ATL156. Ipswich_m.ipswitsh.com S Label Sedal ... i 4
Bl 192.168.3.136 CiLabel Sedal .. 2%
Bl 192 168.3.21 D Lakel Sedal ... 3% w
0K Cancel

List of workspace reports

The following is a list of all workspace reports available in WhatsUp Gold.

(H) =Home

(D) = Device

CPU Utilization workspace reports

(H) Last Polled Values (specific CPU)

(H) All CPUs over 80% Utilization

(H) All CPUs over 90% Utilization

(H) Top 10 CPUs by Utilization

Shows the CPU utilization for a specific device CPU at the time
of the last poll.

Lists all network devices with a CPU utilization greater than
80%.

Lists all network devices with a CPU utilization greater than
90%.

Lists the top 10 devices based on their current CPU utilization
percentage.
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(H) Top 20 CPUs by Utilization

(D) Last 4 hours CPU Utilization
(single device)

(D) Last 8 hours CPU Utilization
(single device)

(D) Last 7 days CPU Utilization (single

device)

(D) Last 30 days CPU Utilization
(single device)

(H) Last 4 hours CPU Utilization
(specific CPU)

(H) Last 8 hours CPU Utilization
(specific CPU)

(H) Last 7 days CPU Utilization
(specific CPU)

(H) Last 30 days CPU Utilization
(specific CPU)

Custom Performance Monitor
workspace reports

(H) Last Polled Value (specific
monitor)

(H) Top 10 with threshold

(H) Top 20 with threshold

(H) Top 20 by specific monitors
(D) Last 4 hours (single device)
(D) Last 8 hours (single device)
(D) Last 7 days (single device)
(D) Last 30 days (single device)

(H) Last 4 hours (specific monitor)

(H) Last 8 hours (specific monitor)

Lists the top 20 devices based on their current CPU utilization
percentage.

Details all CPU utilization percentages for one device over the
last 4 hours.

Details all CPU utilization percentages for one device over the
last 8 hours.

Details all CPU utilization percentages for one device over the
last 7 days.

Details all CPU utilization percentages for one device over the
last 30 days.

Details a specific CPU's utilization percentages for one device
over the last 4 hours.

Details a specific CPU's utilization percentages for one device
over the last 8 hours.

Details a specific CPU's utilization percentages for one device
over the last 7 days.

Details a specific CPU's utilization percentages for one device of
the last 30 days.

Details information on a specific custom performance monitors
at the time of the last poll.

Lists the top 10 devices by a custom performance monitor
threshold.

Lists the top 20 devices by a custom performance monitor
threshold.

Lists the top 10 devices by a specific custom performance
monitor.

Details a device's custom performance monitors over the last 4
hours.

Details a device's custom performance monitors over the last 8
hours.

Details a device's custom performance monitors over the last 7
days.

Details a device's custom performance monitors over the last 30
days.

Details a specific custom performance monitor over the last 4
hours.

Details a specific custom performance monitor over the last 8
hours.
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(H) Last 7 days (specific monitor) Details a specific custom performance monitor over the last 7
days.

(H) Last 30 days (specific monitor) Details a specific custom performance monitor over the last 30
days.

Disk Utilization workspace reports

(D) Last Polled Values (single device)  Shows the disk utilization for all of a device's disks at the time of

the last poll.
(H) Last Polled Values (specific disk) ~ Shows the disk utilization for a specific device disk at the time of
the last poll.
(H) All Disks Over 80% Lists all network devices with a disk utilization greater than
80%.
(H) All Disks Over 90% Lists all network devices with a disk utilization greater than
90%.
(H) Top 10 Disks by Percent Lists the top 10 devices based on their current disk utilization
Utilization percentage.
(H) Top 20 Disks by Percent Lists the top 20 devices based on their current disk utilization
Utilization percentage.
(H) Top 10 Disks by Free Space Lists the top 10 devices based on their current free disk space.
(H) Top 20 Disks by Free Space Lists the top 20 devices based on their current free disk space.
(D) Last 4 hours Disk Utilization Details all disk utilization percentages for one device over the
(single device) last 4 hours.
(D) Last 8 hours Disk Utilization Details all disk utilization percentages for one device over the
(single device) last 8 hours.

(D) Last 7 days Disk Utilization (single Details all disk utilization percentages for one device over the
device) last 7 days.

(D) Last 30 days Disk Utilization Details all disk utilization percentages for one device over the
(single device) last 30 days.

(H) Last 4 hours Disk Utilization Details a specific disk's utilization percentages for one device
(single device) over the last 4 hours.

(H) Last 8 hours Disk Utilization Details a specific disk's utilization percentages for one device
(specific disk) over the last 8 hours.

(H) Last 7 days Disk Utilization Details a specific disk's utilization percentages for one device
(specific disk) over the last 7 days.

(H) Last 30 days Disk Utilization Details a specific disk's utilization percentages for one device
(specific disk) over the last 30 days.

(H) Last 4 hours Disk Free Space Details a specific disk's free space for one device over the last 4
(specific disk) hours.

(H) Last 8 hours Disk Free Space Details a specific disk's free space for one device over the last 8
(specific disk) hours.
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(H) Last 7 days Disk Free Space
(specific disk)

(H) Last 30 days Disk Free Space
(specific disk)

General workspace reports

(D) Device Attributes

(D) Device SNMP Details
(D) Device Details

(D) Device Custom Links

(D) Device Dependencies

(D) Device Active Monitor States

(D) Performance Monitor Summary

(H) Map View
(H) Database Size

(H) Custom Links
(H) Free Form Text/HTML

(H) Web User Activity Log

(H) Interface Details

(H) User Orientation

Interface Utilization workspace
reports

(D) Last Polled Interface (single
device)

(H) Last Polled Interface (specific
interface)

(H) All Interfaces over 80%
Bandwidth Utilization

Details a specific disk's free space for one device over the last 7
days.

Details a specific disk's free space for one device over the last 30
days.

Displays a device's attributes configured in Device Properties >
Attributes.

Displays a device's SNMP details.

Displays a device's details configured in Device Properties >
General.

Displays any custom links assigned to a device in Device
Properties > Custom Links.

Shows the state of a device and any devices that are up or down
dependent on that device.

Lists all of a device's Active Monitors and their current state.
Displays a polling summary for the device-in-context.
Displays a smaller version of a network map.

Displays a graphical representation of the WhatsUp Gold
database at the time of the last poll.

Displays any custom links that you add to the workspace report.

Displays any free form text or HTML code that you add to the
workspace report.

Displays a log of when a user logs on or off the web interface,
and the actions taken while logged on.

Displays SNMP information reported by a specific network
interface.

Displays information regarding the new the new web interface,
workspaces, and workspace reports.

Shows the interface utilization for all network interfaces at the
time of the last poll.

Shows the interface utilization for a specific network interface at
the time of the last poll.

Lists all network interfaces with a utilization greater than 80%.



(H) All Interfaces over 90%
Bandwidth Utilization

(H) Top 10 Devices by Bandwidth
Utilization

(H) Top 20 Devices by Bandwidth
Utilization

(H) Top 10 Devices by Interface
Traffic

(H) Top 20 Devices by Interface
Traffic

(D) Last 4 hours Interface Utilization
(single device)

(D) Last 8 hours Interface Utilization
(single device)

(D) Last 7 days Interface Utilization
(single device)

(D) Last 30 days Interface Utilization
(single device)

(H) Last 4 hours Interface Utilization
(specific interface)

(H) Last 8 hours Interface Utilization
(single device)

(H) Last 7 days Interface Utilization
(specific interface utilization)

(H) Last 30 days Interface Utilization
(specific interface utilization)

Inventory workspace reports

(H) Total Devices by Type

(H) Total Active Monitors by Type
(H) Total Passive Monitors by Type

(H) Total Performance Monitors by
Type
(H) Total Actions Applied by Type

(H) Total Devices with Specific
Attributes

(H) Active Discovery Results
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Lists all network interfaces with a utilization greater than 90%.

Lists the top 10 devices based on their current interface
utilization.

Lists the top 20 devices based on their current interface
utilization.

Lists the top 10 devices based on their current interface traffic.

Lists the top 20 devices based on their current interface traffic.

Details all interface utilization percentages for one device over
the last 4 hours.

Details all interface utilization percentages for one device over
the last 8 hours.

Details all interface utilization percentages for one device over
the last 7 days.

Details all interface utilization percentages for one device over
the last 30 days.

Details a specific interface's utilization for one device over the
last 4 hours.

Details a specific interface's utilization for one device over the
last 8 hours.

Details a specific interface's utilization for one device over the
last 7 days.

Details a specific interface's utilization for one device over the
last 30 days.

Lists all monitored network devices by type and number.
Lists all Active Monitors on the network by type and number.
Lists all Passive Monitors on the network by type and number.

Lists all Performance Monitors on the network by type and
number.

Lists all Actions on the network by type and number.

Lists all devices with a specific attribute.

Once an Active Discovery is performed, the results are listed in
this report.
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Memory Utilization workspace
reports

(D) Last Polled Memory Utilization
(single device)

(H) Last Polled Memory Utilization
(specific aspect)

(H) All Memories over 80% Utilization

(H) All Memories over 90% Utilization

(H) Top 10 Devices by Memory
Utilization

(H) Top 20 Devices by Memory
Utilization

(D) Last 4 hours Memory Utilization
(single device)

(D) Last 8 hours Memory Utilization
(single device)

(D) Last 7 days Memory Utilization
(single device)

(D) Last 30 days Memory Utilization
(single device)

(H) Last 4 hours Memory Utilization
(specific aspect)

(H) Last 8 hours Memory Utilization
(specific aspect)

(H) Last 7 days Memory Utilization
(specific aspect)

(H) Last 30 days Memory Utilization
(specific aspect)

Performance - Historic workspace
reports

(D) Custom Performance Monitor
Values
(last 4 hours - single device)

(D) Interface Utilization
(last 4 hours - single device)

(D) CPU Utilization
(last 4 hours - single device)

Shows the memory utilization for all of device's memories at the
time of the last poll.

Shows the memory utilization for a specific network device at
the time of the last poll.

Lists all network devices with a memory utilization greater than
80%.

Lists all network devices with a memory utilization greater than
90%

Lists the top 10 devices based on their current memory
utilization.

Lists the top 20 devices based on their current memory
utilization.

Details all memory utilization percentages for one device over
the last 4 hours.

Details all memory utilization percentages for one device over
the last 8 hours.

Details all memory utilization percentages for one device over
the last 7 days.

Details all memory utilization percentages for one device over
the last 30 days.

Details a specific memory's utilization for one device over the
last 4 hours.

Details a specific memory's utilization for one device over the
last 8 hours.

Details a specific memory's utilization for one device over the
last 7 days.

Details a specific memory's utilization for one device over the
last 30 days.

Details a device's custom Performance Monitor values over the
last 4 hours.

Details all interface utilization percentages for one device over
the last 4 hours.

Details all CPU utilization percentages for one device over the
last 4 hours.



(D) Memory Utilization
(last 4 hours - single device)

(D) Disk Utilization
(last 4 hours - single device)

(D) Ping Response Time
(last 4 hours - single device)

(D) Ping Availability
(last 4 hours - single device)

(H) Interface Traffic
(last 4 hours - specific interface)

(H) Custom Performance Monitor
Values
(last 4 hours - specific monitor)

(H) Interface Utilization
(last 4 hours - specific interface)

(H) CPU Utilization
(last 4 hours - specific CPU)

(H) Memory Utilization
(last 4 hours - specific memory)

(H) Disk Utilization
(last 4 hours - specific disk)

Performance - Last Poll workspace

reports

(D) Custom Performance Monitor
Values (single device)

(D) Interface Utilization (single
device)

(D) CPU Utilization (single device)

(D) Memory Utilization (single
device)

(D) Disk Utilization (single device)

(H) Custom Performance Monitor
Values (specific monitor)

(H) Interface Utilization (specific
interface)

(H) CPU Utilization (specific CPU)

(H) Memory Utilization (specific
aspect)
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Details all memory utilization percentages for one device over
the last 4 hours.

Details all disk utilization percentages for one device over the
last 4 hours.

Details all ping response times for device's interfaces over the
last 4 hours.

Details all ping availability for a device's interfaces over the last
4 hours.

Details interface traffic for a specific device interface over the
last 4 hours.

Details a device's specific custom Performance Monitor values
over the last 4 hours.

Details a specific interface's utilization percentages for one
device over the last 4 hours.

Details a specific CPU's utilization percentages for one device
over the last 4 hours.

Details a specific memory's utilization percentages for one
device over the last 4 hours.

Details a specific disk's utilization percentages for one device
over the last 4 hours.

Shows the values for all of a device's custom Performance
Monitors at the time of the last poll.

Shows the interface utilization for all of a device's interfaces at
the time of the last poll.

Shows the CPU utilization for all of device's CPUs at the time of
the last poll.

Shows the memory utilization for all of a device's memories at
the time of the last poll.

Shows the disk utilization for all of a device's disks at the time of
the last poll.

Shows the values for a specific device custom Performance
Monitor.

Shows the utilization of a specific device interface at the time of
the last poll.

Shows the utilization of a specific device CPU at the time of the
last poll.

Shows the utilization of a specific device memory at the time of
the last poll.
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(H) Disk Utilization (specific disk)

(H) Ping Response Time (specific
interface)

Ping Availability and Response
Time workspace reports

(D) Last 4 hours (single device)

(D) Last 8 hours (single device)

(D) Last 7 days (single device)

(D) Last 30 days (single device)

(D) Last 4 hours (single device)

(D) Last 8 hours (single device)

(D) Last 7 days (single device)

(D) Last 30 days (single device)

(H) Last Polled Response Time
(specific interface)

(H) Top 10 by Ping Response Time

(H) Top 20 by Ping Response Time

(H) Top 10 by Ping Packet Loss
(H) Top 20 by Ping Packet Loss

(H) Devices with Ping Response Time
over 100msec

(H) Devices with Ping Response Time
over 500msec

(H) Devices with Ping Packet Loss
over 50%

(H) Devices with Ping Packet Loss
over 75%

(H) Devices with Ping Availability
over 75%

Shows the utilization of a specific device disk at the time of the
last poll.

Shows the ping response time of a specific device interface at
the time of the last poll.

Shows the ping response time for all of a device's interfaces
over the last 4 hours.

Shows the ping response time for all of a device's interfaces
over the last 8 hours.

Shows the ping response time for all of a device's interfaces
over the last 7 days.

Shows the ping response time for all of a device's interfaces
over the last 30 days.

Shows the ping availability for all of a device's interfaces over
the last 4 hours.

Shows the ping availability for all of a device's interfaces over
the last 8 hours.

Shows the ping availability for all of a device's interfaces over
the last 7 days.

Shows the ping availability for all of a device's interfaces over
the last 30 days.

Shows the last ping response time of a specific device interface
at the time of the last poll.

Lists the top 10 devices based on their current ping response
time.

Lists the top 20 devices based on their current ping response
time.

Lists the top 10 devices based on their current ping packet loss.
Lists the top 20 devices based on their current ping packet loss.

Lists all devices with a ping response time greater than 100
msec.

Lists all devices with a ping response time greater than 500
msec.
Lists all devices with a ping packet loss greater than 50%.

Lists all devices with a ping packet loss greater than 75%.

Lists all devices with a ping availability greater than 75%.



Problem Areas workspace reports

(D) Devices with Down Active
Monitors

(D) All Down Interfaces

(D) Tail of State Change Log
(D) Tail of Syslog

(D) Tail of Windows Event Log

(D) Tail of SNMP Trap Log
(D) Tail of Action Activity Log

(D) Tail of Passive Monitor Error Log

(D) Web Alarms
(H) All Completely Down Devices
(H) All Down Interfaces

(H) Devices with Down Active
Monitors

(H) Unacknowledged Devices

(H) Devices that have fired an Action
in the last X hours

(H) Tail of State Change Log
(H) Summary Counts

(H) Tail of Syslog

(H) Tail of Windows Event Log
(H) Tail of SNMP Trap Log

(H) Tail of Action Activity Log

(H) Tail of Passive Monitor Error Log

(H) Map View

(H) Device Group Mini Status

(H) Web Alarms

(H) General Error Log
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Displays a device's down Active Monitors.

Displays a device's down interfaces.
Displays the tail of the State Change Log for a specified device.
Displays the tail of the Syslog full report for a specified device.

Displays the tail of the Windows Event Log for a specified
device.

Displays the tail of the SNMP Trap Log for a specified device.
Displays the tail of the Action Activity Log for a specified device.

Displays the tail of the Passive Monitor Error Log for a specified
device.

Displays any web alarms fired for a specified device.
Displays down devices for a specified device group.
Displays down interfaces for a specified device group.

Displays devices with down Active Monitors within a specified
device group.

Displays unacknowledged devices within a specified device
group.

Displays devices that have fired an action over the selected time
period.

Displays a tail of the State Change Log for your network.
Displays a summary of a specified device group.

Displays the tail of the Syslog full report for your network.
Displays the tail of the Windows Event Log for your network.
Displays the tail of the SNMP Trap Log for your network.
Displays the tail of the Action Activity Log for your network.

Displays the tail of the Passive Monitor Error Log for your
network.

Displays a smaller version of a network map.

Lists all devices in a device group and displays their status by
color.

Shows a snap shot of the most recent web alarms fired on your
network.

Displays the tail of the General Error Log for your network.
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Threshold workspace reports

(H) Ping Response Time

(H) Ping Packet Loss

(H) CPU Utilization

(H) Memory Utilization

(H) Disk Utilization

(H) Disk Free Space

(H) Interface Utilization

(H) Interface Traffic

(H) Custom WMI/SNMP

(H) Ping Availability

Top 10 workspace reports

(H) Ping Response Time

(H) Ping Packet Loss

(H) CPU Utilization

(H) Memory Utilization

(H) Disk Utilization
(H) Disk Free Space

(H) Interface Utilization

(H) Interface Traffic
(H) Custom WMI/SNMP

(H) Ping Availability

Displays the top devices based on their current ping response
time thresholds.

Displays the top devices based on their current ping packet loss
thresholds.

Displays the top devices based on their current CPU utilization
percentage thresholds.

Displays the top devices based on their current memory
utilization percentage thresholds.

Displays the top devices based on their current disk utilization
percentage thresholds.

Displays the top devices based on their current disk free space
thresholds.

Displays the top devices based on their current interface
utilization percentage thresholds.

Displays the top devices based on their current interface traffic
thresholds.

Displays the top devices based on their current custom
WMI/SNMP thresholds.

Displays the top devices based on their current ping availability
thresholds.

Displays the top devices based on their current ping response
time.

Displays the top devices based on their current ping packet
loss.

Displays the top devices based on their current CPU utilization.

Displays the top devices based on their current memory
utilization.

Displays the top devices based on their current disk utilization.
Displays the top devices based on their current disk free space.

Displays the top devices based on their current interface
utilization.

Displays the top devices based on their current interface traffic.

Displays the top devices based on their current custom
WMI/SNMP.

Displays the top devices based on their current ping availability.
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About the workspace report menu

Each workspace report has a menu on the right side of its title bar. From the Workspace
Report Menu, you can access help for a specific workspace report, go to the configuration
dialog for a report, or close the report. Closing the report removes it from a workspace view.
Keep in mind that after you remove a workspace report from a workspace, any customization
you have made to the workspace report is lost.

Menu
E)I Configure, ..

E Help
E Close

Configuring a workspace report

Workspace reports are designed for customization to fit your own specific display needs.
From a workspace report’s menu, select Configure to bring up its Configuration dialog. On
the Configuration dialog, you'll have the chance to do a number of things including:

= Changing the report title

= Selecting a device or device group for the report

= Changing the height and width of the report

= Changing the width of certain report columns

#  Configure Report El El

Beport name
Ping Responsa Teme (10 Slowest Respondars)

Devic e group: Evary divics

Maximum moses 1o refum
[10

Coalumn 2 width (] 4 |
10 Cancel |
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Moving Workspace Reports within a workspace

Ipswitch WhatsUp Gold v11 supports click-and-drag within the web interface. You can move
a workspace report from one column of a workspace view to another by selecting it and
dragging it to another area of the workspace view. These location changes are saved:
workspace reports will appear in the same location in which you moved them after logging
out from the web interface, or after moving between workspace views.
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Device Group Mini Status workspace report

WhatsUp Gold includes a report similar to What's Up Gold's Mini Status report. In the newest
release, it is represented as the Device Group Mini Status workspace report. This home
workspace report lists all devices in a device group and displays their status by color, allowing
you to quickly see the status of all devices in a group from across the room.

Device Group Mini Status Menu
B 192152 3 ®Echo #FTP ®HTTP % Ping
Bl 192 168 # Ping
192.168.3.142 # Ping
Al [e ¥ Ping
B AF Test Machine # Ping

- Wirel...
IS AF Wireless Interface ¥ Ping

®DnNs MFTP & HTTP HTTPS

Shéipna @ IMaP4 3 Ping ®FPOPZ @ SMTP
[E] AT&T Router & Seria..  ® Fast. Fast... Mulld
Bl ATL136 # Ping
Bl ATL147 # Ping
B ATL175 # Ping
Bl AT1189 # Ping
B ATL190 # Ping
B AT 191 # Ping
B ATL30 # Ping
B ATL37 @ Ping
IEl Atlanta File Server & DNS & Ping
Bl AuthorlT e # Ping
Blue Twin 162 # Ping
DEE-DEE # Ping

Durmb Switch
Dumb Switch
Durmb Switch

Displaying multiple mini status workspace reports within a workspace view grants you a

quick look at more than one group on your network and can help monitor important or
problem areas more efficiently. You also have the option to display Active Monitors
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associated with the devices in a selected group, which is useful in pin-pointing what services
on your network are down.

To aid in maximizing your screen real-estate, you have the ability to change the size and
display style of the workspace report. Even if the font size is too small to read over at first-
glance, you can use the mouse-over hover text to find out the identity of a device. The static
rows of the mini status workspace report also aid in device recognition, as devices remain in
the same position regardless of their current state.

To configure the Device Group Mini Status workspace report:
1 On the workspace report menu, select Configure.
2 Enter the appropriate information in the following fields:

= Name. Enter a title for the workspace report.

= Device group. Select a device group by clicking the Browse (...) button. To select
every device on the network, regardless of their subgroup, select Every device.

= Every device. Select this option to display every device in the system regardless of
group. However, only devices that you have permissions to view will be displayed.

= Style. Select the style and size in which you would like the mini status displayed.
= Normal. Displays device and active monitor status with icons.
= High Contrast. Displays device and active monitor status with bright colors.

= Show Active Monitors. Select this option to display the active monitors associated
with the group's devices.

= Active Monitors per Row. Select the number of active monitors displayed per row.

= Active Monitors Cell Width. Enter a cell width in pixels.
3 Click OK to save changes.
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SNMP overview

The Simple Network Management Protocol (SNMP) defines a method by which a remote user
can view or change management information for a device (a host, gateway, server, etc.).

A monitoring or management application on the remote user's system uses the protocol to
communicate with an SNMP agent on the device to access the management data.

The SNMP agent on each device can provide information about the device's network
configuration and operations, such as the device's network interfaces, routing tables, IP
packets sent and received, and IP packets lost. This information, called SNMP objects, is
stored in a standard format defined in the Management Information Base (MIB). The MIB
defines the SNMP objects that can be managed and the format for each object.

The SNMP protocol together with the MIB provide a standard way to view and change
network management information on devices from different vendors. Any application that
implements SNMP can access MIB data on a specified device. For a detailed description of
SNMP, see Request for Comments (RFC) 1157. For a description of the MIB, see RFC 1213. The
MIB information used by WhatsUp Gold is contained in MIB files in the MIB directory.
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Monitoring SNMP Service

You can select SNMP on a device's Services dialog box (Properties > Services) and monitor
it just as you can monitor any TCP service. This checks to see if the SNMP service is running on
the device.

To monitor whether SNMP is running on a device

First, you need to add an SNMP Active Monitor to the device.

To assign an SNMP Active Monitor to a device:

1 Inthe Device Properties Active Monitor dialog, click Add. The Active Monitor Properties
dialog opens.

Select the SNMP Active Monitor, then click Next.

Set the polling properties for the monitor, then click Next.
Set up an Action for the monitor state changes.

Click Finish to add the monitor to the device.

i A W N

Note: An SNMP manageable device is identified on the map by a star in the upper-right
corner of the device.

About the SNMP Agent or Manager

SNMP agent or manager software must be installed and enabled on any devices for which
you want to receive SNMP information. Windows NT 4.0 and Windows 98, 2000, ME, and XP
provide an SNMP agent. Network systems manufacturers provide an SNMP agent for their
routers, hubs, and other network boxes.

About the SNMP Management Information Base
(MIB)

The MIB contains the essential objects that make up the "management information" for the
device. The Internet TCP/IP MIB, commonly referred to as MIB-Il, defines the network objects
to be managed for a TCP/IP network and provides a standard format for each object.

The MIB is structured as a hierarchical "object tree" divided into logically related groups of
objects. For example, MIB-Il contains the following groups of objects:

= System. Contains general information about the device, for example: sysDescr
(description), sysContact (person responsible), and sysName (device name).

234



CHAPTER 18 Using SNMP

= Interfaces. Contains information about network interfaces, such as Ethernet adapters, or
point-to-point links; for example: ifDescr (name), ifOperStatus (status), ifPhysAddress
(physical address), ifinOctets, and ifOutOctets (number of octets received and sent by the
interface).

= |P. Contains information about the processing of IP packets, such as routing table
information: ipRouteDest (the destination), and ipRouteNextHop (the next hop of the
route entry).

= Other groups provide information about the operation of a specific protocol, for
example, tcp ,udp, icmp, snmp, and egp.

= The enterprise group contains vendor-provided objects that are extensions to the
MIB.

Each object of the MIB is identified by a numeric object identifier (OID) and each OID can be
referred to by its text label. For example, the system group contains an object named
sysDescr, which provides a description of the device. The sysDescr object has the following
object identifier:

iso.org.dod.Internet.mgmt.mib.system.sysDescr
1.3.6.1.2.1.1.1

This object identifier would be 1.3.6.1.2.1.1.1 to which is appended an instance sub-identifier
of 0. That is, 1.3.6.1.2.1.1.1.0 identifies the one and only instance of sysDescr.

All of the MIB-II objects (for TCP/IP networks) are under the "mib" sub tree (so all these objects
will have an identifier that starts with 1.3.6.1.2.1).

For a detailed description of the MIB, see RFC 1213,

About SNMP Object Names and Identifiers

Each SNMP object has a name and numeric identifier. For example, in the system group, the
network object named SysDescr with object identifier 1.3.6.1.2.1.1.1 contains a description of
the device.

An object can have one or more instances, depending on the configuration of the monitored
device. For example, a device can have two network adapters, in which case there will be two
instances of the ifPhysAddress object, which has object identifier 1.3.6.1.2.1.2.2.1.6. In this
case, you need to specify an instance number at the end of the object identifier (such as
1.3.6.1.2.1.2.2.1.6.1). If you do not specify an instance, it defaults to zero.
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About the SNMP operations

An SNMP application can read values for the SNMP objects (for monitoring of devices) and
some applications can also change the variables (to provide remote management of devices).
Basic SNMP operations include:

= Get. Gets a specified SNMP object for a device.

= Get next. Gets the next object in a table or list.

= Set. Sets the value of an SNMP object on a device.

= Trap. Sends a message about an event (that occurs on the device) to the management

application.

The SNMP agent software on a device listens on port 161 for requests from an SNMP
application. The SNMP agent and application communicate using User Datagram Protocol
(UDP). Trap messages, which are unsolicited messages from a device, are sent to port 162.

T
Note: If an SNMP application makes a request for information about a device but an SNMP
agent is not enabled on the device, the UDP packets are discarded.

About SNMP Security

In WhatsUp Gold, credentials are used like passwords to limit access to a devices SNMP data.
The credentials system supports SNMP v1, 2, and 3.

Credentials are configured and stored in Credentials Library (found on the web interface
menu at Go > Configure > Credentials Library) and used in several places throughout the
application. They can be assigned to devices in Device Properties > Credentials, or through
the Credentials Bulk Field Change option.

Devices need SNMP credentials assigned to them before SNMP-based Active Monitors will
work.

Using the Trap Definition Import Tool

This tool lets you import SNMP Trap definitions into the Passive Monitor Library. The list in
this dialog is populated by the MIBs typically in your WhatsUp Gold MIB folder: \Program
Files\Ipswitch\WhatsUp\Data\Mibs folder.
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The SNMP Trap monitors that are listed are based on one of three things:

Passive monitors already in the database. By default, the passive monitor database

comes with a few of the most Common SNMP traps already in it.

Passive monitors automatically created by WhatsUp Gold Trap Definition Import
Tool. Use the Trap Definition Import Tool to create SNMP Traps from MIB files stored in
the \Program Files\Ipswitch\WhatsUp\Data\Mibs folder.

Passive monitors that you define yourself. This can be done either by copying and
pasting actual trap information directly from your existing logs, or by browsing the MIB
for OID values that you are interested in, and adding the Generic type (Major) and
Specific type (Minor) information if required.

To import SNMP trap definitions into the Passive Monitor Library:

1

In the WhatsUp Gold console, click Tools > Trap Definition Import Tool. The Trap
Definition Import Tool dialog opens.

Select trap definitions to import:

Selected 0 of 16

Trap Mame - | Enterprise OID | Generic | Specific | MIBE Module |‘A
[ authentication Failure snmp 4 0 SHNMPv2-MIE
"] coldStart snmp o o SHNMPvZ-MIE
[ fallingAlam mon & 2 RMON-MIE
[ ipv6KStateChange ipvENotifications & 1 IPVE-MIE
"] linkDown snmp s 0 IF-MIB
[ linkUp snmp 3 0 IF-MIB
[] newRoot dot 1dBridge 6 1 BRIDGE-MIB |
[ nsMotifyRestart net Snmp Netification Prefix & 3 MET-SNMP-AGENT-MIB
[ nsMotifyShutdown net Snmp Netification Prefic & @& MET-SNMP-AGENT-MIB
[ nsMotifyStart net Snmp Netification Prefic & 1 MET-SNMP-AGENT-MIB
[7] printerV2Alert printery/1 Alert 6 1 Prirter-MIB sl
Import to passive monitor library
Close | Help |

2 Click to select the traps you want to import, then click Import to passive monitor
library. The Trap Import Results dialog opens and provides a message about the import
results. Traps that already exist in the database are not imported again.
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Information for WhatsUp Gold v8 and earlier users

The information below, describes many of the changes that you will encounter while moving
to this new version of the WhatsUp product line.

WhatsUp Gold v8 and earlier vs. Ipswitch WhatsUp Gold v11 today

Ipswitch WhatsUp Gold v11 offers a completely redesigned User Interface, a new polling
engine, a new database structure for storing information about devices, and a new
philosophy of user interaction. Processes have been streamlined to make the application
easier to use, and more robust in its functionality. When moving from file-based WhatsUp
Gold v7 or v8 to database-based Ipswitch WhatsUp Gold v11, you will immediately notice the
changes made to the application. The philosophy changes may take a little longer to grasp.

Philosophy changes

In WhatsUp Gold v8 and earlier, everything was centered around device maps. Those maps
were used to monitor devices, edit device entries, and display relational information between
the devices on the map. If you had multiple locations, or even multiple subnets in each
location, you had to have several maps open in your WhatsUp window to monitor them all at
once. Furthermore, maps were independent of each other, meaning that you could not have
dependencies across maps or have the same device entry on multiple maps (without being
polled by each map.)
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While maps are still used today, they are now graphical representations of Device Groups,
and are one of two ways to display the devices in those groups. The primary means of
viewing devices is through the Device List view. This view has a familiar folder and item feel
to it, and is very useful when handling many groups or large numbers of devices.

In WhatsUp Gold v8 and earlier, maps handled the polling of the devices on that map. Today,
there is a single database that stores all device information, across all device groups and a
polling engine that polls them all.

In short, the Device List and group tree has replaced the traditional WhatsUp Gold Maps as
the main interface for the user. This gives the user the ability to make dependencies across
their network, regardless of grouping; and to have devices appear in multiple groups, with
the same information in each device entry.

Terminology changes

The following is a comparison between terminology used in WhatsUp Gold v8 and earlier,
and the current product.

WhatsUp Gold v8 and earlier Ipswitch WhatsUp Gold v11
Events Passive Monitors

Monitors and Services Active Monitors
Notifications Actions

Map Device Group or Device Map

Import utility

To start the Import utility, from the WhatsUp Gold console, select Tools > WhatsUp Gold
v7/v8 File Data Import. The Import wizard opens.

This utility migrates data from WhatsUp Gold 7 or 8 into the database. The following is a list
of the items that are imported with this utility:

=  Maps

= Service Definitions

= Events Library Definitions

= Notification Library Definitions

= Custom Device Type Definitions

= Trap Definitions

This utility can be run at any time, and can be run multiple times. Each time the utility is run,
imported maps and devices will be duplicated, but definitions are not duplicated or updated.

For example, If XYZ email action exists in the database, the imported XYZ data is ignored,
even if the definition was updated in WhatsUp Gold v7/v8 in the meantime.
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Back up the database

Before you click Next, we recommend that you back up your database, using the Back up
SQL database utility. Nothing harmful happens to your database as a result of this migration,
though results may be a bit confusing if you are not familiar with the new application and
terminology.

T
Note: As soon as the migration utility is run, items added to the database begin polling, even
if the migration wizard has not yet completed. Data imported is "live" as it is imported.

Data Source

= Data Source is the third dialog in the WhatsUp Gold v7/v8 Data Migration Utility.

On this dialog, select the path to the WhatsUp Gold v7/v8 installation that you want to
migrate into the database. The path can be any drive that is local or mapped from the
WhatsUp Gold v7/v8 computer. The drive must be mapped, as the UNC name is not
recognized as a valid drive.

This directory contains the WhatsUp Gold v7/v8 configuration definition files. You can select
your map files in the next dialog in this utility.

For remotely mapped directories, be aware that modem settings for pagers and beepers will
not be imported during this process, as these settings reside in the remote computer's
registry. In this case, be sure to review the pager/beeper definitions once imported to ensure
modem settings are correct.

Note: There may be an issue with custom icons, sound files, background images, and
program notifications being imported when migrating WhatsUp Gold v7/v8 data from a
remote drive. Since the WhatsUp Gold v7/v8 definition files may reference absolute directory
locations, from the perspective of the remote computer, these types of files may need to be
copied manually and re-setup for use in the current product.

Maps to transfer

= Maps to Transfer is the fourth dialog in the WhatsUp Gold v7/v8 Data Migration Utility.

Browse and select the map files that you want to import into the database. These files can
reside on any mapped drive on your network, and may be any valid map file type (wup, xml,
orini.) Select all or a subset of maps to import.

241



Ipswitch WhatsUp Gold v11

If you only want to import definitions and not your WhatsUp Gold maps, you may leave this
list blank.

Ty
Note: Be certain you are ready to begin importing data before you click Next. As soon as the
process begins, data is being written to the database, and can not be 'backed out' without
restoring a previously backed up database. You can stop the process, but any data written to
the database will stay there until it is removed manually or overwritten during a database
restore.
If devices are duplicated in the imported WhatsUp Gold map files, this utility creates
duplicate devices for each that is found. Each device instance will be polled as if it were a
different device. You may want to condense these entries after completing the migration,
and create "shortcuts" in the device groups instead of each duplicated device.

Report of Migration Results

= Migration Results is the fifth dialog in the WhatsUp Gold Data Migration Utility.

This dialog displays messages that the migration utility generates during the upgrade
process.

Be sure to review the results and review any warning or error that you may find. If there is an
error with an imported file, review the map file that was indicated.

If there is an SQL error, be aware that the problem may be an unexpected setup or condition
and you may need to contact Ipswitch Technical Support or the Knowledge Base for potential
work-around.

Trigger time warnings may effect your desired notification settings. Review those triggers and
determine which best suits your needs. You can change those settings to a predefined state
change, or create a new one to more closely match your original WhatsUp Gold v7/v8
settings and them re-import.

If you would like to view this log later, you can access it at any time from the <install
directory>/data/logs directory, as it contains a history of all migration attempts. This log is
also useful for customer support calls.

Finished
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Click Finish to close this utility.

@ Important: Remember that maps are already live in your database, and are already being
polled and alerts are active. Clicking Cancel now does not roll back changes to a pre-
migration state. Data is live and is being used. To revert, you can restore the backed up
database.
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What is in Ipswitch WhatsUp Gold v11 Premium
Edition?

The Premium Edition is available for separate purchase. It provides all of the network
monitoring capabilities of WhatsUp Gold and extends the product to allow additional
monitoring of applications and servers, including:

= Microsoft® Exchange™ and Microsoft SQL Server: lets you manage the availability of key
application services, rather than just the network visibility of the host server.

= General application monitoring using Microsoft's WMI lets you monitor any performance
counter value and trigger an alarm if the value changes, goes out of range, or undergoes
an unexpected rate of change.

For more information about the Premium Edition, and for purchase information, see the
network management product pages (http://www.ipswitch.com/products/network-
management.asp) on the Ipswitch website.

Monitoring a Microsoft Exchange Server

The Exchange Monitor is a module to WhatsUp that lets you monitor the Microsoft®
Exchange™ Server application. The Exchange Monitor provides real-time information about
the state and health of Microsoft Exchange servers on your network.
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Note: Exchange Monitor is part of the WhatsUp Gold Premium Edition, which extends
WhatsUp Gold to provide application monitoring of Microsoft Exchange and Microsoft SQL
servers, as well as any WMI-enabled application.

The Exchange Monitor supports monitoring of Microsoft Exchange Server 2000 or later
versions, which can be on any machine in your network.

To create custom parameters to monitor, the Exchange Server host must be WMI-enabled.

Why use it?

244

WhatsUp Gold can monitor and report the status of the standard services associated with any
mail server, such as SMTP, POP3, and IMAP. If any of these services fail, your users will be
unable to get mail. It is a good idea to set up monitoring on these services so that you are the
first to know if they fail. The Exchange Monitor extends monitoring to parameters reported
by Microsoft Exchange, allowing you to get an early warning of a degradation in
performance. For example, you can monitor the SMTP queues to see if performance is within
an expected range, and if not, you can intervene before the SMTP service fails. In other words,
you can detect a looming problem before it causes an application or service failure.

How to get started using the Exchange Monitor

This topic describes the overall process of configuring an Exchange Monitor, assigning it to a
device, and getting feedback from the monitor.

A basic approach to using the Exchange Monitor follows:

1 Determine which Exchange parameters (on page 246) to monitor.
2 Determine which Exchange services (on page 247) to monitor.

3 Decide whether to create a single monitor with multiple parameters and services, sev-
eral monitors with one parameter or service, or some combination.

To start, it may be simpler to create one monitor for each parameter or service that you
want to monitor. Whether you set up one monitor or many has a bearing on how the
information is reported in WhatsUp Gold logs and by actions. For example, a single
monitor to check disk space, named ExchangeDisk, is reported in logs with this name. If
ExchangeDisk is reported down, you know it's a disk space problem.

4 Configure an Exchange Monitor with your selected parameters and/or services.

5 Add the Exchange Monitor to the device that represents your Microsoft Exchange
server.

6 Set up an Action to tell you when the monitor goes down or comes back up.

Note: The monitor will be reported down if any of the parameters or services in that monitor
are down.
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Configuring an Exchange Monitor

To configure an instance of the Exchange Monitor (Only if WhatsUp Gold Premium
Edition has been activated):

1 Go to the Active Monitor Library:
= Inthe WhatsUp Gold web interface, select Go > Configure > Active Monitor Library.
- Or -

=  From the main menu bar of the WhatsUp Gold console, select Configure > Active
Monitor Library. The Active Monitor Library appears.

@ Tip: The Active Monitor Library is the starting point for creating any Active Monitor in
WhatsUp Gold. This dialog shows all of the Active Monitors in your database.

2 Add an Exchange monitor:

a) Click New. The Select Active Monitor Type dialog opens.

b) Select Exchange Monitor from the list. The New Exchange Monitor Server dialog
opens.

®: New Exchange Server Monitor

MName:
|

Description:

|Exchange Server Monitor

Thresholds to monitor:

Parameters Down If ~| | Configure. .
CPU Percent CPU > 95%

Memary Free memory < 1000 KB

Disk Performance  Read = 5120 KB/Sec, Write = 5120 KB/sec

Disk Space Disk Drive (C:) free space < 50 MBytes

System Number of context switches = 3000/sec, CPU ¢
Links Messages = 1000, Queue = 1000, Incr.Time = §
Queues Messages = 1000, Queue = 1000, Incr.Time = §
Cluster Cluster status =1

[ Custom Thresholds 0 Custom Threshold(s) 2
< >

Senices to monitor:

Senice

Info Store
Site Replication
Management

[¥] FxchanaeMTA b
< >
[ Use in discovery

¢) Inthe Name box, enter the name you want to use to identify this instance of the
Exchange monitor. For example, if you are configuring a monitor to check disk space,
you might enter ExchangeDisk.
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d) In the Description box, enter any text information to further describe the monitor.
e) Select the thresholds to add to the monitor (see Thresholds table (on page 246)).
f) Select the services to monitor (see Services table (on page 247)).

g) Click OK to save the monitor in the Active Monitor Library.
3 Add the monitor to your Exchange Server device.

a) Inyour device list, find the device that represents the Exchange server. Right-click the
device, then select Properties. Select Active Monitors.

b) Click Add. The Active Monitor wizard opens.

Select the monitor, and continue with the wizard to configure any actions for the
monitor.

For more information on setting up an action, see Configuring an Action (on page 96).
If you select Use in discovery, WhatsUp Gold adds the monitor to the Active Monitors
list. From that list, you can select to scan for that service on all applications found during
discovery.

Exchange parameters

You can set thresholds on the following parameters:

Select this parameter: If you want to:

CPU Monitor CPU state on the Exchange host.

Memory Monitor free memory on the Exchange host.

Disk Monitor available disk space on the Exchange host.

System Monitor operating system performance on the Exchange
host, including context switches, CPU queue length, and
system calls.

Links Monitor message-handling links between mail servers. A

link can contain zero or more ExchangeQueue objects,
depending on the current message traffic along the link. In
the Exchange System Manager, these links are called
queues.

Queues Monitor the dynamic queues created to transfer individual
messages between mail servers. An ExchangeQueue is part
of an ExchangelLink. ExchangeQueue objects are not the
same as the queues listed in the Exchange System Manager.

Cluster Monitor the state of the clustered resources on the
Exchange server. This parameter will return a value of
Unknown - 0; OK - 1; Warning - 2; Error - 3.

Custom Thresholds Browse and select from the large number of additional
parameters that Microsoft Exchange reports.
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Exchange services

You can monitor the following critical Exchange services to determine whether the service is
available (Up) or is disabled (Down).

Select this process: If you want to:

Information Store Monitor the MAPI message store service. The information
store can contain messages, forms, documents, and other
information created by users and applications. It provides
each user with a server-based mailbox and stores public
folder contents.

Site Replication Service Monitor the Site Replication service.
Management Monitor the Management service.
MTA Stacks Monitor the Mail Transport Agent (MTA) service. The MTA

service provides the engine for sending messages and
distributing information between Microsoft Exchange Server
systems or between Microsoft Exchange Server and a foreign
system. Each MTA is associated with one information store. It
is accessed using MAPI calls only and has no direct
programmer interface with Microsoft Exchange Server. The
MTA conforms to the 1988 X.400 specification.

System Attendant Monitor the System Attendant service.

Routing Engine Monitor the Routing Engine, which determines the routes for
delivering messages to remote addresses. It forwards the
message to remote Exchange addresses using SMTP. If some
addresses are on a foreign messaging system, the routing
engine assigns the message to a gateway that handles the
address type of the recipient and passes the message to the
message transfer agent (MTA).

Event Monitor the Event service, which reports warnings and errors.

POP3 Monitor the POP3 service, which lets a mail client access mail
on the server.

IMAP4 Monitor the IMAP4 service, which lets a mail client access
mail on the server.

Example: Exchange Server monitor

If you have created other Active Monitors in WhatsUp Gold, you'll find that the Exchange
Monitor works in much the same way.

To monitor what's happening with the operating system on the Exchange server, we'll create
a monitor called “ExchangeSystemCheck” and add several parameters. The purpose of this
monitor is to give an indication of the general state of the system on which your Exchange
server is running. To this end, we check thresholds for the CPU, Memory, and System
parameters. We also have this monitor check the state of the System Attendant service.

1 Inthe web interface, select Go > Configure > Active Monitor Library, then click New.
The Select Active Monitor Type dialog opens.
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2 Select Exchange Monitor and click OK. The New Exchange Server Monitor dialog opens.

a)

b)

f)

In the Name box, enter "ExchangeSystemCheck" to identify that this monitor will do a
check on system parameters.

Under Thresholds to monitor, select the CPU, Memory, and System parameters; then
under Services to monitor, select the System Attendant service. Make sure these
items have a check in the box to the left. You need to clear the selections for the other
parameters and also for the other processes.

Select the CPU parameter, then click Configure. The CPU Threshold dialog opens.
Enter an appropriate threshold and click OK.

Select the Memory parameter, then click Configure. The Memory Threshold dialog
opens. Enter an appropriate threshold for the amount of free memory and click OK.

Select the System parameter, then click Configure. The System Threshold dialog
opens. Enter an appropriate threshold and click OK.

Click OK to add the ExchangeSystemCheck monitor to the Active Monitor library.

3 Add the ExchangeSystemCheck monitor to your Exchange server device.

a)

b)

In your device list, find the device that represents the Exchange server. Right-click the
device, then select Properties. Select Active Monitors.

Click Add. The Active Monitor wizard opens.

Select the ExchangeSystemCheck monitor, and continue with the wizard to configure
any actions for the monitor.

For more information on setting up an action, see Configuring an Action (on page 96).

After you complete the wizard, the monitor immediately begins to monitor the Exchange
server.

For status information on your Exchange Monitor, you can check any of the Active
Monitor Reports:

Active Monitor Availability
Active Monitor Outage
Health

State Change Timeline
State Summary

Workspace reports

Monitoring Microsoft SQL Server

The SQL Server Monitor is a module to WhatsUp that lets you monitor the Microsoft® SQL
Server application. The SQL Server Monitor provides real-time information about the state
and health of Microsoft SQL Server applications on your network.
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Note: SQL Server Monitor is part of the WhatsUp Gold Premium Edition, which extends
WhatsUp Gold to provide application monitoring of Microsoft Exchange and Microsoft SQL
servers, as well as any WMI-enabled application.

The SQL Server Monitor supports monitoring of Microsoft SQL Server 2000 or later versions,
and MSDE 2000 or later versions, which can be on any machine in your network.

To create custom parameters to monitor, the SQL Server host must be WMI-enabled.

Why use it?

WhatsUp Gold can monitor and report the status of the standard services associated with
TCP/IP servers, such as SMTP, POP3, and IMAP, FTP, HTTP. If any of these services fail, your
users will be unable to get mail, transfer files, or use the web. Itis a good idea to set up
monitoring on these services so that you are the first to know if they fail. The SQL Server
Monitor extends monitoring to parameters reported by Microsoft SQL Server (and Microsoft
MSDE), allowing you to get an early warning of a degradation in performance. For example,
you can monitor system parameters on your SQL Server database server to see if
performance is within an expected range, and if not, you can intervene before the SQL Server
fails. In other words (on page 43), you can detect a looming problem before it causes an
application or service failure.

How to get started using SQL Server Monitor

Here is a basic approach to using the SQL Server Monitor:
1 Determine which SQL parameters to monitor.

Note:To use some parameters, configure your System Data Source (ODBC) name for the SQL
Server. This is done in the Windows Data Sources (ODBC) administrator.

2 Determine which SQL services to monitor.

3 Decide whether to create a single monitor with multiple parameters and services, sev-
eral monitors with one parameter or service, or some combination. Whether you set up
one monitor or many has a bearing on how the information is reported in WhatsUp Gold
logs and by actions. For example, if you create a single monitor to check disk usage, you
can name it "SQLDisk" and it will be reported in logs with this name.

4 Configure an SQL Server Monitor with your selected parameters and/or services.
5 Add the SQL Monitor to the device that represents your SQL server.
6 Setup an action to tell you when the monitor goes down or comes back up.

Note:The monitor will be reported down if any of the parameters or services in that monitor
are down.
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Configuring an SQL Server Monitor

To configure an instance of the SQL Server Monitor (Only if WhatsUp Gold Premium
Edition has been activated):

1 Go to the Active Monitor Library:
= Inthe WhatsUp Gold web interface, select Go > Configure > Active Monitor Library.
- Or -

=  From the main menu bar of the WhatsUp Gold console, select Configure > Active
Monitor Library. The Active Monitor Library appears.

@ Tip: The Active Monitor Library is the starting point for creating any Active Monitor in
WhatsUp Gold. This dialog shows all of the Active Monitors in your database.

2 Addan SQL monitor:
a) Click New. The Select Active Monitor Type dialog opens.
b) Select SQL Service Monitor and click OK.
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¢) The New SQL Service Monitor dialog opens.

®: New SQL Server Monitor

MName:

|

Description:

|SOL Server Monitor

SaL Server instance name:

[MSSQLSERVER

Thresholds to monitor:

Parameters Down If | | Configure...
CPU Percent CPU > 95%
Memory Free memory < 1000 KB
Disk Performance  Read > 5120 KB/Sec, Write = 5120 KB/sec
Disk Space Disk Drive (C:) free space < 50 MBytes
System MNumber of Processes = 200
Buffers Pages read > 1000 pages/sec. Pages written =
[ cache Hit ratio < 0%, Use count < O/sec
Locks Avg wait time = 500 ms, Waits/sec = 100
Transaction Active Transactions = 100, Transactions/sec =
Users No of logins > 100/sec, No of connections = &
[ Alerts Severity 17 to 25, Threshold = 100
[ Custom Thresholds 0 Custom Threshold(s) z
£ >

Senices to monitor:

Senice

MSSQLSERVER
SQLSERVERAGENT

Microsoft Search

Distributed Transaction Coordinator

[ Use in discovery

d) Inthe Name box, enter the name you want to use to identify this instance of the SQL
Server monitor. For example, if you are configuring a monitor to check disk space, you
might enter SQLServerDisk.

e) Inthe Description box, enter any text information to further describe the monitor.

f) Inthe SQL Server Instance Name box, enter the name of the database you will
monitor.

g) Select the thresholds to add to the monitor (see Thresholds table (on page 252)).
h) Select the services to add to the monitor (see Services table (on page 252)).

i) Click OK to save the monitor in the Active Monitor Library.
Add the monitor to your SQL Server device.

a) Inyour device list, find the device that represents the SQL Server. Right-click the
device, then select Properties. Select Active Monitors.

b) Click Add. The Active Monitor wizard opens.

Select the monitor, and continue with the wizard to configure any actions for the
monitor.
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For more information on setting up an action, see Configuring an Action (on page 96).

If you select Use in discovery, WhatsUp Gold adds the monitor to the Active Monitors
list. From that list, you can select to scan for that service on all applications found during

discovery.

SQL Server Parameters

You can set thresholds on the following parameters:

Select this parameter:
CPU
Memory
Disk

Disk space
System
Buffers
Cache
Locks
Transactions
Users

Alerts

Custom Thresholds

SQL Server Services

If you want to:

Monitor CPU state on the SQL host.

Monitor free memory on the SQL host.
Monitor disk usage on the SQL host by the SQL server.
Monitor free disk space on the SQL host.
Monitor system processes on the SQL host.
Monitors SQL page buffers.

Monitors cache usage on the SQL server.
Monitors wait locks on the SQL server.
Monitors the transactions on the SQL server.
Monitors the users on the SQL server.
Monitors SQL alerts and severity of alerts.

Browse and select from the large number of additional
parameters that SQL reports.

You can monitor the following critical SQL services to determine whether the service is
available (Up) or is disabled (Down).

Select this process:

MSSQLSERVER

SQLSERVERAGENT

Microsoft Search

Distributed Transaction Coordinator

SQL Server Analysis Services

If you want to:

This is the database engine. It controls processes all SQL
functions and manages all files that comprise the databases on
the server.

This service works with the SQL Server service to create and
manage local server jobs, alerts and operators, or items from
multiple servers.

A full-text indexing and search engine.

The MS DTC service allows for several sources of data to be
processed in one transaction. It also coordinates the proper
completion of all transactions to make sure all updates and
errors are processed and ended correctly.

Implements a highly scalable service for data storage,
processing, and security.
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SQL Server Reporting Services Used to create/manage tabular, matrix, graphical, and free-form
reports.

SQL Server Integration Services A platform for building high performance data integration
solutions.

SQL Server FullText Search Issues full-text queries against plain character-based data in SQL

Server tables.

SQL Server Browser Listens for incoming requests for SQL Server resources and
provides information about SQL Server instances installed on
the computer.

SQL Server Active Directory Helper  View replication objects, such as a publication, and, if allowed,
subscribe to that publication.

SQL Server VSS Writer Added functionality for backup and restore of SQL Server 2005.

Example: SQL Server Monitor

If you have created other monitors or services in WhatsUp, you'll find that the SQL Monitor
works in much the same way.

To monitor user activity, we'll create a monitor called "SQLUser," then select Users as the only
parameter to monitor.

1 Inthe web interface, select Configure > Active Monitor Library, then click New. The
Select Active Monitor Type dialog opens.

2 Select SQL Server Monitor and click OK. The New SQL Server Monitor dialog opens.
a) Inthe Name box, enter SQLUser.
b) Inthe SQL Server Instance Name box, enter the name of your database.

c) Make sure that Users is the only parameter that has a check in the box to the left of it.
You will need to clear the selections for the other parameters and also for the
processes.

d) Click the Users parameter to select it, then click Configure. The Users Threshold
dialog opens. You should have in mind how many users or connections you want to
consider as a threshold, and enter those values in the appropriate boxes on the
dialog.

e) When finished, click OK to add the SQLUser monitor to the Active Monitor Library.

3 Add the SQLUser monitor to your SQL server device.

a) Inthe device list, select the device that represents the SQL server. Right-click the
device, then select Properties. Select Active Monitors.

b) Click Add. The Active Monitor wizard opens.

Select the SQLUser monitor and continue with the wizard to add to configure actions
for the monitor.

For more information on setting up an action, see Configuring an Action (on page 96).

253



Ipswitch WhatsUp Gold v11

After you complete the wizard, the monitor immediately begins to monitor the SQL
Server application.

For status information on your SQL Server monitor, you can check any of the Active
Monitor Reports:

= Active Monitor Availability
= Active Monitor Outage

= Health

= State Change Timeline

= State Summary

»  Workspace reports

Monitoring WMI-enabled applications

The WMI Monitor is a module to WhatsUp that lets you monitor any WMI-enabled
application. The WMI Monitor lets you create custom monitors to get real-time information
about the state and health of applications and servers on your network. Most Windows
applications and servers support WMI and provide their own set of real-time WMI data.

T
Note: WMI Monitor is part of the WhatsUp Gold Premium Edition, which extends WhatsUp
Gold to provide application monitoring of Microsoft Exchange and Microsoft SQL servers, as
well as any WMI-enabled application.

To create custom monitors, the host on which the application or server is installed must be
WMI-enabled. You can connect to a host and view the WMI parameters reported by the
Windows applications and servers on that host.

Why use it?

WhatsUp Gold can monitor and report the status of the standard services associated with
TCP/IP servers, such as SMTP, POP3, IMAP, FTP, HTTP. If any of these services fail, your users
will be unable to send mail, transfer files, or use the web. It is a good idea to set up
monitoring on these services so that you are the first to know if they fail. The WMI Monitor
extends monitoring to parameters reported by Windows-based applications and servers,
allowing you to get an early warning of a degradation in performance. For example, you can
monitor system parameters on your Oracle® database server to see if performance is within
an expected range, and if not, you can intervene before the Oracle server fails. In other words,
you can detect a looming problem before it causes an application or service failure.

How to get started using WMI Monitor

This topic describes the overall process of configuring a WMI monitor, assigning it to a device,
and getting feedback from the monitor.
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1 Determine which WMI object you want to monitor.
2 Decide whether to create a single monitor with multiple WMI objects, several monitors
with one object, or some combination.

To start, it may be simpler to create one monitor for each WMI object that you want to
monitor. Whether you set up one monitor or many has a bearing on how the information
is reported in WhatsUp Gold logs and by actions. For example, a single monitor to check
errors on logon, named LogonErrors, is reported in logs with this name. If LogonErrors is
reported down, you know it's a specific problem.

3 Configure a WMI Monitor with your objects.

4 Add the WMI Monitor to the device that represents your application host or server.

5 Set up an action to tell you when the monitor goes down or comes back up.

Ty

Note: The monitor will be reported down if any of the objects that you selected to monitor
are down.

Example: WMI Monitor

If you have created other Active Monitors in WhatsUp Gold, you'll find that the WMI Monitor
works in much the same way.

Here is our scenario: A device on your network has been illegally logged into through a ‘brute
force’ attack where someone used a script to try random usernames and passwords on a
range of IP addresses on your network. These types of attacks are extremely dangerous if the
device that is accessed is on your domain or has sensitive information stored on it. To keep
this from happening again, you decide that you need to know immediately when such
attacks are attempted.

By creating a custom WMI Active Monitor that checks the appropriate performance counters
on a Windows device, you can have WhatsUp Gold notify you when this type of attack occurs,
so you can do something about it before they get in.

To configure this type of Active Monitor:
1 Using the WhatsUp Gold web interface, create the WMI monitor.

a) Inthe web interface, select Go > Configure > Active Monitor Library, click New. The
Select Active Monitor Type dialog opens.

b) Select WMI Monitor and click Ok. The Add WMI Monitor dialog opens.

¢) Inthe Name box, enter "ErrorsLogon" to identify that this monitor checks for logon
errors.

d) Click the Browse (...) button next to Instance to access the Performance Counters
dialog.

e) Enter the share name or IP address of the computer you want to connect to.

f) Enter the domain and user login for the account on this computer. If a domain
account is used, then the expected user name is domain\user. If the device ison a
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workgroup, there are two possible user names: workgroup name\user or machine
name\user.

Enter the password for the login used above and click OK to connect to the computer.
The Performance Counters dialog opens.

In the Performance object box, select Server.
In the Server folder, select the performance counter named: ErrorsLogon

Take note of the Current value entry at the bottom of the dialog. This is the number of
logon errors currently reported through WMI.

Click OK to add the Performance counter to the New WMI Monitor dialog.
In the Check type box, select Rate of Change.

In the Rate of Change box, enter the number of logon errors you feel is acceptable.
This is the number of failed logon attempts between polls.

In the If the value is above the rate, then the monitor is box, select Down.

m) Click OK to add the active monitor to the library.

2 Enter the credentials for logging on to the device to which you will add this monitor.

d)

In the Device Properties for the device, select the Credentials section.

In the Credentials Section, click the Browse (...) button next to Windows credentials
to access the Credentials Library.

Create a Windows credential using the administration login and password for the
device you want to create the passive monitor for. When you have configured the
credential, click Close.

On the Credentials page, select the new Windows credential, then click OK.

3 Addthe ErrorsLogon monitor to the problem device.

a)

b)

Q)

In your device list, find the device. Double-click the device to display its properties,
then select Active Monitors.

Click Add. The Active Monitor wizard opens.

Select the ErrorsLogon monitor, and continue with the wizard to configure any
actions for the monitor.

For more information on setting up an action, see Configuring an Action (on page 96).

You may want to consider creating several levels of the active monitor, each with a higher
threshold than the other, and with more severe actions associated with it.

For example, create a monitor with 30 as the threshold that simply sends you an email, letting
you know that at least 31 attempts have been made. Next, create another monitor that uses
60 as the threshold. This monitor may have an SMS action associated with it that sends a text
message to you when at least 61 attempts are made. For the most severe level you could
create a 100 threshold and have the action send messages to several people who may be
able to block the IP or take the device off the network while the attack is addressed.
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Database Performance Tool

This is a database troubleshooting tool that is used to monitor the size of your database, and
to manage the index fragmentation percentage of the individual tables. Fragmented indexes
can cause database operations to slow down considerably, in much the same way that disk
fragmentation causes your computer to run slower.

Click Check for fragmented tables to begin. This may take a considerable amount of time
(up to a few minutes), depending on how many records are in your database.

= Select database tables to optimize. This list shows all database tables with greater than
10% index fragmentation, along with the total number of data rows in that table.

=  Optimize selected tables. Select the tables in the list above to defragment those
database tables. WhatsUp Gold automatically stops and restarts the WhatsUp Service.
The status of the operation appears on the dialog, next to this button.

* The current database size is. This section of the dialog shows the total amount of space
used by the database. If you are using MSDE as the WhatsUp Gold database, this section
also displays the percentage of the 2GB size limit currently in use.

= Validate and compact database. Click this button to execute commands that validate
the database, index, and database links, and to compact the database. WhatsUp Gold
automatically stops the WhatsUp Service and restarts it once the operation is complete.
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The "validation" phase executes the SQL Server commands "DBCC CHECKCONSTRAINT,"
"DBCC CHECKCATALOG," and "DBCC CHECKDB." These commands check the integrity of
all constraints in the database, check for consistency in and between system tables in the
database, and check the allocation and structural integrity of all the objects in the
database. More information can be found in Microsoft's "Books On-Line" for SQL Server
(http://www.msdn.microsoft.com/library/default.asp?url=/library/en-
us/startsql/getstart_4fht.asp).

The "compacting” phase executes the SQL Server command "DBCC SHRINKDATABASE,"
which shrinks the size of the data files in the database. (Note that no compression is used;
the database is simply compacted by removing empty space.) More information can be
found in Microsoft's "Books On-Line" for SQL Server
(http://www.msdn.microsoft.com/library/default.asp?url=/library/en-
us/startsql/getstart_4fht.asp).

Troubleshooting your network

260

WhatsUp Gold is a tool used to monitor your network. It is up to you to fix the items that
WhatsUp Gold brings to light.

The following are questions you should think about while troubleshooting problems
detected through WhatsUp Gold.

Is it the entire subnet, or a single device ?
Is it the entire device, or a service monitor on the device?

What type of device is down?

Actions to take

After you have determined the scope of the network problems, one of the following may
help you fix the problem.

If it is the entire subnet that appears to be down, you should check your hub, router, or
switch.

Begin with checking the physical connections of the device to the network and to the
power supply. Check the network cables and power cables.

Check wireless network cards and signal strength.

Check the Health Detail Report to see if it is a monitor or the device that is down. If it is
the device, all of the monitors will appear down.

Check out the Ping monitor. If it is up, you can be certain that the connection between
the network and that device is up.

If it is a monitor that appears to be down, begin by trying to restart the service on the
device the monitor is running on. This is on the actual device itself, not through WhatsUp
Gold.
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WhatsUp Gold engine message

This message means that Ipswitch WhatsUp Gold v11 is not operating properly, because the
Ipswitch WhatsUp Gold v11 Engine service has stopped.

To restart the service:

1 Open the Windows Control Panel.

2 Select Administrative Tools > Services. The Services window appears.
3 Select Ipswitch WhatsUp Engine, then click Start.

Connecting to a Remote Desktop

WhatsUp Gold provides a quick link to the Remote Desktop/Terminal Services client that
allows you to connect to your devices remotely. If the client is installed on your WhatsUp
Gold computer, and the Remote Desktop/Terminal Services is installed and activated on the
device you want to connect to, you are prompted for the user name and password for that
device.

This application allows you to troubleshoot problems with your devices and monitors
identified by WhatsUp Gold.

To connect to a remote desktop:
1 Right-click the device you want to connect to.

2 From the right-mouse menu, select Remote Desktop. If the connection is successful,
the log in dialog opens. If the connection fails, an error message appears.

T
Note: For more information about the Remote Desktop feature, see the online help for the
Remote Desktop client itself.

False negative returned from WMI monitors

Have your WMI monitors been reporting down services when in fact your services are up?
You may need to increase the default length of the RPCPingTimeout registry value so that
you are given a longer chance to connect.

To edit the RPCPingTimout registry value:
1 Go to Start > Run > Regedit.exe

2 From the Registry Editor go to:
HKEY LOCAL MACHINE\SOFTWARE\Ipswitch\Network Monitor\WhatsUp
Engine\2007\Settings
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3 Within the Settings folder, select RPCPingTimeout and right-click. From the right-
mouse menu, select Modify.

4 Inthe Edit DWORD Value dialog, enter in a new value for the timeout and click OK.

Cg Important: The default timeout is 5 seconds. We strongly recommend that you do not
exceed a timeout of 30 seconds.

After making any changes to the registry, you need to restart the WhatsUp Engine.

To restart the WhatsUp Engine:
1 Goto Control Panel > Administrative Tools > Services.

2 Select Ipswitch WhatsUp Engine from the list of services and select Restart from the
left side of the dialog.

Telnet Tool

Telnet is a simple service monitor that checks for a Telnet server on port 23. If no telnet
service responds on this port, then the service is considered down.

To begin the service check, click the Telnet button.

@ Important: The Telnet protocol handler is disabled by default in Microsoft Internet Explorer
7.To re-enable it, see Re-enabling the Telnet protocol handler (on page 262).

Re-enabling the Telnet protocol handler

The Telnet protocol handler is disabled by default in Microsoft Internet Explorer 7. In order to
use the Telnet tool in WhatsUp Gold, you need to re-enable the Telnet protocol.

To re-enable the Telnet protocol:

1 Click Start > Run. The Run dialog box opens.

2 Inthe Open box, enter: Regedit, then click OK. The Registry Editor opens.
3 Go to the following key:

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Internet
Explorer\Main\FeatureControl

4 Underthe HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Internet
Explorer\Main\FeatureControl, create anew key named
FEATURE DISABLE TELNET PROTOCOL.
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5 Add a DWORD value named iexplore.exe and set the value to 0 (decimal).

6 Close the Registry Editor and restart Microsoft Internet Explorer 7. The Telnet protocol is
enabled.
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